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Safety and Warnings

BB

WARNING: ELECTRIC SHOCK
HAZARD. To reduce the risk
of electric shock, disconnect
all power cords at the safety
disconnect to completely
remove power.

AVERTISSEMENT : RISQUE
D’ELECTROCUTION. Afin de réduire
le risque de choc électrique,
débranchez tous les cordons
d’alimentation sur le dispositif de
shreté afin de couper
completement le courant.

WARNUNG: STROMSCHLAGGEFAHR!
Um Stromschlage zu vermeiden,
trennen Sie alle Netzkabel vom
Stromnetz, um das System stromlos zu
machen.

WARNING: ELECTRIC SHOCK
HAZARD. The mains inlet and
interconnecting cable plug
are not rated for current
interruption or
disconnection under load.
Always disconnect the power
supply cord before servicing
to avoid electrical shock.

AVERTISSEMENT : RISQUE
D’ELECTROCUTION. La fiche secteur
et la fiche du cable de
raccordement ne sont pas prévues
pour sectionner ou interrompre le
courant lorsque le produit est sous
tension. Débranchez toujours le
cordon d’alimentation avant de
réaliser toute opération d’entretien
afin d’éviter une électrocution.

WARNUNG: STROMSCHLAGGEFAHR!

Die Stromeingangsbuchse und der
Verbindungsstecker sind nicht fiir eine
Stromunterbrechung beziehungsweise
eine Netztrennung unter Last geeignet.
Trennen Sie vor der Durchfiihrung von
Reparatur- und Wartungsarbeiten stets
das Netzkabel vom Stromnetz, um
Stromschlage zu vermeiden.

> bbb
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Installation of this product
should only be performed by
a person who has knowledge
and experience with electric
power.

Linstallation de ce produit ne doit
étre réalisée que par une personne
qui posséde des compétences et de
I'expérience dans le domaine de
I'électricité.

Dieses Produkt darf nur von Personen
aufgestellt und installiert werden, die
ausreichende Kenntnisse und
Erfahrung mit elektrischem Strom
haben.
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Only for installation and use
in a Restricted Access
Location in accordance with
the following installation and
use instructions.

This equipment should only
be installed by trained
personnel.

WARNING: Only use this
product to power
information technology
equipment that has a UL/ IEC
62368-1 or equivalent rating.
Attempting to power non-
rated devices may result in
electric shock, fire, personal
injury, and death.

WARNING: Connect this
product to an AC power
source that is current limited
by a suitably rated fuse or
circuit breaker in accordance
with national and local
electrical codes. Operating
this product without proper
current limiting may result in
electric shock, fire, personal
injury, and death.

WARNING: Connect this
product to an AC power
source whose voltage is
within the range specified on
the product’s nameplate.
Operating this product
outside the nameplate
voltage range may result in
electric shock, fire, personal
injury, and death.

WARNING: Always
disconnect the power supply
cords before servicing to
avoid electrical shock.

Destiné a l'installation et
I'utilisation dans le cadre de
Restricted Access Location selon les
instructions d’installation et
d’utilisation.

Cet équipement est uniquement
destiné a étre installé par personnel
qualifié.

AVERTISSEMENT : n’utilisez ce
produit que pour alimenter des
appareils informatiques conformes
a la norme UL/CEI 62368-1 ou une
norme équivalente. En essayant
d’alimenter des appareils non
conformes a cette norme, vous
Vous exposez a des risques
d’électrocution et de blessures
corporelles pouvant étre mortelles.

AVERTISSEMENT : branchez ce
produit sur une source
d’alimentation secteur dont le
courant est limité par un fusible ou
un disjoncteur dont le courant
d’emploi assigné est adapté
conformément aux normes
électriques locales et nationales.
L'utilisation de ce produit sans
dispositif de limitation du courant
peut provoquer une électrocution,
un incendie ou des blessures
corporelles pouvant entrainer la
mort.

AVERTISSEMENT : branchez ce
produit sur une source
d’alimentation secteur dont la
tension est située dans la plage
indiquée sur la plaque signalétique
du produit. Lutilisation de ce
produit en dehors de la plage de
tension indiquée sur la plaque
signalétique peut provoquer une
électrocution, un incendie ou des
blessures corporelles pouvant
entrainer la mort.

ATTENTION! Toujours débrancher
les cordons d’alimentation avant de
I'ouverture pour éviter un choc
électrique.

Nur fir Installation und Gebrauch in
eingeschrankten Betriebszonen gemal
der folgenden Installations-und
Gebrauchsanweisungen.

Dieses Gerat ist nur fiir den Einbau
durch Personal vorgesehen.

WARNUNG: Sie dirfen dieses Produkt
nur zur Stromversorgung von Geraten
benutzen, die gemaR UL/IEC 62368-1
oder einem aquivalenten Priifsiegel
zertifiziert sind. Wenn Sie nicht
zertifizierte Geréate anschlieRen,
kdnnen Stromschlage, Verletzungen
oder Tod die Folge sein.

WARNUNG: Das Gerat darf nur an
einen elektrischen Stromkreis
angeschlossen werden, der mit einer
Schmelzsicherung oder einem
Sicherungsautomaten gemaR der
geltenden elektrotechnischen
Sicherheitsbestimmungen ausgestattet
ist. Wenn Sie das Produkt an einem
nicht abgesicherten Stromkreis
betreiben, besteht die Gefahr von
Stromschlagen, Brand und
Verletzungen sowie Lebensgefahr.

WARNUNG: SchlieRen Sie das Produkt
nur an eine Wechselstromsteckdose
an, die eine Spannung gemaR der
Angaben auf dem Typenschild des
Gerétes liefert. Wenn Sie das Produkt
aulerhalb des auf dem Typenschild
angegebenen Spannungsbereichs
betreiben, besteht die Gefahr von
Stromschlagen, Brand und
Verletzungen sowie Lebensgefahr.

ACHTUNG! Trennen Sie das Netzkabel
vom Stromnetz, bevor Sie
Wartungsarbeiten durchfiihren, um
Stromschlage zu vermeiden.

L1legrand’
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WARNING: Connect this
product to a protective earth
ground. Never use a "ground
lift adapter" between the
product’s plug and the
receptacle. Failure to
connect to a protective earth
ground may result in electric
shock, fire, personal injury,
and death.

WARNING: Use this product
in a dry location. Failure to
use this product in a dry
location may result in
electric shock, personal
injury, and death.

WARNING: With the
exception of the controller
module and the power
supplies, this product
contains no user serviceable
parts. Do not open, alter, or
disassemble this product. All
servicing must be performed
by qualified personnel.
Disconnect power before
servicing this product.
Failure to comply with this
warning may result in
electric shock, personal
injury, and death.

This equipment is designed
to be installed on a
dedicated circuit. The power
supply cord shall be a
minimum of 1.5m (4.9ft) and
a maximum of 4.5m (15ft). If
using an extension power
cord, the total length shall
also be no more than the
maximum allowed. The plug
is considered the disconnect
device and must be easily
accessible.

AVERTISSEMENT : veuillez
raccorder ce produit a la terre.
N’utilisez jamais une barrette de
coupure de terre entre la fiche du
produit et la prise de courant. Si
vous omettez de relier le produit a
la terre, vous vous exposez a un
risque d’électrocution, d’incendie
et de blessures corporelles pouvant
entrainer la mort.

AVERTISSEMENT : veuillez utiliser
ce produit dans un endroit sec. La
non-prise en compte de cet
avertissement peut entrainer un
risque d’électrocution et de
blessures corporelles pouvant étre
mortelles.

AVERTISSEMENT : a I'exception du
module du contrdleur, le produit ne
comprend aucune piece réparable
par l'utilisateur. Evitez d’ouvrir, de
modifier ou de désassembler le
produit. Toutes les opérations
d’entretien doivent étre effectuées
par des personnes qualifiées.
Débranchez le courant avant de
procéder a I'entretien de ce
produit. La non-prise en compte de
cet avertissement peut entrainer un
risque d’électrocution et de
blessures corporelles pouvant étre
mortelles.

Cet équipement a été congu pour
étre installé que un circuit dédié. Le
cordon d’alimentation doit étre
d’au moins 1,5M et un maximum
de 4,5m. Si vous utilisez un cordon
de rallonge, la longueur totale est
également plus que le maximum
autorise. La prise est considérée
comme un dispositif de coupure et
doit étre facilement accessible.

WARNUNG: Dieses Gerat darf nur an
eine Steckdose mit Erdleiter
angeschlossen werden. Verwenden Sie
keine Adapterstecker ohne Erdleiter,
wenn Sie das Produkt mit dem
Stromnetz verbinden. Wenn Sie das
Gerat nicht ordnungsgemaR mit einer
Steckdose mit Erdleiter verbinden,
besteht die Gefahr von Stromschlagen,
Brand und Verletzungen sowie
Lebensgefahr.

WARNUNG: Dieses Produkt darf nur an
trockenen Standorten betrieben
werden. Anderenfalls kdnnen
Stromschlage, Verletzungen oder Tod
die Folge sein.

WARNUNG: Mit Ausnahme des
Steuermoduls enthalt dieses Produkt
keine durch den Benutzer zu
wartenden Bauteile. Versuchen Sie
nicht, das Produkt zu 6ffnen,
umzubauen oder auseinander zu
bauen. Wartungsarbeiten dirfen nur
durch qualifizierte Techniker
durchgefiihrt werden. Trennen Sie das
Gerat vor der Durchfiihrung von
Wartungsarbeiten vom Stromnetz.
Anderenfalls kénnen Stromschlage,
Verletzungen oder Tod die Folge sein.

Die Gerate sind fir eine Installation an
einer fest zugeordneten Leitung
ausgelegt. Die Stromzuleitung hat eine
Mindestlange von 1,5m, und hochstens
4,5m. Bei Verwendung eines
Verlangerungskabels darf die zuldssige
Gesamtlange ebenfalls nicht
Uberschritten werden. Der Stecker
dient zur Trennung vom Netz und muss
einfach erreichbar sein.

X



Products rated for
240/415VAC may be fitted
with a plug that is rated for a
higher voltage. Caution must
be taken to assure that the
rating of the unit and the
supply voltage match.

Installation Orientation:
Horizontal units are designed
to be installed in horizontal
orientation.

Do not block venting holes
when installing this product.
Allow for maximum airflow
at all times.

This product is designed to
be used within an electronic
equipment rack. The metal
case of this product is
electrically bonded to the
line cord ground wire. A
threaded grounding point on
the case may be used as an
additional means of
protectively grounding this
product and the rack.

Models with unterminated
power cords: Input
connector must be installed
by qualified service
personnel. Input connector
rating must meet all
applicable codes and
regulations.

WARNING: CHINA
NOTIFICATION: For use at
altitude 2,000 meters or
lower.

Les produits prévus pour
240/415VAC peut étre équipé d'un
bouchon qui est congu pour une
tension plus élevée. Des
précautions doivent étre prises
pour assurer que la cote de l'unité
et la tension d’alimentation
correspond.

Installation Orientation: Les unités
horizontales sont congues pour étre
installées dans une orientation
horizontale.

Ne bloquez pas les orifices
d’aération lors de I'installation de
ce produit. Permettre une
circulation d’air maximale a tout
moment.

Ce produit est congu pour étre
utilisé dans une baie pour appareils
électroniques. Le boitier métallique
de ce produit est raccordé
électriquement au fil de terre du
cordon d’alimentation. Il est
possible d’utiliser en plus un point
de mise a la terre fileté placé sur le
boitier pour relier ce produit et la
baie a la terre.

Modeles avec cordons
d'alimentation non terminées: Le
connecteur d’entrée doit étre
installé par un personnel qualifié.
Entrée cote de raccordement doit
respecter tous les codes et
reglements électriques applicables.

AVERTISSEMENT : AVIS
CONCERNANT LA CHINE : congu
pour étre utilisé a une altitude
maximale de 2 000 meétres.

Produkte, die fur 240/415V
Wechselstrom zugelassen sind, konnen
mit einem Stecker, der fiir eine hohere
Spannung zugelassen ist, ausgestattet
sein. Vorsicht ist geboten, um
sicherzustellen, dass die erlaubten
Betriebswerte des Gerates und der
Versorgungsspannung zueinander
passen.

Installationsausrichtung: "Horizontal"
Gerate sind zur horizontaler
Installation vorgesehen.

Achten Sie darauf, dass bei der
Installation dieses Produkts keine
Beltiftungslocher blockiert werden.
Stellen Sie zu jeder Zeit eine maximale
Luftzirkulation sicher.

Dieses Produkt muss in einem
Einbauschrank fiir elektronische Gerate
installiert werden. Das Metallgehause
dieses Produkts ist elektrisch mit dem
Erdleiter des Netzkabels verbunden.
Als zusatzliche SicherheitsmalRnahme
empfehlen wir die weitere Erdung tber
einen Erdungsanschluss am Gehause
des Produktes und des Einbauschranks.

Modelle mit unfertigem Netzkabel: Der
Eingangsstecker darf nur von
qualifiziertem Wartungspersonal
installiert werden. Der Eingangsstecker
muss fir alle geltenden und
verbindlichen Normen und
Vorschriften zugelassen sein.

WARNUNG: EINSATZLAND CHINA: nur
fur den Betrieb auf Hohen bis maximal
2000 m.

L1legrand’



The manufacturer is not
responsible for damage to
this product resulting from
accident, disaster, misuse,
abuse, modification of the
product, or other events
outside of the
manufacturer’s reasonable
control or not arising under
normal operating conditions.

A

Features

Le fabricant décline toute
responsabilité concernant les
dommages subis par ce produit qui
résulteraient d’un accident, d’'une
catastrophe naturelle, d’une
mauvaise utilisation, d’'une
utilisation abusive, de la
modification du produit ou d’autres
événements indépendants de la
volonté raisonnable du fabricant ou
qui ne se seraient pas produits dans
des conditions normales
d’utilisation.

The key components of the Legrand Power Shelf include:

e Power Shelf Unit
e Power Supply Units
e DCOutput

Power Shelf

Der Hersteller haftet nicht flr
Produktschaden, die durch Unfalle,
Naturkatastrophen, falsche Bedienung,
mutwillige Beschadigung, Anderungen
am Produkt oder andere Umstande
auBerhalb des Verantwortungsbereichs
des Herstellers entstanden sind
beziehungsweise durch Betrieb
auBerhalb der normalen
Arbeitsbedingungen verursacht
wurden.

Legrand's 33kW ORv3 1RU HPR Power Shelf provides centralized, high-efficiency AC-to-DC power conversion
for OCP racks, delivering reliable 50V DC power to busbars and IT equipment. Its standardized ORv3
architecture simplifies integration in OCP Open Rack environments. Modular, front-serviceable designs, a
blind mate quick connector, and built-in redundancy improve uptime and reduce operational complexity in

ORv3 deployments.

Lllegrand’
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Power Supply Units (PSU)

The power shelf houses six power supply units (PSUs) that convert AC power to DC and deliver it to the
busbar system. Each Legrand PSU provides a 5.5 kW output (112 A at 50 VDC) with an impressive 97.5%
power conversion efficiency. The PSUs are hot-swappable, ensuring uninterrupted operation during
maintenance or replacement. The Power Management Controller (PMC) oversees PSU performance and
power delivery. Communication and control are managed via an 1>C-based interface, enabling real-time
monitoring and management through the PMC.

DC Output

Legrand power shelves utilize rectangular blind-mate compact connectors, which feature a snap-in
mechanism that enables quick, tool-free installation. This connector distributes DC power to the busbar.

Using the Hardware - PowerShelf

Inlets

The Legrand Power Shelf contains two inlets, 11 and 12.

Power Supply Units

Legrand Power Shelf contains six power supplies.

Important: Use only the power supply units included with the kit.

The power supplies are hot swappable.

If a power supply is removed, install a Blanking Panel in the empty section.

Kllegrand’



» To service a power supply in the Legrand Power Shelf:

1)
2)
3)

Locate the power supply that needs to be removed, and use the lever to release it.

Use the handle to pull out the power supply.
Add the power supply or blanking panel to the empty section.

DC Qutput - Busbar Connector

Legrand Power Shelf contains one busbar connector. The busbar connector is rated for 50 mating cycles;

move sparingly to maximize connection endurance.

a) s 2
oo noonoooo o]
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DETAIL B
Busbar Connection
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1U Power Management Controller
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Power over Ethernet and the 1U PMC

The 1U PMC requires a standard plug when connecting an Ethernet cable. Do not use non-standard "short

plug" Ethernet cables, or full power may not be received to the controller.
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Power Cord Kit Installation

» To install the cord kit:

e The cord kit contains two cords, left and right.

e See Warnings sections for important information. The mains inlet is not rated for current interruption or
disconnection under load. Do not energize the mains inlet until the connection to the powershelf has
been completed and appropriate strain relief provided.

e Align the cords as shown in the diagram and plug in securely. Note that the left and right cords have
opposite alignment.

Align with female slde\

Face down
=%

Plastic Knob
Plastic Knob

-

i (o) s
e%%?..,. Xooeorninoeeceryo Y ) (o) @ of st i g,, A
FETERETIET] ey o) aunl:e!{u:j_unols
O L e P \8) ° sl L A R o

N N /
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Reset Button

The reset button is located inside the small hole labeled RESET near the display panel.

Pressing this reset button restarts the Xerus software without any loss of power to outlets.

Beeper
The Legrand Power Shelf includes an internal beeper to issue an audible alarm for an overcurrent protector

which is open.

e The beeper sounds an alarm within 3 seconds of a circuit breaker trip.

® The beeper stops as soon as all circuit breakers have been reset.

You can also set the internal beeper to sound for specific events.

Tip: You can remotely check this beeper's state in the web interface on the unit page.

Fan

You can configure the Power Shelf fan using Thresholds. See Power Supply Sensors (on page 31).

Threaded Grounding Point

Some models have a threaded grounding point. Identify it via the grounding symbol. Symbols may vary:

Wire this point to an electrical system to protectively ground the Legrand Power Shelf.

L1legrand’
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Using the Web Interface

This chapter explains how to use the product web interface for administration.

In This Chapter

Supported Web Browsers and Mobile Devices. .. .......... ..., 17
Login, Logout and Password Change. .. ...ttt 17
Dashboard - Legrand Power Shelf. .. ... ... ... ... . i i 19
VS M. Lo e e e 24
Power Shelf. .. e 28
Inlets - Legrand Power Shelf. . ... ... .. . 35
Peripherals. ... ..o e 38
User Management. . ..ottt e e e 55
DeVviCe SettiNgS. . o vt e e 64
Using Prometheusand Grafana. . ....... ... . o i 202
MainteNanCe. . ...t e 203
Webcam Management. . .. ...t e 220
Smartlockand Card Reader. .. .. ..ot e 228

Supported Web Browsers and Mobile Devices

e Firefox® 100 and later
e Safari® (Mac)

e Google” Chrome® 100 and later
e Android 8.1 and later
e i0S12.5and later

e Edge (Windows 10, 11 (chrome-based versions))

Login, Logout and Password Change

The first time you log in, use the factory default user credentials. For details, refer to the Quick Setup
Guide accompanying the product. Password change is forced upon first login.

Login and Logout

You must enable JavaScript in the web browser for proper operation.
» Tolog in to the web interface:

1) Inasupported browser go to the IP address of your Legrand Power Shelf

e If the link-local addressing has been enabled, you can type pdu.local instead of an IP address.
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Mew Tab *® +

192.168.84.92]

2) If any security alert message appears, accept it.

Q Dark or on

3) You can set contrast polarity by clicking on Dark and Light icon
bottom left of the login screen.

4) Enter your user name and password, accept any security agreement displayed, and click Login.

Note: To configure the security agreement, go to Device Settings > Security > Service Agreement.

5) The web interface opens.
After finishing your tasks, you should log out to prevent others from accessing the web interface.
e Click Logout in the top right corner, or close the tab or browser.

Changing Your Password

You need appropriate permissions to change your password or others’ passwords.
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» Password requirements:

e (Case sensitive.

e 4to 64 characters.

» Password change required on first login:
® On first login, password change is forced and strong passwords are enabled by default. The new

password must be at least 8 characters and contain at least one upper case letter, one lower case
letter, and one digit.

e Change the default password and click OK.

» To change your password via the Change Password command:
You must have the Change Own Password permission to change your own password.

e Choose User Management > Change Password. Change the password and click Save.

Change Password - admin

Old passweord required
Mew password required
Confirm password required

Dashboard - Legrand Power Shelf

e The Dashboard page gives you an overview of your Power Supplies and Power Bus.

e C(lick any blue hyperlink to go to the main page for that information.

» What to look for:

e All green status bars indicate performance in normal ranges.

e Red or yellow status bars indicate alerts or alarms.

e Check the Alerted Sensors and Alarms sections for any issues that need attention.

e Alarms are listed if there are events that must be acknowledged according to your configurations.

e Alerts are listed when sensor thresholds are entered according to your configurations.

Kllegrand’

19



20

O-OA Power
48.0, 0.0v

Energy: 3.00 kWh

Power Supplies

Name Status
Initrode PSU-1000+ (1) On
Initrode PSU-1000+ (2) on
Initrode PSU-1000+ (3) on
Initrode PSU-1000+ (4) On
Initrode PSU-1000+ (5) on
Initrode PSU-1000+ (6) On

Qutput Power

aw

ow

aw

aw

ow

aw

w

w

w

» What can be customized on the Dashboard?

e The Power Bus History chart at the bottom of the Dashboard shows active power by default.

IkW

Power Shelf Global AC Sensors

Active Power Active Energy

2 kw 3 MwWh

normal normal

Lines

L3, NEUTRAL
L2, NEUTRAL
L1, NEUTRAL
L3, NEUTRAL
L2, NEUTRAL

L1, NEUTRAL

e Select a different data type to change the chart view temporarily.

Power Bus History

Active Power

Dashboard - Power Supplies

A& Download History

The Power Supplies section of the dashboard contains information on all the power supply units (PSU)
in the shelf. For each PSU, it shows operational status, output power, and associated line connection.
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e Name: Click the Name hyperlink to go to Power Supplies main page.
e PDU: Click the PDU hyperlink to go to the Power Shelf main page.

e Status: Absent, On, Off

e Active Power reading

e Lines

Dashboard - Alerted Sensors

When any internal sensors or environmental sensor packages connected to the Legrand Power Shelf
enter an abnormal state, the Alerted Sensors section in the Dashboard shows them for alerting users.
This section also lists tripped circuit breakers or blown fuses, if available.

To view detailed information or configure each alerted sensor, click each sensor's name to go to
individual sensor pages. See Individual Sensor/Actuator Pages (on page 49).

Alerted Sensors (1 Critical, § Warned) &larms

]
Senzor Value State ik N

Temperabare 1 250" Ak above upper critical

» Summary in the section title:
Information in parentheses adjacent to the title is the total number of alerted sensors.
For example:

e 1 Critical: 1 sensor enters the critical or alarmed state. 1 Warned: 1 'numeric' sensor enters the
warning state.

e Numeric sensors enter warning or critical states, as their values enter the threshold ranges.

e State sensors enter an alarmed state.

See Sensor/Actuator States (on page 44) for more details.

Numeric sensors:

e  Warning

Numeric sensors:

A e Critical

State sensors:

e Alarmed state

Dashboard - Alarms

If configuring any event rules which create or emit device alarms, the Alarms section will list any event
that hasn't been acknowledged yet.
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Note: For information on event rules, see Event Rules and Actions (on page 130).

You must have the 'Acknowledge Alarms' permission to manually acknowledge an alarm.

Alarms

Name: System Tamper Alarm

First Appearance: 5/13/2022, 9:13:45 AM UTC+0200

Last Appearance: 5/13/2022, 9:14:36 AM UTC+0200 Acknowledge
Reasons: 2 reasons, 3 events total

show details™

» To acknowledge an alarm:

e Click Acknowledge, and that alarm then disappears from the Alarms section.

Alarms

Mamé: Systerm Tarnper Alarm

First Appearance: 5/13/2022, 31345 AM UTC+0200
Last Appearance: 5/13/2022, 9:14:36 AM UTC+0200
Reasons: 2 reasons, 3 events lotal

hide detailza

Acknowledge
Reason: Peripheral device Tamper Detector 1' in PDU 1 T

shot 29 ks aknomeed

First Appeatance; 5/13/2022, 9:13:45 AM UTC+0200
Last Appearance: 5/13/2022, 9:13:56 AM UTC+0200
Count: 2

Reason: A test event was triggered by user ‘admin’,
First Appearance: 5/13/2022, 9:14:36 AM UTC+0200
Last Appearance: 571372022, 9:14:36 AM UTC+0200
Count: 1

This table explains each field of the alarms list.

Field Description
Name Custom name of the Alarm action.

Reason Shows the log message if the alarm was only triggered by one
specific event.

Reasons Short summary if there were multiple different events.

First Date and time when the event indicated in the Reason column
Appearance occurred for the first time.

Last Appearance Date and time when the event indicated in the Reason column
occurred for the last time.
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Field Description

Count Number of times the event indicated in the Reason column has
occurred.

Show details

This field appears only when there are multiple types of
events triggering the same alert.

If there are other types of events (that is, other reasons)
triggering the same alert, the total number of additional reasons
is displayed. You can click it to view a list of all events.

The date and time shown on the web interface are automatically converted to your computer's time
zone. To avoid time confusion, it is suggested to apply the same time zone settings to your computer or
mobile device.

Tip: You can also acknowledge all alarms in the front panel display.

Dashboard - Power Bus History

The Power Bus History graph displays the history of the sensor values. Select a different data type by

L
clicking the selector below the diagram.

Active Energy

RMS Current
RMS Voltage

Active Power ¥

Kllegrand’
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Power Bus History

3000 Wh
2 500 Wh
2 000 Wh
1 500 Wh
1000 Wh
500 Wh
0 Wh
\_)Q“: Qq“ \_5“} \_}'Q‘} & \_b-?‘b & 3-:"‘ a-z‘b & oF ,’c“ & o & & Qc“\ & &x g QQ‘} Q,Q‘}
R O R . . S . S
v a7 a7 v ¥ v Ealr S,
A g L A P L A LY G A
Active Energy ¥ + Download History

e To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.

Both the time and data are displayed as illustrated below.

Power Bus History

osw
osw
07w
06w
05w
04W
03w
02w

oaw

1/2025, 3:11:00 PM

oow

Active Power ¥ 4 Download History

System

To open the System page, click System in the Menu.

The System page opens on the Details pane
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» Use the Details pane to:

e Review device hardware and firmware details
e Verify model and serial number

e Check active network interfaces

e Confirm electrical rating information

e Download data logs for analysis using the “Export as CSV” button

Power'Shelf
Details
Firmware version 440552383
Model SHF3-3316G2R
Serial number RIBZOEVDOFD

02:61:48:65:14:7d (ETH1)

Active network interfaces = J
' 02:05:1e:ea:77:d3 (ETH2)

Ratimg 346-415V, 24-324(2), 28 8-46kVA, S0/60HZ

Data log Export as C5V

» Link Units:

In the Link Units section, you can view and configure linked Power Shelves. See Linking Units (on page
235).

» Settings:
The Settings page allows you to view and configure operational behaviors for your Power Shelf device.

The Settings area is divided into two functional categories: First, device configuration settings define
how the power shelf behaves during power-up, power loss, and fault conditions. Second, reset actions
allow you to reset energy counters and minimum/maximum recorded values.

e Name: Displays the user-assigned name of the power shelf.
e This name appears in dashboards and lists, helping you distinguish between multiple units.

e Relay behavior on power loss: Indicates how the relay behaves when the device loses power.
Example: “Non-latching” — the relay will return to a safe default state when power is restored.

e Qutlet state on power-up: Determines the outlet’s state (on/off) when the device powers up. There
are several options.
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e Last known — restores the previous outlet state.
e On — forces all outlets on at startup.
e Off — forces all outlets off at startup.

e Qutlet initialization delay on power-up: Specifies the delay time between device power-up and the
moment outlets become active. Use this setting for staggering startup.

e Power off period during power cycle: Defines how long the outlet remains off during a power-cycle
operation.

e Inrush guard delay: Sets a delay to protect equipment from simultaneous current spikes. During this
delay, outlets activate in a controlled sequence.

e Trip cause outlet handling: Determines how the system handles outlet behavior after a fault or trip
event.

e Example: “Keep outlet state unchanged” — outlets resume the same state once the trip
condition clears.

How to Edit Settings

1) Click Edit Settings at the top-right of the Settings pane.
2) Adjust the available fields.
3) Save your changes to apply them to the device.
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Seftings

Name Power Shelhf

Relay behavior on power loss Non-latching v
Outlet state on power-up - last known v
Qutlet initialization delay on powerup 38 v
Power off period during power cycle I 10s | v
Inrush guard delay 200 ms v

Trip cause outlet handling Keep outlet state unchanged v

X Cancel +f Save

e Reset all energy counters:

® An energy reading is a value of total accumulated energy, which is never reset, even if the power
fails or the Legrand Power Shelf is rebooted. However, you can manually reset this reading to
restart the energy accumulation process. Only users with the "Admin" role assigned can reset
energy readings. All energy readings are reset to zero.

Note: This reset button does not reset the energy values of outlet groups. Go to the Outlet
Groups page to reset that value.

e Reset all minimum / maximum values:

e For readings that record a maximum and minimum numeric value, you can reset these values as
needed to clear the previous highs and lows.

» Internal Beeper:

The internal beeper can be set to buzz as part of an event. You can check the internal beeper status on
the Power Shelf Details page.

Internal Beeper A

State Off

Kllegrand’
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Power Shelf

Click Power Shelf in the Menu to open the Power Shelf page. The Power Shelf page contains several
sections:

e Power Supplies
e Power Bus sensors
e Power Shelf Global AC Sensors

e Power Supply Sensor History chart

Power Supplies Overview

The Power Supplies page provides status and measurement data for all Power Supplies connected to
the Legrand Power Shelf. It is divided into two main sections: Power Supplies and Power Bus.

Use this screen to:

e Verify that all power supplies are functioning correctly.
¢ |dentify missing or non-operational power supplies.

e Monitor voltage, current, power, and energy usage.

e Track performance over time through min/max data.

e Access to individual power supply's details and power control functions.

Power Supplies

This section lists each power supply unit (PSU) and displays its operational status and electrical
readings.

Power Supplies

£4 Name PDU Status RMS Voltage RMS Current Active Power Active Energy Lines [T}
1 Ff)"a ECOVI0Z00% b Power Shelf (1)0n 43,00V 0.000A ow 1,00 kWh 13, NEUTRAL
2 ?;"E ECDN702004 o Power Shelf (1) On 4800V 00004 ow 1.00 kWh L2, NEUTRAL
g DeMaECDITO2008, oo er Shelf (1)0n 4800V 00004 ow 1.00 kW L1, NEUTRAL

(3)

Column Descriptions:

e #: The numerical index for each power supply entry.

e Name: The model or identifier of the power supply unit. Click the link to open details and tasks for
the PSU.

e PDU: Shows which Power Shelf the power supply is associated with.
e Status: Indicates whether the unit is On, Off or Absent.

Lllegrand’



® On means the Power Shelf is detecting the module and it is ON.
e Absent (highlighted in red) means the module is not detected.
¢ Off means the Power Shelf is detecting the PSU and it is OFF.
e RMS Voltage: Displays the measured voltage from the power supply.
e RMS Current: Shows the measured electrical current.
e Active Power: Indicates how many watts the module is delivering.
e Active Energy: Displays cumulative energy consumption (kWh).

e Lines: Shows which electrical phases (L1, L2, L3) the power supply is connected to, including
Neutral.
Power Bus

The Power Bus section summarizes measurements at the Busbar level, showing the combined DC
output of the Power Supplies. Each row represents a different sensor reading.

Power Bus

Power Bus

Actual Minimum Maximum Minimum / Maximum

& | e

Sensord Value State Value Unchanged Since Value Unchanged Since Last Reset

RMS Current 0000A  nommal 0000 A 12/1/2025, 5:06:41 PMEST 00004 12/1/2025, 5:06:41 PM EST 12/1/2025, 5:06:41 PM EST
RMS Voltage 48.00V normal 4800V 3/25/2025,11:37:16 AM EDT 48.00V 3/25/2025.11:37:16 AMEDT 3/25/2025,11:37:14 AM EDT
Active Power oW nomal ow 12/1/2025, 5:06:41 PMEST ow 12/1/2025, 5:06:41 PM EST 12/1/2025, 5:06:41 PM EST

Active Energy 3000 Wh normal 3000 Wh 12/1/2025,5:06:41 PM EST 3000 Wh 12/1/2025, 5:06:41 PM EST 12/1/2025, 5:06:41 PM EST

» Column Descriptions:

e Sensor: The type of measurement. These include RMS Current, RMS Voltage, Active Power, Active
Energy.

e Actual: Current real-time value and its status. Status example: normal.
e Minimum: The lowest recorded value since the last reset, with timestamp.
e Maximum: The highest recorded value, with timestamp.

e Minimum / Maximum: The time and value of the most recent reset for min/max tracking.

Power Supply Details, Settings, and Operation

Clicking on any power supply in the Power Supplies page opens a details page.

This page provides detailed information and basic controls for an individual power supply unit (PSU)
within a power shelf. Use this page to view key device attributes, check operational status, and turn the
PSU on or off. You can also access the PSU's inlet details page, using the Inlet hyperlink. See Inlets -
Legrand Power Shelf (on page 35).
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+ My Power Shelf (1)

Details

Label

Status

Model

Serial Number
Firmware Version
Lines

Inlet

4 Power Supply 1 - Initrode PSU-1000+ @on Ooff

1
On
Initrade PSU-1000+

2.1.42

L3, NEUTRAL

My Power Shelf (1) Inlet B

e Label: Indicates the unit’s assigned identifier within the power shelf.

e Status: Shows whether the power supply is currently operating: On, Off, Absent

e Model: Displays the hardware model of the power supply.

e Serial Number: Provides the serial number for this specific PSU.

e Firmware Version: Shows the firmware version installed on this specific PSU. This PSU firmware is
separate from the Power Shelf's Xerus firmware, and can be upgraded independently.

e Lines: Lists the electrical line connections used by the PSU. For example: L3, Neutral.

e Inlet: Provides a clickable link to the inlet the PSU is connected to for tracing power sources.

Turn the Power Supply On or Off:

If you have the appropriate permissions, you can control the PSU's power.

e (Click On to power up the PSU.
e C(lick Off to shut it down.

e Check the Status in the Details pane to verify operation.
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» Settings:

You can customize the Power Supplies' fan speed in the Settings. You can also reset both the energy
counter and the minimum/maximum readings for the Power Supply sensors.

1) Click Edit Settings to make changes.

2) Fan Speed: the default setting is Automatic. Choose "Override minimum speed" to increase fan
speed, then enter a number for the increase in speed.

Settings
Edit Settings
® Automatic
Fan speed Override minimum speed
100 o
Reset energy counter Reset
Reset minimum / maximum Reset

X Cancel

Power Supply Sensors
The Power Supply Sensors information contains 3 sections: Input, Output, and Device Sensors.
For all sections, you can expand the information shown for each sensor by adding additional reading

types. This allows you to view historical, minimum, maximum, or last-reset values alongside the current
measurement

Input Sensors

The Input Sensors section shows the readings for:

e RMS Current
e RMS Voltage
e Active Power

e Active Energy
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Input Sensors

Actual
Sensork Value
RMS

0.000 A
Current
RMS
Voltage Hoe
Active ow
Power
e 1000 Wh
Energy

Outnut Senanrs

Output Sensors

State

normal

normal

nermal

normal

Minimurm

Value

0.000 A

196V

ow

1000 Wh

Unchanged Since

12/1/2025, 5:06:41
PMEST

12/1/2025, 5:06:41
PMEST

12/1/2025, 5:06:41
PM EST

12/1/2025, 5:06:41
PMEST

Maximum Minimum /
Maximum
Value Unchanged Since Last Reset %
2 s Minimum Value
0.000A PM EST
230V 122720 || Minimum Value Unchanged Since
AMEST
1271720 ¥ Maximum Value
oW 1,20 il (i
PM EST
+'| Maximum Value Unchanged Since
121720 ]
1000 Wh PM EST

The Output Sensors section shows the readings for:

e Current
e \Voltage
e Power

e Energy

Output Sensors

Sensork
Current
Viltage
Power

Energy

Device Sensors

Actual

Value

0.000 A

4800V

ow

1000 Wh

State

narmal

normal

normal

normal

Minimum

Value

0.000 A

4800V

ow

1000 Wh

The Device Sensors section shows the readings for:

e Hotspot Temperature

e Inlet Temperature

e Qutlet Temperature

e Fan

~ | Minimum / Maximum Last Reset

Maximum

Value

0.000 A

4800V

ow

1000 Wh
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Device Sensors

Actual Maximum H
Sensor & Value State Value (0]
Hotspot Temperature 0*c normal {1
Inlet Temperature o°c normal 0°C
QOutlet Temperature [ normal orC
Fan 0 rpm normal 0 rpm

Power Bus - Sensors

The Power Bus section shows live sensor readings from the power shelf, including Current, Voltage,
Power and Energy.

Power Bus A
Actual :
[] sensora Value State 5
Current 0.000 A normal
Voltage 43.00V normal
Power oaw normal
Energy 3000 wh normal

» Customizing the sensor readings:

You can expand the information shown for each sensor by adding additional reading types. This allows
you to view historical, minimum, maximum, or last-reset values alongside the current measurement

Power Bus ~

Actual Minimum H

Sensork Value State Value
Current 0.000 A narmal ~'| Minimumn Value -&-
Voltage 48.00V narmal
Minimum Yalue Unchanged Since
Power oW narmal
Maximum Value
Energy 3000 Wh narmal
Power Shelf Global AC Sensors .

Minimum ¢ Maximum Last Reset
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» Thresholds:

Sensors can be configured with Thresholds. Click a sensor to open its details page. The Thresholds
section allows you to define limit values for each sensor so the system can warn you when readings fall
outside expected ranges. This helps detect abnormal conditions and ensures the power shelf is
operating within safe limits.

The following threshold types for each sensor are available:

e Lower Critical
e Lower Warning
e Upper Warning
e Upper Critical

Each threshold can be set independently, depending on the behavior you want to monitor.

» How to Set Thresholds:

1) Open the Thresholds section for the device.
2) Select a sensor name, such as Active Power or Apparent Energy.
3) Enter values for one or more threshold fields:
e Lower Critical — the reading is dangerously low
e lLower Warning — the reading is lower than normal
e Upper Warning — the reading is higher than normal
e Upper Critical — the reading is dangerously high
4) Save your changes.

» How Thresholds Affect the Display:

When sensor readings exceed a threshold, the display automatically highlights them to draw your
attention. For example:

e Readings that exceed warning thresholds show Yellow highlighting.

e Readings that exceed critical thresholds are shown with Red highlighting to indicate urgent attention
is required.

Setting Thresholds for Total Active Energy or Power

This section applies only to multi-inlet models.

Thresholds for total active energy and total active power are disabled by default. You can enable and set
them so that you are alerted when the total active energy or total active power hits a certain level.
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For a power shelf model with multiple inlets:

e Total active energy = sum of all inlets' active energy values

e Total active power = sum of all inlets' active power values

» To configure thresholds for total active energy and/or power:

1) Click Power Shelf.
2) Click the Thresholds title bar at the bottom of the page to display thresholds.
3) Click a sensor to edit the thresholds.
4) Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

* Type a new value in the accompanying text box.

Thresholds

Active Energy

Lower critical V)0 Wh
Lower warming Wh
Upper warning Wh
Upper critical Wh
Deassertion hysteresis 1] Wh
Assertion timeout 0 Samples

5) Click Save.

Inlets - Legrand Power Shelf

You can view all inlet information, configure inlet-related settings, or reset the inlet active energy and
min/max sensor values on the Inlet page. To open this page, click 'Inlet' in the Menu. The Inlets page
contains information on both the Power Shelf level, and for the inlets of each Power Supply

Inlet thresholds help you identify when your inlet enters warning or critical level. In addition, you can
automatically generate alert notifications for any warning or critical status. See Event Rules and Actions
(on page 130).

Note: For multi-inlet models, see Configuring a Multi-Inlet Model (on page 36).
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» Sensors:

The sensors section contains a list of inlet sensors with more details. Available inlet sensors depends on
the model. Sensors show both readings and states. Sensors in warning or critical states are highlighted
in yellow or red. The inlet power chart shows the selected sensor.

e Complete list of inlet power sensors:
e RMS Current
e Unbalanced Current
e RMS Voltage
e Unbalanced Voltage
e Unbalanced L-L Voltage
® Active Power

e Active Energy
» Settings--Name the inlet:
Scroll down past the Sensor list to the Settings.

e C(lick Edit Settings, enter a name for the inlet, then click Save. For example, name the inlet after the
power source.

e The inlet's custom name is displayed on the Inlet page, followed by its label in parentheses.

e Status: Enable or disable the inlet. When you select Disable this inlet, Legrand Power Shelf
suppresses all measurements and warnings.

Setlings

Label n

Name Power Shelf Inlet 1

Status Disable this inlet (suppresses all measurements and wamings)

X Cancel + Save

Configuring a Multi-Inlet Model

If the Legrand Power Shelf has more than one inlet, the Inlets page lists all inlets.

» To view or configure each inlet:

1) Click the desired inlet.
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My PDU (1) Inlet 1

1.08. e -

1.34 —

Active Energy: 777.53 kwh
Apparent Energy: 980,40 kviah
Fower Factor 0,80

Crest Factor 1.51

Line Frequency: 50.0 Hz

RMS Voltage: 213 W

My PDU (1) Inlet 2

0.0 0.04/164
0.0

Active Energy; 8 Wh
Apparent Energy. 10 Viah
Power Factor: —

Crest Factor: 1.00

Line Frequency: 50.0 Hz

RMS Voltage: 213 W

2) Now you can configure the selected inlet, such as enabling thresholds or resetting its energy.

¢ To disable the inlet, see the following instructions.

» To disable one or multiple inlets:

1) Onthe individual inlet's data page, click Edit Settings.

Settings .Y
Label )
Mame
Status Enabled
Reset energy counter Reast
Raset minimum / maximam Reset

2) Select the "Disable this inlet" checkbox.
3) Click Save.
4) The inlet status now shows "Disabled."
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Settings .

Labe a

Reset minkmum / maximum Hese

5) To disable additional inlets, repeat the above steps. If disabling one inlet causes all inlets to be

disabled, a confirmation message will appear.

6) Click "Yes" to confirm or "No" to cancel the operation.

After disabling any inlet, several critical monitoring and control functions are affected:

e Electrical components powered by the disabled inlet will not report any events or alarms.
* Any remote switching capability for connected outlets will be deactivated.
e Power metering functions will also stop operating.

e Sensors continue accumulating data, even though control functions are disabled.

e Threshold-based alerts (for example, high power consumption) will not trigger warnings or

notifications. The system does not flag abnormal conditions associated with the disabled inlet.

Warning: A disabled inlet, if remaining connected to a power source, continues to receive power from
the connected power source and supplies power to the associated outlets and overcurrent protectors.

Peripherals

If there are environmental sensor packages connected, they are listed on the Peripherals page.

An environmental sensor package may contain:

e Numeric sensors: Detectors that show both readings and states, such as temperature sensors.

e State sensors: Detectors that show states only, such as contact closure sensors.

e Actuators: An actuator controls a system or mechanism so it shows states only.

Legrand Power Shelf communicates with managed sensors/actuators only and retrieves their data. One

Legrand Power Shelf can manage a maximum of 64 sensors/actuators.
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Open the Peripheral Devices page by clicking Peripherals in the Menu. Then you can:

e Perform actions on multiple sensors/actuators by using the control/action icons on the top-right
corner.

e Gotoanindividual sensor's or actuator's data/setup page by clicking its name.

Sensor/actuator overview on this page:

If any sensor enters an alarmed state, it is highlighted in yellow or red. An actuator is never highlighted.

Column Description

Name By default, the name assigned contains:
e Sensor/actuator type, such as "Temperature" or "Dry Contact."

e Sequential number of the same sensor/actuator type, like 1, 2,
3 and so on.

You can customize the name. Customize names on the
individual sensor page.

Reading Numeric sensors, such as temperature and humidity, show the
reading.

Maximum Maximum reading of all previously seen values since last reset.

Minimum Minimum reading of all previously seen values since last reset.

State Available for all sensors and actuators. Sensor/Actuator States (on
page 44)

Type Sensor or actuator type.

Serial This is the serial number printed on the sensor package's label.

Number

Position Position indicates where this sensor or actuator is located in the

sensor chain.

Identifying the Sensor Position and Channel (on page 47)

Actuator Indicates whether this sensor package is an actuator or not. If yes,

the checkmark symbol v is shown.

To release or manage sensors/actuators:

You can multi-select sensors to release or manage them. Releasing is necessary when the maximum
number of managed sensors are in use, and you need to make a change, such as replacing old sensors
with new ones, or making space by removing an unneeded type and adding a different type. When you
manage sensors individually, you can manually select ID numbers--this allows you to simultaneously
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release an old sensor if you select to reuse its assigned ID: Managing One Sensor or Actuator (on page
48). When you manage multiple sensors at once, ID numbers are automatically assigned, and nothing

else is changed or released.

1) Select the sensors/actuators that you want to manage/release from management.

L
2) Click * toview options and select Manage or Release.

e Release: The items are automatically released, and you return to the list. Newly released sensors
show at the end of the list as "Manage Device" if they are still physically connected, otherwise they

disappear.

* Manage: "Manage Peripheral Device" dialog opens. Click Manage to accept automatic sensor
numbers. If a single item was selected, you can choose the ID number by selecting "Manually select
a sensor number." Click Manage and you return to the list. Newly managed sensors appear and will

show a status in the State column. They can now be renamed and configured.

" Maww

Lt

o

& My PDU (1) Peripheral [

] Sate T Sarial Murmber Podition
geete Costiadl ORLDODOD s Ol e
& 03000 I;MI.MW
e e - ALEONRI firthchan it

Manage Peripheral Device

@ Automatically assign a sensor number

Manually select a sensor number

Sensar 1 (unused) ¥

» To configure sensor/actuator-related settings:

L)
1) Click * > Peripheral Device Setup.
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Field

Peripheral device
Z coordinate
format

Peripheral device
auto
management

Mute other door
handle

Altitude

Active powered
dry contact limit

Function

Options to describe the vertical locations (Z
coordinates) of environmental sensor
packages.

® Rack units or Free-form

See Z Coordinate Format (on page 54).

Enables or disables the automatic
management feature for Legrand
environmental sensor packages.

e Default is Enabled.

o |f selected, one door handle will be
completely powered down (including any
attached card reader or keypad) before
opening the other lock of the same DX2-
DH2C2.

Specify the altitude of Legrand Power Shelf
above sea level when a differential air
pressure sensor is attached.

® Range: -425 to 3000 meters (-1394 to
9842 feet)

e Negative numbers indicate locations
below sea level.

Determines the maximum number of "active'
powered dry contact actuators that is
permitted concurrently.

® Range: 0to 24
e Default: 1

Note

Every sensor has a Z Coordinate field. The format
setting specifies whether those coordinates are
required to be rack unit numbers or can contain
arbitrary text.

Automatic Management of Sensors (on page

48)

e This option helps to avoid overload in
power-limited setups with two door
handles.

e The device's altitude is associated with the
altitude correction factor.

e The default altitude measurement unit is
meter.

e Your user preference for measurements will
take effect here.

An "active" actuator is turned ON, or, for a
door handle, door is OPENED.

This setting only applies to "powered dry
contact" (PD) actuators rather than normal
"dry contact" actuators.

e You need either 'Change Peripheral Device
Configuration' privilege or 'Administrator
Privileges' to change the setting.

2) Click Save.

» To configure default threshold settings:

Note that default threshold settings affect all sensors already being managed, and establish the initial
settings for any sensor added from now on. To customize the threshold settings on a per-sensor basis,
go to Individual Sensor/Actuator Pages (on page 49).

.
1) Click : > Default Threshold Setup.
2) Click a sensor to open the threshold settings.
3) Make changes as needed.
¢ To enable any threshold, select the corresponding checkbox.

¢ Type a new value in the accompanying text box.
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Lower critical v 2 g/m?

Lower warning | 4 g/m?

Upper warning | 20 g/m?*

Upper critical | 22 g/m?

Deassertion hysteresis 1 g/m?

Assertion timeout 0 Samples
M Cance

4) Deassertion hysteresis: An alarm is cleared when the sensor reading normalizes the specified
amount away from the threshold. In the screenshot example above, if temperature normalizes by
more than 1 degree of the threshold, the alarm is cleared. When the reading is within 1°C from the
threshold, the alarm will remain active. For example: A warning is raised when the temperature
exceeds 30°C. It has to drop to 29°C to clear the warning.

5) Assertion timeout: An alarm is raised when the sensor reading exceeds a threshold for more than
the specified number of samples. In the screenshot example above, timeout is set to Zero. An alarm
would be raised immediately when the reading exceeds the threshold. If the timeout were set for
20, the sensor reading would have to persist in exceeding a threshold for 20 data samples before an
alarm would be raised.

6) Click Save.

To turn on or off any actuator:

1) Select one or multiple actuators . This activates the power buttons at the top right corner in the web
interface.

2) Click On or Off. For Door Handles, click Open or Close.

Note: Per default you can turn on as many dry contact actuators as you want, but only one "powered dry

L
contact" actuator can be turned on at the same time. Change this settingin * > Peripheral Device
Setup.

3) Confirm the operation when prompted.

Yellow- or Red-Highlighted Sensors

The Legrand Power Shelf highlights those sensors that enter the abnormal state with a yellow or red
color. Note that numeric sensors can change colors when thresholds are enabled.

Tip: When an actuator is turned ON, it is also highlighted in red for drawing attention.
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In the following table, "R" represents any numeric sensor's reading. The symbol <= means "smaller

than" or "equal to."

Sensor status Color States shown in the interface Description

Unknown unavailable
I:I unmanaged
Normal normal
Warning above upper warning

below lower warning

Critical above upper critical
. below lower critical

Alarmed alarmed

OCP alarm Open

Sensor state or readings cannot be detected.

Sensors are not being managed.

e Numeric or state sensors are within the normal range.
- OR --

e No thresholds have been enabled for numeric sensors.

Upper Warning threshold < "R" <= Upper Critical threshold

Lower Critical threshold <= "R" < Lower Warning threshold

Upper Critical threshold < "R"

"R" < Lower Critical threshold

State sensors enter the abnormal state.

e (Circuit breaker trips.
- OR --

e Fuse blown.

Managed vs Unmanaged Sensors/Actuators

» Managed sensors/actuators:

e Legrand Power Shelf communicates with managed sensors/actuators and retrieves their data.

e Managed sensors/actuators are always listed on the Peripheral Devices page whether they are

physically connected or not.
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Hame

Slate

Type ¥
Ternpesature

Termnperature

e They show one of the managed states.

e For managed 'numeric' sensors, their readings are retrieved and displayed. If any numeric sensor is
disconnected or its reading cannot be retrieved, it shows "unavailable" for its reading.

» Unmanaged sensors/actuators:

e Legrand Power Shelf does NOT communicate with unmanaged sensors/actuators.

e Unmanaged sensors/actuators are listed only when they are physically connected to Legrand Power
Shelf. They disappear from the web interface when they are no longer connected.

e They do not have an ID number.
e They show the "unmanaged" state.

Sensor/Actuator States

An environmental sensor or actuator shows its real-time state after being managed.

Available sensor states depend on the sensor type -- numeric or state sensors. For example, a contact
closure sensor is a state sensor so it switches between three states only -- unavailable, alarmed and
normal.

Sensors will be highlighted in yellow or red when they enter abnormal states.

An actuator's state is marked in red when it is turned on.

Managed sensor states:

In the following table, "R" represents any numeric sensor's reading. The symbol <= means "smaller
than" or "equal to."
State Description

normal e For numeric sensors, it means the readings are within the
normal range.

e For state sensors, it means they enter the normal state.
below lower critical "R" < Lower Critical threshold

below lower
warning

Lower Critical threshold <="R" < Lower Warning threshold
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State

above upper
warning

above upper critical
alarmed

unavailable

Note that for a contact closure sensor, the normal state depends on the normal setting you have

configured.

Kllegrand’

Description

Upper Warning threshold < "R" <= Upper Critical threshold

Upper Critical threshold < "R"
The state sensor enters the abnormal state.

e Communication with the managed sensor is lost.
- OR --

e Sensor packages are upgrading their sensor firmware.
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» Managed actuator states:

State Description

on The actuator is turned on.

off The actuator is turned off.

unavailable ® Communication with the managed actuator is lost.
--OR --

® Sensor packages are upgrading their sensor firmware.

» Unmanaged sensor/actuator states:

State Description

unmanaged Sensors or actuators are physically connected to the Legrand Power
Shelf but not managed yet.

Note: Unmanaged sensors or actuators will disappear from the web interface after they are no longer
physically connected.

Finding the Sensor's Serial Number

A sensor package has a serial number tag attached to its rear side.

The serial number for each sensor or actuator appears listed in the web interface when it is detected.
Match the serial number from the tag to those listed in the sensor table.

L Hame Reading Flate Types Serial Humbaer ."

Group Peripheral Sensors

You can group peripheral sensors by their physical packages. Each physical package can contain many
logical sensors.

» To group peripheral sensors:

1) On menu page of Peripheral Devices click on Serial number.
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Dashboard 4 My PDU (1) Peripheral Devices p
PDU ) "

£ Name Reading State Type Serial Number Position &
Inlets 1 HallEffect1 normal Magnetic Contact QLL0000001 Port 1, Cnaf
Outlets 2 onjotf1 norma Contact Closure QLL0000001 part1,Cnal
Outlet Groups 3 on/oif2 norma Contact Closure QLL0000001 port1, 00

4 onjoff3 nomal Contact Closure QLL0000001 Port 1, C1f
ocPs

5 on/otf4 norma Contact Closure QLL0000001 Port1, G
Peripherals

6 On/offs ___normal__ Contact Clogure QLLOGRA001 Port 1, Chaj

e B s s, gt ormal_ niact Clogy g OLLOGRROOT .y Por e

2) Sensors are grouped by the physical package.

4 My PDU (1) Peripheral Devices

£ Name Reading State Type Serial Number o Position Actuator

DX2-DH2C2 (1GE0000001)
21 Door State 1 closed Door State 1GE0000001 Port 1, Chain position 6, Channel 1
22 Door Handle 1 closed Door Handle 1GE0000001 Port 1, Chain position 6, Channel 1
23 DoorLock 1 closed Door Lock 1GE0000001 Port 1, Chain position 6, Channel 1 v/
24 Door State 2 closed Door State 1GE0000001 Port 1, Chain position 6, Channel 2
25 Door Handle 2 unavailable Door Handle 1GE0000001 Port 1, Chain position 6, Channel 2
26 Door Lock 2 unavailable Door Lock 1GE0000001 Port 1, Chain position 6, Channel2 v/

DX-D2C6 (QLLO000001)

1 Hall Effect 1 normal Magnetic Contact QLL0000001 Port 1, Chain position 1

2 On/Off1 norma Contact Closure QLL0000001 Port 1, Chain position 1, Channel 1
3 On/0ff 2 norma Contact Closure QLL0000001 Port 1, Chain position 1, Channel 2
4 On/Off3 norma Contact Closure QLL0000001 Port 1, Chain position 1, Channel 3

Identifying the Sensor Position and Channel

The Peripheral Devices page shows where each sensor or actuator is connected.

4 My PDU (1) Peripheral Devices Gon Ooff
\:I Name Reading Serial Number Position Actuator =]
\:l Temperature 2 240°C QMT0000005 Port 1, Ghain position 5
[] Temperature 1 250°C QMS0000004 Port 1, Chain position 4
\:I Powered Dry Contact 2 QU70000003 Port 1, Chain position 3, Channel 2 v
[] Powered Dry Contact 1 QU70000003 Port 1, Chain position 3, Channel 1 4

e The position information includes the port name and the sensor's position in a sensor chain.
For example: Port ‘Sensor, Chain Position 3

e Ifasensor hub is involved, the hub port information is also indicated for most sensors.
For example: Port ‘Sensor;, Hub port 2, Chain Position 3

e |f a sensor/actuator contains channels, such as a contact closure sensor or dry contact actuator, the
channel information is included.

For example, Port Sensor, Hub port 2, Chain Position 3, Channel 1
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Automatic Management of Sensors

To configure automatic management, go to Peripherals > > Peripheral Device Setup.
After enabling the automatic management function:

When the maximum number of sensors are not yet managed, newly-connected environmental sensors
and actuators are automatically managed upon detection.

After disabling the automatic management function:

You must manually manage all sensors to start communications. Until you do this, they will not have ID
numbers or show sensor readings or states.

Managing One Sensor or Actuator

If you are managing only one sensor or actuator, you can assign the desired ID number to it. When
managing multiple sensors/actuators at a time, the IDs are automatically assigned.

Tip: When the total of managed sensors/actuators reaches the maximum value, you cannot manage
additional ones. The only way to manage any sensor/actuator is to release or replace the managed
ones. To replace a managed one, assign an ID number to it by following the procedure below.

To manage only one sensor/actuator:

1) Click Peripherals in the Menu.

2) Unmanaged sensors/actuators appear at the end of the list as "Manage Device". You can identify
the sensor/actuator by the Type, Serial Number, and Position columns.

3

Hame Reading Siate ¥ Type Seral Mumber
Mankge Device wmanged  Absokste Humidit QMSO00000S
r e Beaiule ity MSOCO000
- &
; evice wmanaged  Door Handle GEICOOO0T o
o
wnavalsole Door Loc GEQOD 1  d
unavailable Door Loch GEQDDOD0T "_

3) Click the Manage Device link, and the Manage Peripheral Device dialog appears.
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Manage Peripheral Device

(@) Automatically assign a sensor number

Manually select a sensor number

e Select "Automatically assign a sensor number" to assign an unused ID number. This method does
not release any managed sensor or actuator.

e Select "Manually select a sensor number" to select a desired ID number from the list. Selecting an
ID already in use will release the sensor currently managed with that ID. IDs already in use show
the sensor package's serial number. Available IDs show "unused."

4) Click Manage.

» Special note for Legrand humidity sensors:

A Legrand humidity sensor is able to provide three measurements - relative and absolute, and humidity
values.

® A relative humidity value is measured in percentage (%).
e An absolute humidity value is measured in grams per cubic meter (g/m?3).
e A dew point is measured in degree celsius (°c).

However, only relative humidity sensors are "automatically" managed if the automatic management
function is enabled. You must "manually" manage absolute humidity sensors as needed.

Note: Relative and absolute values of the same humidity sensor do NOT share the same ID number
though they share the same serial number and position.

Individual Sensor/Actuator Pages

A sensor's or actuator's data/setup page is opened after clicking any sensor or actuator name on the
Peripheral Devices page.

Note that only a numeric sensor has threshold settings, while a state sensor or actuator has no
thresholds.

Threshold settings, if enabled, help you identify whether any numeric sensor enters the warning or

critical level. In addition, you can have Legrand Power Shelf automatically generate alert notifications
for any warning or critical status.
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» To configure a numeric sensor's threshold settings:

1) Click Edit Thresholds.

Sengor
Value Last time chamged or reset
Actual 240°¢
Fate rormal
brimum 24.0°C
WEnxirum 4.0
reset Mnim Maxirnuer Rege

Tip: The date and time shown on the Legrand Power Shelf web interface are automatically converted to
your computer's time zone. To avoid time confusion, it is suggested to apply the same time zone to your
computer or mobile device.

2) Select or deselect 'Use default thresholds' according to your needs.

Sensor

Use default threshalds [+

Lower critical 0 ‘C

Lower warning 5 o
Upper warning 30 S
Upper critical 35 1
Deassertion hysteresis i
Assertion timeout 0 Samples

K Cance

¢ To have this sensor follow the default threshold settings configured for its own sensor type, select
the 'Use default thresholds' checkbox.

The default threshold settings are configured on the page of Perijpherals.

¢ To customize the threshold settings for this particular sensor, deselect the 'Use default thresholds'
checkbox, and then modify the threshold fields below it.
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Note: For concepts of thresholds, deassertion hysteresis and assertion timeout, see Sensor
Threshold Settings.

3) Click Save.
» To set up a sensor's or actuator's physical location and additional settings:

1) Click Edit Settings.

Settings
—gEait Se

Name Temperature 2

Description

Location (X)

Location (Y)

Location (Z: Rack Units)

XCance
2) Make changes to available fields, and then click Save.

Fields Description
Name A name for the sensor or actuator.
Description Any descriptive text you want.
Location (X, Y Describe the sensor's or actuator's location in the data center by typing alphanumeric values for the
and 2) X, Y and Z coordinates. See Sensor/Actuator Location Example: X, Y, Z Coordinates (on page 54)

If the term "Rack Units" appears in parentheses in the Z location, you must type an integer number.
The Z coordinate's format is determined on the page of Peripherals.

Alarmed to

NormalDelay  Thjs field is available for the DX2-PIR presence detector only.

It determines the wait time before the Legrand Power Shelf announces that the presence detector is
back to normal after it already returns to normal.

Adjust the value in seconds.
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Fields Description

Binary Sensor
Subtype

This field is available for any Legrand contact closure sensor except for DX2-DH2C2's
contact closure sensors.

Determine the sensor type of your contact closure detector.

e Contact Closure detects the door lock or door open/closed status.
®  Smoke Detection detects the appearance of smoke.

e Water Detection detects the appearance of water on the floor.

e Vibration detects the vibration of the floor.

Sensor Polarity

This field is available for DX2-CC2 contact closure sensors only.

Determine the normal state of your DX2-CC2.

e Normal Open: The open status of the connected detector/switch is considered normal. An alarm
is triggered when the detector/switch turns closed.

o Normal Closed: The closed status of the connected detector/switch is considered normal. An
alarm is triggered when the detector/switch turns opened.

» To view a numeric sensor's chart

This sensor's data within the past tens of minutes is shown in the chart. Note that only a numeric sensor
has this diagram. State sensors and actuators do not have such data.

Sensor History

e To retrieve the exact data at a particular time, hover your mouse over the data line in the chart.
Both the time and data are displayed as illustrated below.
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Sensor History

270°C
26.5°C
26.0°C
255°C
245°C |
240°C
[ W e e
% F & FF P &
N A I - o
o P, L L B =
» To turn on or off an actuator:
1) Click the desired control button.
& My PDU (1) Peripheral Devices Dos Ooifp E
[—y ey gty Frpe farial Mimins Bewtian Rrtmiar =
Marage Devce snaged  Door Marde i e ] Pzt 1, G pomiftion &, Channei §
Marage Do amanagrd Arncipie oty U000 Pt 1, Chain pondton 4
wvalisbly [ - LHF o] Posd 1, Cham ot Enane |
G Lk | L = Do Lok TOARC000C T Pt 1, Chaen ponston 8, Cranne |
G Lok 3 AR AT Do Lok TERROD000CT PFart 1, Chae poaston & Channs! 2
Gmsce Smate | [T Do Teatw 1GE000000 T Part 1 Chaes postion & Cresnsl |
o SRetw 3 et Do Bate HALOOH00E Fart 1, Chaen ponsion & Channe 2
Gy T 1 ot Dy Conkast U000 Y Pt 1, Chain poaiion 1, Channal | -
Crp Cavaaact e Dvp Comact L OO Pari 1, Chsin poastign 1, Channai ] o7
Fvwnt d o Drp Cortuct g 3 Pt 1 Chmim poaiion 1, Chaonai ] o
O on
: Turn ON.

O off
: Turn OFF.

2) Confirm the operation on the confirmation message.

Note: Per default you can turn on as many dry contact actuators as you want, but only one "powered
dry contact" actuator can be turned on at the same time. To change this limitation of "powered dry
contact" actuators, modify the active powered dry contact setting on the Peripherals page.
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» Other operations:

You can go to another sensor's or actuator's data/setup page by clicking the selector EI on the top-

left corner.

+ My PDU(1) m Temperature 2

Z Coordinate Format

Z coordinates refer to vertical locations of environmental sensor packages. You can use either the

number of rack units or a descriptive text to describe Z coordinates.

» To configure Z coordinates:

1) Determine the Z coordinate format in the main Peripheral Device Setup page. Available Z coordinate

formats include:

e Rack Units: Measurement of the height is in standard rack units. Number from 0-60.

® Free-form: Enter any alphanumeric string to describe the Z coordinate. Up to 24 characters.

Example, "Top of Rack", "Bottom of Rack".
2) Enter the Z coordinates in the individual sensor settings.

Sensor/Actuator Location Example: X, Y, Z Coordinates

Use the X, Y and Z coordinates to describe each sensor's or actuator's physical location in the data

center.

The X, Y and Z values act as additional attributes and are not tied to any specific measurement scheme.

Therefore, you can use non-measurement values.
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» Example:

X = Brown Cabinet Row
Y = Third Rack
Z = Top of Cabinet

» Values of the X, Y and Z coordinates:

e XandY: They can be any alphanumeric values comprising 0 to 24 characters.

e 7Z:When the Z coordinate format is set to Rack units, it can be any number ranging from 0 to 60.
When its format is set to Free-form, it can be any alphanumeric value comprising 0 to 24 characters.

User Management

User Management deals with user accounts, permissions, and preferred measurement units on a per-
user basis.

Legrand Power Shelf includes a built-in administrator account by default. While this account's roles
cannot be changed or deleted, it can be renamed. In addition to the default administrator account, you
can create an extra administrative user, which can be disabled, renamed, or removed.

The Admin role is a system-defined role with full privileges. You also have the flexibility to create
additional users and roles. These roles define the tasks and actions each user is authorized to perform,
so assigning one or more roles to every user is essential.

If you are using remote authentication, you do not have to create users accounts locally. Settings are in
Device Settings > Security > Authentication. See Setting Up External Authentication (on page 113).

Creating Users

All local users must have a user account, containing the login name and password. Multiple users can
log in simultaneously using the same login name.

To add users, choose User Management > Users > then click the Add User icon + New User .
Users —e F Mew Uiser
User Hame Full Name Roles Enabled &
Adrministratc Agdrmin -
Torm Senia Algrm Marapement >
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Field/setting

User name

Full name

Password,

Confirm password

Telephone number

Email address

Enable

Force password
change on next
login

» User information:

Description

The name the user enters to log in.
e 1to 32 characters
e Case sensitive
e Colon character :, forward slash /, and spaces are
NOT permitted.

The user's first and last names.

® 4 to 64 characters
e Case sensitive

e Spaces are permitted.
The user's telephone number

The user's email address
e Up to 128 characters

e (Case sensitive
When selected, the user can log in.

When selected, a password change request automatically
appears the next time the user logs in.

» SSH:
You need to enter the SSH public key only if public key authentication for SSH is enabled.

1) Open the SSH public key with a text editor.
2) Copy and paste all content in the text editor into the SSH Public Key field.

» SNMPv3:

The SNMPv3 access permission is disabled by default.

Field/ Description

setting

Enable Select this checkbox when intending to permit the SNMPv3 access by
SNMPv3 this user.

Note: The SNMPv3 protocol must be enabled for SNMPv3
access.

L1legrand’



Field/ Description
setting

Security level Click the field to select a preferred security level from the list:
e None

e Authentication: Authentication and no privacy.

e Authentication & Privacy: Authentication protocol SHA-1, privacy
protocol AES-128. Default.

e Authentication Password: This section is configurable only when 'Authentication’ or 'Authentication
& Privacy' is selected.

Field/setting Description
Same as user Select this checkbox if the authentication password is identical
password to the user's password.
To specify a different authentication password, disable the
checkbox.
Password, Type the authentication password if the 'Same as User Password'

Confirm password checkbox is deselected.

The password must consist of 8 to 32 ASCII printable characters.

e Privacy Password: This section is configurable only when 'Authentication & Privacy' is selected.
Field/setting Description
Same as authentication Select this checkbox if the privacy password is identical to
password the authentication password.
To specify a different privacy password, disable the checkbox.

Password, Type the privacy password if the 'Same as Authentication

Confirm password Password' checkbox is deselected.

The password must consist of 8 to 32 ASCII printable
characters.

e Protocol: This section is configurable only when 'Authentication' or 'Authentication & Privacy' is
selected.

Field/setting Description
Authentication Click this field to select the desired authentication protocol. Two
protocols are available:
e MD5
SHA-1 (default)
SHA-224
SHA-256
SHA-384
SHA-512
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Field/setting Description
Privacy Click this field to select the desired privacy protocol. Two protocols
are available:
e DES
AES-128 (default)
AES-192
AES-256
AES-192 (3DES key extension)
AES-256 (3DES key extension)

» Preferences:

This section determines the measurement units displayed in the web interface and CLI for this user. The
user can also change these in the User Management > User Preferences page. SNMP uses the defaults
set in User Management > Default Preferences.

Field Description
Temperature unit o

Preferred units for temperatures -- C (Celsius) or
(Fahrenheit).

o

Length unit Preferred units for length or height -- Meter or Feet.

Pressure unit Preferred units for pressure -- Pascal or Psi.
e Pascal = one newton per square meter

e Psi=pounds per square inch

» Roles:

Select one or multiple roles to determine the user's permissions. A user can have a maximum of 32
roles. Note: With multiple roles selected, a user has the union of all roles' permissions.

If the built-in roles do not satisfy your needs, add new roles by clicking New Role. This newly-created
role will be then automatically assigned to the user account currently being created.

Built-in role Description

Admin Provide full permissions.
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Built-in role Description

Operator Provide frequently-used permissions, including:
e Acknowledge Alarms
e Change Own Password

e Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration (if
your model is a PDU)

e Switch Outlet (if your model supports it)
e Switch Outlet Group (if your model supports it)

e Change PMC, PMB, & PMM Configuration (if your model is a branch
circuit monitor)

e View Event Settings

e View Local Event Log

Editing or Deleting Users

To edit or delete users, choose User Management > Users to open the Users page.

Users + New User
User Name Full Name Roles Enabled &
test Operator x
admin Administrator Admin
tom Tom Smith Alarm Management b

In the Enabled column:

. v
. X

e Sort the list by clicking the header.

: The user is enabled.

: The user is disabled.

» To edit or delete a user account:

1) Onthe Users page, click the desired user. The Edit User page for that user opens.
e You can rename the user. This action is logged.
e To change the password, type a new password in the Password and Confirm Password fields. If the
password field is left blank, the password remains unchanged.

K I Delete

e To delete this user, clic , and confirm the operation.
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Edit User - 1om
User

Uner name

Full name
Passwond
Confarmn passwond
Telephone aumbes
Ernail address

Enable

Force passwoed change on nest login @)

2) Click Save for changes.

» To delete multiple user accounts:

— B Delete

Tom Smith

1) Onthe Users page, select users by clicking the checkboxes.

2) Click the Delete icon I Delete then click to confirm.

Note: You cannot delete the original factory-default Administrator account, but you can disable it.

Creating Roles

+ New User B Delete

A role is a combination of permissions. Each user must have at least one role.

The Legrand Power Shelf provides two built-in roles.

Built-in role Description

Admin Provide full permissions.
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Built-in role Description

Operator Provide frequently-used permissions, including:
e Acknowledge Alarms
e Change Own Password

e Change Pdu, Inlet, Outlet & Overcurrent Protector
Configuration

e Switch Outlet (for supported models)
e Switch Outlet Group (for supported models)
e View Event Settings

e View Local Event Log

If the two roles do not satisfy your needs, add new roles. Up to 64 roles are supported.
» To create a role:

1) Choose User Management > Roles > New icon + New Role

Rales =i + Mew Role
Robs Name & Description

Adrmin System defined administrator role including all privileges

erul Predefined cperator role

2) Assign arole name.
e 1to 32 characters long
e Case sensitive
e Spaces are permitted
3) Type a description for the role in the Description field.
4) Select the desired privilege(s).
e The 'Administrator Privileges' includes all privileges.
e The 'Unrestricted View Privileges' includes all 'View' privileges.

5) Some privileges have additional selections. These rows contain a blue hyperlink and expand arrow.
Click either to view options.

* For example, in the Switch Actuator and Switch Outlet privileges, you can specify the actuators and
outlets that users can switch on/off.
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[ Switch Actuster Add Switeh Actuston ~

] axactuators (] My POUL1) Dey Cantact & [ My PoU (1) Doar Lock 1 | My PDU (2) Dry Contact 3 7 My POU (2) Pawered Dry Contact
[ My DU (1) Dry Contoct 1 =] My PDU(1) Powered Dry Contact (] My POU (1) Dioor Lock2 (] My POU (2) Dry Contact 4 e

[ My POU (1) iy Contect2 -~ :‘*Pwmmwmw ] My POU 23 Dry Contact (1] M POU ) Pomered Dy Comact :::i:;:zzij:

L] Wy PO (1) Dry Contact 3 Ly L] My PO {2) Dry Contact 2 — -

[] Swinch Outier Add Swach Outiet ~
) 4 outiers ] My PDU (1) Outet 15 [ My POU (1) Outiet 30 [ My POU (2) Outiet § ] My POU (2) Outler 24

[ My POU (1) Outiet 1 L] My PDU (1) Outlet 16 L) My POU (1) Outiet 31 (] My POU (2) Outiet 10 [ My POU (2) Outlet 25

[ way POU (1) Outiet 2 ] MyPOU (1) Outlet 17 [ My POU (1) Outier 32 (] My POU (2) Outiet 11 [ My POU (2) Outler 25

[ My POU (1) Dutiet 3 1 MyPOU (1) Outlet 18 [ My PoU (1) Outie 33 (1 My POU (2) Outiet 12 (] My POU (2) Outet 27

L] wy POU (1) Dutier & ] MyPDU (1) Outlet 19 ] My POU (1) Qutiet 34 ] My POU(2) Cuttet 13 ] My POU (2) Outler 28

[ w4y POU (1) Outiet 5 [ My POU (1) Outlet 20 [T My PoU (1) Outiet 35 [Z1 My POU (2) Outiet 14 ] My PO (2) Outlet 29

] My POU (1) Outiet & [ My PDU (1) Outlet 21 [T My POU (1) Outiet 35 ] My POU (2) Outlet 15 ] MyPOU (2) Outles 30

]ty POU (1) Outiet 7 ] My PDU (1) Outlet 22 ] My POU (2) Outlet 1 1 My POU (2) Dutlet 16 ] My POU {2) Outlet 31

] nty POU (1) Outiet 8 L] wy PDU (1) Outlet 23 L] My POU(Z) Outlet 2 L1 My POU () Outlet 17 ] My POU (2) Outles 32

(] sy POU (1) Dutier 3 ] My POU (1) Dutlet 24 [ My POU (2) Qutiet 3 1] My POU (2) Outtet 18 ] My PDU {2) Outies 33

] My POU (1) Cutiet 10 ] My PDU (1) Outler 25 [ My POU (2) Outler 4 1] My POU (2) Outiet 19 ] My POV {2) Outier 34

] My POU (1) Outtet 11 ] My PDU (1) Outlet 26 1 My POU (2) Outler 5 [ My POU (2) Outiet 20 ] My POU (Z) Outle 35

(] ey POU (1) Dutist 12 [ My POU (1) Oustet 27 [ My PoU (2 Dutiet & (71 My POU (2) Outiet 21 [ My PDU (2) Dutiet 36

[Z] sy POU (1) Outiet 13 [ My POU (1) Ousiet 28 [ My Pou (2) Outiet 7 [T My POU (2) Outiet 22

[] My POU (1) Dutiet 14 (2] My POU (1) Qutiet 29 [ My POU (2) Outiet B [T My PDU (2) Dutlet 23

6) Click Save. The role is created and you can assign it to any user.

Editing or Deleting Roles

Roles cannot be renamed, but you can delete them or change their included privileges.

Choose User Management > Roles to open the Roles page, which lists all roles.

The built-in Admin role displays the lock icon ﬂ . You cannot delete it or change it.

Roles + New Role B Delete
Role Name & Descripgtion
i Admin System defined administrator role including afl privileges:

Alarm Management

» To edita role:

1) Onthe Roles page, click the desired role. The Edit Role page opens.
® You can edit the description or change the privileges.

e To delete this role, click I D€1&t® 404 confirm the operation.
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Edit Role - Operator — B Dolete

sattings

Diencription Predefined operator role

2) Click Save.
» To delete any roles:
1) Onthe Roles page, select the checkboxes for roles you want to delete.
2) Click the Delete icon ﬁ Delete then click Delete in the confirmation message.

Privileges

Change Power Shelf Configuration

Setting Your Preferred Measurement Units

You can change the measurement units shown in the user interface according to your own preferences
regardless of the permissions you have.

Measurement unit changes apply to the web interface and CLI. SNMP uses the default measurement
units. See Setting Default Measurement Units (on page 64).

Setting your own preferences does not change the default measurement units.
» To set user preferences:

1) Choose User Management > User Preferences.
2) Make changes as needed.

Field Description
Temperature unit LTy o
Preferred units for temperatures -- (Celsius) or
(Fahrenheit).
Length unit Preferred units for length or height -- Meter or Feet.
1 ®
L1legrand
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Field Description

Pressure unit Preferred units for pressure -- Pascal or Psi.
e Pascal = one newton per square meter

® Psi = pounds per square inch

3) Click Save.

Setting Default Measurement Units

User preferences apply to displays in the GUI and CLI for locally authenticated users. Default
preferences apply to the front panel and SNMP, and to remote-authenticated users.

» To set up default user preferences:
1) Click User Management > Default Preferences.
2) Make changes as needed.
Field Description
Temperature unit Preferred units for temperatures -- Celsius or Fahrenheit.
Length unit Preferred units for length or height -- Meter or Feet.

Pressure unit Preferred units for pressure -- Pascal or Psi.
e Pascal = one newton per square meter

e Psi = pounds per square inch

3) Click Save.

User Interfaces Showing Default Units

Default measurement units will apply to the following user interfaces or data:

e Web interface for "newly-created" local users when they have not configured their own preferred
measurement units.

e Web interface for users who are remotely authenticated.
e The sensor report triggered by the "Send Sensor Report" action.
® Front panel LCD display.

Device Settings

Click 'Device Settings' in the Menu.
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Device Setlings

Metwork

Natwork Services

Security

Dt Tirme

Event Rules

Data Logging

Data Push

Server Reachabil ity

Front Panal

Serial Port

Lua Scripts

Mizcellanecus

Network Settings

Configure wired, wireless, and Internet protocol-related settings on the Network page after connecting
the Legrand Power Shelf to your network.

You can enable both wired and wireless networking to assign multiple IP addresses—one for wired and
one for wireless connections. For example, enabling an Ethernet interface allows you to obtain an IPv4
and/or IPv6 address, while configuring the wireless interface provides an additional IPv4 and/or IPv6
address. This setup also supports port forwarding mode, enabling Legrand Power Shelf to handle more
than one IPv4 or IPv6 address simultaneously.

However, in the BRIDGING mode, there is only one IP address for wired networking. Wireless
networking is NOT supported in this mode.

Default gateways are configured per interface.

Important: In the bridging mode, only the IP parameters of the BRIDGE interface
function. The IP parameters of ETH1/ETH2 and WIRELESS interfaces do NOT
function.

After enabling either or both Internet protocols:

After enabling IPv4 and/or IPv6, all but not limited to the following protocols will be compliant with the
selected Internet protocol(s):
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e LDAP

e NTP

e SMTP

e SSH

e Telnet
e FTP

e SSL/TLS
e SNMP
e Syslog

Note: Legrand Power Shelf disables TLS 1.0 and 1.1 by default. It enables only TLS 1.2 and 1.3.

Common Network Settings

Common Network Settings are OPTIONAL, not required. Therefore, leave them unchanged if there are
no specific local networking requirements.

Field

Cascading
mode

DNS resolver
preference

DNS suffixes
(optional)

66

Cascading mode Mone ¥

OMS repoive praference IPvE acidress L

Description

Leave it to the default "None" unless you are establishing a
cascading chain.

e Setting the Cascading Mode (on page 80)

Determine which IP address is used when the DNS resolver returns
both IPv4 and IPv6 addresses.

e |Pv4 address: Use the IPv4 addresses.
e |Pv6 address: Use the IPv6 addresses.

Specify a DNS suffix name if needed.

Lllegrand’



Field Description

First/Second/ Manually specify static DNS server(s).

Third DNS server If any static DNS server is specified in these fields, it will

override the DHCP-assigned DNS server.

e |f DHCP (or Automatic) is selected for IPv4/IPv6 settings, and
there are NO static DNS servers specified, DHCP-assigned DNS
servers are used.

You can manually configure or the route information using IPv4 and IPv6 static routes. See Static Route
Examples (on page 77) and Static Route Interface Names (on page 79).

802.1x Security Overview

You can configure IEEE 802.1X authentication individually on each LAN port to ensure secure access for
Legrand Power Shelf on both LAN and WLAN networks. This authentication protocol verifies a user's
identity using their credentials or a certificate, which is validated by a RADIUS authentication server.
IEEE 802.1X relies on the uploaded certificate from the Certificate Repository to perform identity
verification. Legrand Power Shelf supports EAP_TLS and EAP_PEAP as authentication methods to
securely exchange information. See Setting Up a TLS Certificate (on page 103) to configure and upload
the proper certificate.

Ethernet (Wired) Interface Settings

On the Network page, click the ETHERNET section if the Legrand Power Shelf has one port or click ETH1
and ETH2 sections respectively to configure each port. By default, both ETH1 and ETH2 interfaces are
enabled.

Bridging Cascading mode:

If the device's cascading mode is set to 'Bridging', the BRIDGE section appears. Then you must click the
BRIDGE section for IPv4/IPv6 settings.
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» |IPv4 settings:

68

Field/setting

Enable IPv4

IP auto configuration

Preferred hostname

DHCP settings: Optionally specify the preferred hostname, which must meet the following

requirements:

Description

Enable or disable the IPv4 protocol.

Select the method to configure IPv4 settings.
® DHCP: Auto-configure IPv4 settings via DHCP servers.
® Static: Manually configure the IPv4 settings.

Enter the hostname you prefer for IPv4 connectivity

e Consists of alphanumeric characters and/or hyphens

e Cannot begin or end with a hyphen

e Cannot contain more than 63 characters

e Cannot contain punctuation marks, spaces, and other symbols

Static settings:

e Assign a static IPv4 address, which follows this syntax "IP address/prefix length".
Example: 192.168.84.99/24
e Assign a Default Gateway.

» IPV6 settings:

Field/setting

Enable IPv6

IP auto configuration

Preferred hostname

Automatic settings: Optionally specify the preferred hostname, which must meet the above

requirements.
Static settings:

Description

Enable or disable the IPv6 protocol.

Select the method to configure IPv6 settings.
® Automatic: Auto-configure IPv6 settings via DHCPv6.
® Static: Manually configure the IPv6 settings.

® Enter the hostname you prefer for IPv6 connectivity

e Assign a static IPv6 address, which follows this syntax "IP address/prefix length".
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Example: fd07:2fa:6¢ff:1111::0/128
e Assign a Default Gateway.

Note: IPv6 configuration is based on MAC address.

» Enable Interface:

Make sure the Ethernet interface is enabled, or all networking through this interface fails. This setting is
available in the ETH1/ETH2 or ETHERNET section, but not available in the BRIDGE section.

Enable interface e
» Other Ethernet settings:
Field Description
Speed Select a LAN speed.

e Auto: System determines the optimum LAN speed
through auto-negotiation.

e 10 MBit/s: Speed is always 10 Mbps.
e 100 MBit/s: Speed is always 100 Mbps.
e 1 GBit/s: Speed is always 1 Gbps (1000 Mbps).

Duplex Select a duplex mode.

e Auto: Selects the optimum transmission mode through
auto-negotiation.

e Full: Data is transmitted in both directions
simultaneously.

e Half: Data is transmitted in one direction at a time.

Current state Show the LAN's current status, including the current speed and
duplex mode.

MTU e Setthe MTU from 1280 to 1500.

Enable LLDP e Defaultis enabled.

When LLDP is enabled, device discovery is possible with
LLDP management software that is often present in network
switches.
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Field

Authentication

Outer
authentication

Inner
authentication

Identity

Password

Description

Select an authentication method.

No Authentication: No authentication data is required.

EAP: Legrand Power Shelf supports 802.1X (EAP) Network
Authentication. You must have a client-side certificate to
communicate with the authentication server. Enter required
authentication data in the fields that appear.

This field appears when 'EAP' is selected.

There are two authentication methods for EAP.

PEAP: A TLS tunnel is established, and an inner authentication
method can be specified for this tunnel.

TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when both 'EAP' and 'PEAP' are selected.

MS-CHAPv2: Authentication based on the given password
using MS-CHAPv2 protocol.

TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when 'EAP' is selected.

Type your user name.

This field appears only when 'EAP', 'PEAP' and 'MS-CHAPv2'
are all selected.

Type your password.
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Field Description

Client certificate,

Client private key, A client certificate is required for two scenarios: (1) EAP+TLS,

Client private key (2) EAP+PEAP+TLS .

password

PEM encoded X.509 certificate and PEM encoded private key are
required for certification-based authentication methods. Private
key password is optional.

e Private keys in PKCS#1 and PKCS#8 formats are supported.

e Client Private Key Password should be entered only when your
private key is encrypted with a password.

e To view the uploaded certificate, click Show Client Certificate.

e Toremove the uploaded certificate and private key, click 'Clear
Key/Certificate selection'.

CA certificate

This field appears when 'EAP' is selected.

CA certificate is required when "Enable verification of TLS
certificate chain" is selected by default; and strongly recommended

RADIUS
authentication
server name

This field appears when 'EAP' is selected.

Type the name of the RADIUS server if it is present in the TLS
certificate.

e The name must match the fully qualified domain name (FQDN)
of the host shown in the certificate

Do not leave this field blank as it reduces security.

Note: Auto-negotiation is disabled after setting both the speed and duplex settings to NON-Auto values,
which may result in a duplex mismatch.

® Available settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting Description

Enable Select this checkbox to verify the certificate of the EAP
verification of TLS authentication server. Then you must upload the certificate of the
certificate chain  issuing CA in the next field.
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Field/setting

Browse button

Allow expired and
not yet valid
certificates

Allow connection
if system clock is
incorrect

Description

Click this button to import the certificate of the issuing CA. Then
you can:

e Click Show to view the certificate's content.

e Click Remove to delete the installed certificate if it is
inappropriate.

e Select this checkbox to make the authentication succeed
regardless of the certificate's validity period.

e After deselecting this checkbox, the authentication fails
whenever any certificate in the selected certificate chain is
outdated or not valid yet.

If powered off for a long time, the system time may be incorrect.

When this checkbox is deselected, and if the system time is
incorrect, the installed TLS certificate is considered not valid yet
and will cause the network connection to fail.

When this checkbox is selected, it will make the network
connection successful when the system time is earlier than
the firmware build before synchronizing with any NTP
server.

Wireless Network Settings

Wireless network is not supported for Bridging mode or for Expansion units in port forwarding mode.

Wireless interface is disabled by default. Enable it to use wireless networking.

On the Network page, click the WIRELESS section to configure wireless and IPv4/IPv6 settings.

» Interface Settings:

Field/setting

Enable interface

Hardware state

SSID
Force AP BSSID

BSSID

Description

Enable or disable the wireless interface.

When disabled, the wireless networking fails.

Check this field to ensure that a wireless USB LAN adapter is
detected. If not, verify that the USB LAN adapter is firmly

connected or that it is supported.

Type the name of the wireless access point (AP).

If the BSSID is available, select this checkbox.

Type the MAC address of an access point.
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Field/setting
MTU

Enable High
Throughput
(802.11n)

Authentication

Pre-Shared Key

Outer
authentication

Inner
authentication

Identity

Password

Kllegrand’

Description

Set the Maximum Transmission Unit from 1280 to 1500.

Enable or disable 802.11n protocol.

Select an authentication method.
e No Authentication: No authentication data is required.
e PSK: A Pre-Shared Key is required.

e EAP: Legrand Power Shelf supports 802.1X (EAP) Network
Authentication. Enter required authentication data in the
fields that appear.

This field appears only when PSK is selected.

Type the PSK string.

This field appears when 'EAP' is selected.

There are two authentication methods for EAP.

® PEAP: ATLS tunnel is established, and an inner
authentication method can be specified for this tunnel.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when both 'EAP' and 'PEAP' are selected.

e MS-CHAPv2: Authentication based on the given password
using MS-CHAPv2 protocol.

e TLS: Authentication between the client and authentication
server is performed using TLS certificates.

This field appears when 'EAP' is selected.

Type your user name.

This field appears only when 'EAP', 'PEAP' and 'MS-
CHAPv2' are all selected.

Type your password.
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Field/setting

Client certificate,
Client private key,

Client private key
password

CA certificate

RADIUS
authentication
server name

Description

This field appears when 'EAP', 'PEAP' and 'TLS' are all
selected.

PEM encoded X.509 certificate and PEM encoded private key are
required for certification-based authentication methods. Private
key password is optional.

e Private keys of PKCS#1 and PKCS#8 formats are supported.

e Client Private Key Password should be entered only when
your private key is encrypted with a password.

e To view the uploaded certificate, click Show Client Certificate.

e Toremove the uploaded certificate and private key, click
'Clear Key/Certificate selection'.

This field appears when 'EAP' is selected.

A third-party CA certificate may or may not be needed. If needed,
follow the steps below.

This field appears when 'EAP' is selected.

Type the name of the RADIUS server if it is present in the TLS
certificate.

e The name must match the fully qualified domain name
(FQDN) of the host shown in the certificate.

e Available settings for the CA Certificate:

If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting

Enable

Description

Select this checkbox for the Legrand Power Shelf to verify the

verification of TLS validity of the TLS certificate that will be installed.

certificate chain

Browse button

e For example, the certificate's validity period against the

system time is checked.

Click Browse to import a certificate file. Then you can:
e Click Show to view the certificate's content.

e Click Remove to delete the installed certificate if it is

inappropriate.
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Field/setting Description

Allow expired and ® Select this checkbox to make the authentication succeed
not yet valid regardless of the certificate's validity period.

certificates e After deselecting this checkbox, the authentication fails
whenever any certificate in the selected certificate chain is
outdated or not valid yet.

Allow connection  When this checkbox is deselected, and if the system time is
if system clock is  incorrect, the installed TLS certificate is considered not valid yet
incorrect and will cause the wireless network connection to fail.

When this checkbox is selected, it will make the wireless network
connection successful when the Legrand Power Shelf system time
is earlier than the firmware build before synchronizing with any

NTP server.
» |IPv4 settings:
Field/setting Description
Enable IPv4 Enable or disable the IPv4 protocol.

IP auto configuration  Select the method to configure IPv4 settings.
® DHCP: Auto-configure IPv4 settings via DHCP servers.
® Static: Manually configure the IPv4 settings.

Preferred hostname Enter the hostname you prefer for IPv4 connectivity

e DHCP settings: Optionally specify the preferred hostname, which must meet the following
requirements:

e Consists of alphanumeric characters and/or hyphens
e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters

e Cannot contain punctuation marks, spaces, and other symbols

e Static settings: Assign a static IPv4 address, which follows this syntax "IP address/prefix length".

Example: 192.168.84.99/24
» |Pv6 settings:
Field/setting Description

Enable IPv6 Enable or disable the IPv6 protocol.

IP auto configuration  Select the method to configure IPv6 settings.
® Automatic: Auto-configure IPv6 settings via DHCPv6.
® Static: Manually configure the IPvé6 settings.

Kllegrand’

75



Field/setting Description

Preferred hostname ® Enter the hostname you prefer for IPv6 connectivity

e Automatic settings: Optionally specify the preferred hostname, which must meet the above
requirements.

e Static settings: Assign a static IPv6 address, which follows this syntax "IP address/prefix length".
Example: 7d07:2fa:6¢ff:1111::0/128

Note: IPv6 configuration is based on MAC address.

» (Optional) To view the wireless LAN diagnostic log:

e Click Show WLAN Diagnostic Log. See Diagnostic Log for Network Connections (on page 76)

Hascw e SLATE Aol Celenrped

Diagnostic Log for Network Connections

A diagnostic log for inspecting connection errors that occurred during the EAP authentication or the
wireless network connection is provided. The information is useful for technical support.

The diagnostic log shows data only after connection errors are detected.
Each entry in the log consists of:

e |ID number
e Date and time

e Description
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» To view the log:

1) Access the diagnostic log with either method below.
e Choose Device Settings > Network > ETH1/ETH2 > Show EAP Authentication Log.
e Choose Device Settings > Network > WIRELESS > Show WLAN Diagnostic Log.

2) The log is refreshed automatically at a regular interval of five seconds.

e To avoid any new events' interruption during data browsing, you can suspend the automatic update
by clicking Pause.

¢ To restore automatic update, click Resume. Those new events that have not been listed yet due to
suspension will be displayed in the log now.

» To clear the diagnostic log:

-

: W Clear Log

1) On the top-right corner of the log, click *
2) Click Clear Log on the confirmation message.

Static Route Examples

This section describes two static route examples: IPv4 and IPv6. Both examples assume that two
network interface controllers (NIC) have been installed in one network server, leading to two available
subnets, and IP forwarding has been enabled. All of the NICs and Legrand Power Shelf devices in the
examples use static IP addresses.

Most of local multiple networks are not directly reachable and require the use of a gateway. Therefore,
we will select Gateway in the following examples. If your local multiple networks are directly reachable,
you should select Interface rather than Gateway.

Note: If Interface is selected, you should select an interface name instead of entering an IP address.

» |Pv4 example:

®  Your Legrand Power Shelf: 192.168.100.64

e Two NICs: 192.168.200.75 and 192.168.100.88

e Two networks: 192.168.200.0 and 192.168.100.0
e Prefix length: 24
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NIC -1 NIC-2

I
|
|
192.168.200.75 | 192.168.100.88
|
|

N

192.168.200.0 192.168.100.0
192.168.200.X 192.168.100.64

In this example, NIC-2 (192.168.100.88) is the next hop router for your Legrand Power Shelf to
communicate with any device in the other subnet 192.168.200.0.

In the IPv4 "Static Routes" section, you should enter the data as shown below. Note that the address in
the first field must be of the Classless Inter-Domain Routing (CIDR) notation.

8h

1 192.168.200.0/24 Gateway v 192.168.100.88 1t +

Tip: If you have configured multiple static routes, you can click on any route and then make changes,

+ + m

use or to re-sort the priority, or click to delete it.

IPv6 example:

e Your Legrand Power Shelf: fd07:2fa:6¢ff:2405::30

Two NICs: fd07:2fa:6cff:1111::50 and fd07:2fa:6¢ff:2405::80

e Two networks: fd07:2fa:6¢ff:1111::0 and fd07:2fa:6¢cff:2405::0
e Prefix length: 64
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NIC -1 NIC -2

I
|
|
fd07:2fa:60ff:1111::50 | fd07:2fa:6cff:2405::80
|
|

fd07:2fa:6¢ff:1111::0 fd07:2fa:6cff:2405::0

fd0T:2fa:6cf1111::X fd07:2fa:6cff:2405::30

In this example, NIC-2 (fd07:2fa:6cff:2405::80) is the next hop router for your Legrand Power Shelf to
communicate with any device in the other subnet fd07:2fa:6cff:1111::0.

In the IPv6 "Static Routes" section, you should enter the data as shown below. Note that the address in
the first field must be of the Classless Inter-Domain Routing (CIDR) notation.

1 fd07:2fa:6eff:2405:0/64 Gateway v | fd07:2abef2405:80 X + + w

Tip: If you have configured multiple static routes, use the arrow buttons to sort the priority, or click

—1

to delete it.

Static Route Interface Names

When your local multiple networks are "directly reachable", you should select Interface for static
routes. Then choose the interface where another network is connected.

192.168.200.0/24 Interface v

BRIDGE

ETH1
ETHZ
WIRELESS
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» Interface list:

Interface Description
name
BRIDGE When another wired network is connected to the Ethernet port of

your Legrand Power Shelf, and your Legrand Power Shelf has been
set to the bridging mode, select this interface name instead of the
Ethernet interface.

ETH1 When another wired network is connected to the ETH1 port of your
Legrand Power Shelf, select this interface name.

ETH2 When another wired network is connected to the ETH2 port of your
Legrand Power Shelf, select this interface name.

WIRELESS When another wireless network is connected to your Legrand Power
Shelf, select this interface name.

Setting the Cascading Mode

See the Cascading Solution Guide for full details on network setup, physical setup, and supported
configurations for all cascades across products. The sections documented here are a brief overview.

The cascading mode configured on the primary device determines the Ethernet sharing method, which
is either network bridging or port forwarding. The cascading mode of all devices in the chain must be
the same.

You must have the Change Network Settings permission to configure the cascading mode.

Note: Port Forwarding mode does not support APIPA.

» To configure the cascading mode:

1) Choose Device Settings > Network > Common Network Settings section.
2) Select the preferred mode in the Cascading Mode field.

Mode Description

None No cascading mode is enabled. This is the default.

Bridging Each device in the cascading chain is accessed with a different
IP address.

Port Forwarding Each device in the cascading chain is accessed with the same
IP address(es) but with a different port number assigned.

Tip: If selecting Port Forwarding, the Device Information page will show a list of port numbers for all
cascaded devices. Choose Maintenance > Device Information > Port Forwarding.

1) For the Port Forwarding mode, you must also configure the following settings.
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Note that if either setting below is incorrectly configured, a networking issue occurs.
Field Description

Port forwarding role Primary or Expansion.

(available on all cascaded  This is to determine which device is the primary and
devices) which ones are expansion devices.

Downstream interface  USB or ETH1/ETH2.

(available on the primary  This is to determine which port on the primary
device only) device is connected to Expansion 1.

If ETH1 or ETH2 is selected as the downstream
interface, make sure the selected Ethernet interface
is enabled.

2) (Optional) Configure the network settings by clicking the BRIDGE, ETH1/ETH2, or WIRELESS section
on the same page.

¢ In the Bridging mode, each cascaded device can have different network settings. You may need to
configure each device's network settings in the BRIDGE section.

¢ In the Port Forwarding mode, all cascaded devices share the primary device's network settings. You
only need to configure the primary device's network settings in the ETH1/ETH2 and/or WIRELESS
section.

Tip: You can enable/configure multiple network interfaces in the Port Forwarding mode so that the
cascading chain has multiple IP addresses.

3) Click Save.

Recommendations for cascade loops:

You can connect both the first and the last device to your network (cascade loop) under the following
conditions:

e Bridging mode only.
e The remaining network MUST use R/STP to avoid network loops.
AND

e Both the first and the last devices MUST either attach to the same switch or, if they are attached to
two separate switches, you must configure both ports of these switches so that the STP costs are
high. This prevents the STP protocol from sending unrelated traffic through the cascade, which can
cause bottlenecks that lead to connectivity issues in the whole network.

Cascading Modes Overview

The cascading mode is a network configuration setting that determines how each device in the chain is
accessed.

There are two cascading modes: Bridging and Port Forwarding.

In the following illustration, it is assumed that users enable the DHCP networking for the cascading

chain comprising four devices. In the diagrams, "P" is the primary device and "E" is an expansion device.
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» "Bridging" mode:

In this mode, the DHCP server communicates with every cascaded device respectively and
assigns four different IP addresses. Each device has its own IP address.

The way to remotely access each cascaded device is completely the same as accessing a
standalone device in the network.
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» "Port Forwarding" mode:

DHCP

100.1.1.1 100.1.1.1  100.1.1.1

In this mode, the DHCP server communicates with the primary device alone and assigns one
IP address to the primary device. All expansion devices share the same IP address as the
primary device.

You must specify a 5XXXX port number (where X is a number) when remotely accessing any
expansion device with the shared IP address. See Port Number Syntax (on page 83).

» Comparison between cascading modes:

e The Bridging mode supports the wired network only, while the Port Forwarding mode supports both
wired and wireless networks.

e Both cascading modes support a maximum of 32 devices in a chain.
e Both cascading modes support both DHCP and static IP addressing.
* Inthe Bridging mode, each cascaded device has a unique IP address.

In the Port Forwarding mode, all cascaded devices share the same IP address(es) as the primary
device.

e Inthe Bridging mode, each cascaded device has only one IP address.

In the Port Forwarding mode, each cascaded device can have multiple IP addresses as long as the
primary device has multiple network interfaces enabled/configured properly.

For example:

e When the primary device has two Ethernet ports (ETH1/ETH2), you can enable ETH1, ETH2 and
WIRELESS interfaces so that the Port-Forwarding chain has two wired IP addresses and one
wireless IP address.

Port Number Syntax

In the Port Forwarding mode, all devices in the cascading chain share the same IP address(es). To access
any cascaded device, you must assign an appropriate port number to it.

® Primary device: The port number is either 5SNNXX or the standard TCP/UDP port.
e Expansion device: The port number is 5SNNXX.

» 5SNNXX port number syntax:

e NN is a two-digit number representing the network protocol as shown below:
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e XXis a two-digit number representing the device position as shown below.

For example, to access the Expansion 4 device via Modbus/TCP, the port number is 50604.

Protocols
HTTPS
HTTP

SSH
TELNET
SNMP

MODBUS

Position
Primary device
Expansion 1
Expansion 2
Expansion 3
Expansion 4
Expansion 5
Expansion 6

Expansion 7

NN

00

01

02

03

05

06

XX

00

01

02

03

04

05

06

07

Position
Expansion 8
Expansion 9
Expansion 10
Expansion 11
Expansion 12
Expansion 13
Expansion 14

Expansion 15

XX

08

09

10

11

12

13

14

15

Tip: The full list of each cascaded device's port numbers can be retrieved from the web interface.

Choose Maintenance > Device Information > Port Forwarding.

Standard TCP/UDP ports:

The primary device can be also accessed through standard TCP/UDP ports as listed in the following

table.

Protocols

HTTPS 443
HTTP 80
SSH 22
TELNET 23
SNMP 161

Port Numbers
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Protocols Port Numbers

MODBUS 502

In the Port Forwarding mode, the cascaded device does NOT allow you to modify the standard TCP/UDP
port configuration, including HTTP, HTTPS, SSH, Telnet and Modbus/TCP.

Port Forwarding Examples

In this example, Port Forwarding mode is applied to a cascading chain comprising three devices. The IP
address is 192.168.84.77.

» Primary device:

Position code for the primary device is '00' so each port number is 5NNOO as listed below.

Protocols Port numbers
HTTPS 50000
HTTP 50100
SSH 50200
TELNET 50300
SNMP 50500
MODBUS 50600

Examples using "5NNO0Q" ports:

e To access the primary device via HTTPS, the IP address is:
https.//192.168.84.77:50000/

e To access the primary device via HTTP, the IP address is:
http://192.168.84.77:50100/

e To access the primary device via SSH, the command is:
ssh -p 50200 192.168.84.77

Examples using standard TCP/UDP ports:

e To access the primary device via HTTPS, the IP address is:
https.//192.168.84.77:443/

e To access the primary device via HTTP, the IP address is:
http.//192.168.84.77:80/

e To access the primary device via SSH, the command is:
ssh -p 22 192.168.84.77

» Expansion 1 device:

Position code for Expansion 1 is '01' so each port number is 5NNO1 as shown below.
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Protocols
HTTPS
HTTP

SSH
TELNET
SNMP

MODBUS

Examples:

Port numbers
50001
50101
50201
50301
50501

50601

e To access Expansion 1 via HTTPS, the IP address is:
https.//192.168.84.77:50001/

e To access Expansion 1 via HTTP, the IP address is:
http://192.168.84.77:50101/

e To access Expansion 1 via SSH, the command is:
ssh -p 50201 192.168.84.77

» Expansion 2 device:

Position code for Expansion 2 is '02' so each port number is 5SNNO2 as shown below.

Protocols
HTTPS
HTTP

SSH
TELNET
SNMP

MODBUS

Examples:

Port numbers
50002
50102
50202
50302
50502

50602

e To access Expansion 2 via HTTPS, the IP address is:
https.//192.168.84.77:50002/

e To access Expansion 2 via HTTP, the IP address is:
http://192.168.84.77:50102/

e To access Expansion 2 via SSH, the command is:
ssh -p 50202 192.168.84.77
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Adding, Removing or Swapping Cascaded Devices

Change a device's cascading mode first before adding that device to a cascading chain, or before
disconnecting that device from the chain.

If you only want to change the cascading mode of an existing chain, or swap the primary and expansion
device, always start from the expansion device.

Note: If the following procedures are not followed, a networking issue occurs. When a networking issue
occurs, check the cascading connection and/or software settings of all devices in the chain.

To add a device to an existing chain:

1) Connect the device you will cascade to the LAN and find its IP address, or connect it to a computer.

2) Login to this device and set its cascading mode to be the same as the existing chain's cascading
mode.

3) (Optional) If this device will function as an expansion device, disconnect it from the LAN after
configuring the cascading mode.

4) Connect this device to the chain, using either a USB or Ethernet cable.

To remove a device from the chain:

1) Login to the desired cascaded device, and change its cascading mode to None.

Exception: If you are going to connect the removed device to another cascading chain, set its cascading
mode to be the same as the mode of another chain.

2) Now disconnect it from the cascading chain.

To swap the primary and expansion device:

¢ In the Bridging mode, you can swap the primary and expansion devices by disconnecting ALL
cascading cables from them, and then reconnecting cascading cables. No changes to software
settings are required.

® Inthe Port Forwarding mode, you must follow the procedure below:
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a. Access the expansion device that will replace the primary device, and set its role to
'Primary', and correctly set the downstream interface.

b. Access the primary device, set its role to 'Expansion'.
C. Swap the primary and expansion device now.

* You must disconnect the LAN cable and ALL cascading cables connected to the two devices
first before swapping them, and then reconnecting all cables.

» To change the cascading mode applied to a chain:

1) Access the last expansion device, and change its cascading mode.
¢ If the new cascading mode is 'Port Forwarding', you must also set its role to 'Expansion’.

2) Access the second to last, third to last and so on until the first expansion device to change their
cascading modes one by one.

3) Access the primary device, and change its cascading mode.

¢ |f the new cascading mode is 'Port Forwarding', you must also set its role to 'Primary', and correctly
select the downstream interface.

The following diagram indicates the correct sequence. 'N' is the final one.

e P =Primary device

e E =Expansion device

N €' ¢34 2 €1

Configuring Network Services

Legrand Power Shelf supports the following network communication services.
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Network Services

HTTP

55H

Telnet

Modbus

Redfish

Service Advertising

HTTPS and HTTP enable the access to the web interface. Telnet and SSH enable the access to the
command line interface.

By default, SSH is enabled, Telnet is disabled, and all TCP ports for supported services are set to
standard ports. You can change default settings if necessary.

Important: Legrand Power Shelf uses TLS rather than SSL.

Changing HTTP(S) Settings

HTTPS uses Transport Layer Security (TLS) technology to encrypt all traffic to and from the Legrand
Power Shelf so it is a more secure protocol than HTTP. Legrand Power Shelf disables TLS 1.0 and 1.1 by
default. It enables only TLS 1.2 and 1.3.

By default, any access to the Legrand Power Shelf via HTTP is automatically redirected to HTTPS. You
can disable this redirection if needed.

HTTP and HTTPS settings:

1) Choose Device Settings > Network Services > HTTP.
2) HTTP settings:

e Enable or disable HTTP access.

e Default port is 80. You can enter a custom port.

e Enforce use of HTTPS: Select the checkbox to Redirect HTTP connections to HTTPS.
3) HTTPS settings:
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e Enable or disable HTTPS access.
e Enable HSTS: Default is enabled.
e Default port is 443. You can enter a custom port.

Warning: Different network services cannot share the same TCP port.

» Special note for AES ciphers:

The Legrand Power Shelf device's TLS-based protocols support AES 128- and 256-bit ciphers. The exact
cipher to use is negotiated between Legrand Power Shelf and the client (such as a web browser), which
is impacted by the cipher priority of Legrand Power Shelf and the client's cipher availability/settings.

Tip: To force Legrand Power Shelf to use a specific AES cipher, refer to your client's user documentation
for information on configuring AES settings. For example, you can enable a cipher and disable the other
in the browser via the "about:config" command.

Regaining Access with HSTS and Expired Certificate

HSTS is enabled by default in the Device Settings > Security > HTTP settings. When HSTS is enabled, you
can only access Legrand Power Shelf via web browser when a valid, unexpired certificate is installed.
HSTS removes the ability for users to click through warnings about invalid certificates.

If access is lost due to HSTS restrictions, there are 2 methods to regain access.

» Replace the certificate locally on the Legrand Power Shelf:

1) Save the new key and certificate to a USB drive.
2) Use one of the USB configuration methods to upload the new certificate to the device.

» Replace the certificate over an insecure connection:

1) Disable the client web browser HSTS security, and then access the Legrand Power Shelf "insecurely."

2) Replace the certificate in Device Settings > Security > TLS Certificates, then enable the HSTS security.

Configuring SNMP Settings

You can enable or disable SNMP communication between an SNMP manager and the Legrand Power
Shelf. Enabling SNMP communication allows the manager to retrieve and even control the power status
of each outlet.

You may also need to configure the SNMP destination(s) if the built-in "System SNMP Notification Rule"
is enabled and the SNMP destination has not been set yet. See Event Rules and Actions (on page 130).

» To configure SNMP communication:

1) Choose Device Settings > Network Services > SNMP.
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Enable SNMP v1
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aysContact
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myslocation

SHMP Notifications

able SHMP notifications [+
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P 162
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Securay leve suthPriv v
Austhentication protocol SHAT ¥
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Confirm aushentication passphrase equired
Privacy protoco AES128 L
Privacy passghrage
Confirm privacy passphrase equired
LV R

Piwninad MiRs

2) Enable or disable "SNMP v1 / v2c" and/or "SNMP v3" by clicking the corresponding checkbox.
e The SNMP v1/v2c read-only access is enabled by default. The default 'Read community string' is
"public."
¢ To enable read-write access, type the '"Write community string.' Usually the string is "private."
3) Enter the MIB-II system group information, if applicable.
e sysContact - the contact person in charge of the system
® sysName - the name assigned to the system
e sysLocation - the location of the system
4) To configure SNMP notifications:
a. Select the 'Enable SNMP notifications' checkbox.
b. Select a notification type -- SNMPv2c trap, SNMPv2c inform, SNMPv3 trap, and SNMPv3 inform.

C. Specify the SNMP notification destinations and enter necessary information. For details, refer to:

= SNMPv2c Notifications
= SNMPv3 Notifications
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Note: Any changes made to the 'SNMP Notifications' section on the SNMP page will update
the settings of the System SNMP Notification Action, and vice versa. To add more than three
SNMP destinations, you can create new SNMP notification actions.

5) You must download the SNMP MIB for your Legrand Power Shelf to use with your SNMP manager.
a. Click the Download MIBs title bar to show the download links.

Download MIBs

L3

b. Click the PDU2-MIB download link. See Downloading SNMP MIB.

6) Click Save.

Configuring SMTP Settings

The Legrand Power Shelf can be configured to send alerts or event messages to a specific administrator
by email. To send emails, you have to configure the SMTP settings and enter an IP address for your
SMTP server and a sender's email address.

If any email messages fail to be sent successfully, the failure event and reason are available in the event

log.

» To set SMITP server settings:

1) Choose Device Settings > Network Services > SMTP Server.

2) Enter the information needed.

Field

IP address/host name

Port

Sender email address

Number of sending
retries

Time between sending
retries

Server requires
authentication

92

Description

Type the name or IP address of the mail server.

Type the port number.
e Defaultis 25

Type an email address for the sender.

Type the number of email retries.

e Default is 2 retries

Type the interval between email retries in minutes.

e Default is 2 minutes.

Select this checkbox if your SMTP server requires password
authentication.
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Field Description

User name, Type a user name and password for authentication after

Password selecting the above checkbox.

e The length of user name and password ranges between
4 and 64. Case sensitive.

e Spaces are not allowed for the user name, but allowed
for the password.

Enable SMTP over TLS If your SMTP server supports the Transport Layer Security
(StartTLS) (TLS), select this checkbox.

e Settings for the CA Certificate:
If the required certificate file is a chain of certificates, and you are not sure about the requirements of a
certificate chain, see TLS Certificate Chain.

Field/setting Description

Click this button to import a certificate file. Then you can:
Browse... e Click Show to view the certificate's content.
e Click Remove to delete the installed certificate if it is
inappropriate.
Allow expired and not yet @ Select this checkbox to make the authentication

valid certificates succeed regardless of the certificate's validity period.

e After deselecting this checkbox, the authentication
fails whenever any certificate in the selected certificate
chain is outdated or not valid yet.

3) Now that you have set the SMTP settings, you can test it to ensure it works properly.

a. Type the recipient's email address in the 'Recipient email addresses' field. Use a comma to
separate multiple email addresses.

b. Click Send Test Email.
C. Check if the recipient(s) receives the email successfully.
4) Click Save.

» Special note for AES ciphers:

The Legrand Power Shelf device's TLS-based protocols support AES 128- and 256-bit ciphers. The exact
cipher to use is negotiated between Legrand Power Shelf and the client (such as a web browser), which
is impacted by the cipher priority of Legrand Power Shelf and the client's cipher availability/settings.

Tip: To force Legrand Power Shelf to use a specific AES cipher, refer to your client's user documentation
for information on configuring AES settings.

Changing SSH Settings

You can enable or disable the SSH access to the command line interface, change the TCP port, or set a
password or public key for login over the SSH connection.
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» To change SSH settings:

1) Choose Device Settings > Network Services > SSH.
2) To enable or disable the SSH access, select or deselect the checkbox.
3) To use a different port, type a port number.
4) Select one of the authentication methods.
® Password authentication only: Enables the password-based login only.

e Public key authentication only: Enables the public key-based login only. You must enter a valid SSH
public key for each user profile to log in over the SSH connection.

e Password and public key authentication: Enables both the password- and public key-based login.
This is the default.

5) Click Save.

Changing Telnet Settings

You can enable or disable the Telnet access to the command line interface, or change the TCP port.

» To change Telnet settings:

1) Choose Device Settings > Network Services > Telnet.
2) To enable the Telnet access, select the checkbox.

3) To use a different port, type a new port number.

4) Click Save.

Changing Modbus Settings

The Legrand Power Shelf supports both the Modbus/TCP and Modbus Gateway features. Enable either
or both Modbus features according to your needs.

» Modbus/TCP Access:

You can enable or disable the Modbus/TCP access to Legrand Power Shelf, set it to the read-only mode,
or change the TCP port.

1) Choose Device Settings > Network Services > Modbus.

2) To enable the Modbus/TCP access, select the Enable Modbus/TCP access checkbox.

3) To use a different port, type a new port number.

4) To enable the Modbus read-only mode, select the "Enable read-only mode" checkbox. To enable the
read-write mode, deselect it.
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» Modbus Gateway:

You can connect the USB-MOD-DONGLE to the USB-A Port of the Legrand Power Shelf and the green
connector to an external third-party device terminal. The gateway service runs on a dedicated TCP port
and forwards incoming requests to the Modbus/RTU bus. Enable the Modbus Gateway feature and
configure the Modbus gateway service independent of the Modbus/TCP service. The Modbus TCP
clients on your network will be able to communicate with the Modbus RTU devices connected to
Legrand Power Shelf.

Once configured, connected devices appear in the Peripherals page.

1) To allow the Modbus TCP clients on the network to communicate with the Modbus RTU devices
connected to the Legrand Power Shelf, select the 'Enable Modbus gateway' checkbox.

Modbus Gateway
Enabie Modbun gatesay
TGP port
Canty
Line spead

Default address

2) Now configure the fields shown.
Field Description

TCP port Use the default port 503, or assign a different port. Valid range is 1 to 65535.
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Field Description

Note: Port 502 is the default Modbus/TCP port for Legrand Power
Shelf, so you cannot use that port for the Modbus Gateway.

Parity, Use the default values, or update if the Modbus RTU devices are using

Line speed different communication parameters.

Default If the Modbus TCP client does not support Modbus RTU unit identifier
address addressing, enter a Default Address.

If you must provide a unit identifier address:
e Only one Modbus RTU device is supported.

e The unit identifier address you provide is applied to the Modbus RTU
device connected to Legrand Power Shelf.

Note that each Modbus RTU device's unit identifier address must be
unique.

Warning: If the connected Modbus RTU device's address does not
match the address entered in this field, communications between the
Modbus TCP clients and Modbus RTU device fail.

Enabling Redfish Services

You can enable or disable the Redfish services to manage the device through the Redfish API. By default,
this service is enabled.

Enabling Redfish services allows you to retrieve the following details.

e configuration details, such as thresholds, names, etc.

® metric readings

You can perform power actions once you enable Redfish services.

Note: Go to the online Support page for your product to find full documentation of the Redfish API.

To enable or disable Redfish:

Choose Device Settings > Network Services > Redfish.

Redfish

Enable Redfish gservice e
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Enabling Service Advertising

The Legrand Power Shelf advertises all enabled services that are reachable using the IP network. This
feature uses DNS-SD (Domain Name System-Service Discovery) and MDNS (Multicast DNS). The
advertised services are discovered by clients that have implemented DNS-SD and MDNS.

The advertised services include the following:

e HTTP

e HTTPS

e Telnet

e SSH

e Modbus
e JSON-RPC
e SNMP

By default, this feature is enabled.

Enabling this feature also enables Link-Local Multicast Name Resolution (LLMNR) and/or MDNS, which
are required for resolving APIPA host names. See APIPA and Link-Local Addressing.

The service advertisement feature supports both IPv4 and IPv6 protocols.

If you have set a preferred host name for IPv4 and/or IPv6, that host name can be used as the zero
configuration .local host name, that is, <preferred_host_name>.local, where <preferred_host_name> is
the preferred host name you have specified for Legrand Power Shelf. The IPv4 host name is the first
priority. If an IPv4 host name is not available, then use the IPv6 host name.

To enable or disable service advertising:

1) Choose Device Settings > Network Services > Service Advertising.
2) To enable the service advertising, select either or both checkboxes.

e To advertise via MDNS, select the Multicast DNS checkbox.

e To advertise via LLMNR, select the Link-Local Multicast Name Resolution checkbox.
3) Click Save.

Configuring Security Settings

The Legrand Power Shelf provides tools to control access. You can enable the internal firewall, create
firewall rules, and set login limitations. In addition, you can create and install the certificate or set up
external authentication servers for access control. This product supports SHA-2 TLS certificates.
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Security

P Access Control

TLS Certificate

Authentication

LOAP

RADILES

TACACS+

Login Seitings

Password Policy

Service Agreament

Creating IP Access Control Rules

IP access control rules (firewall rules) determine whether to accept or discard traffic to/from the
Legrand Power Shelf, based on the IP address of the host sending or receiving the traffic. When creating
rules, keep these principles in mind:

e Rule order is important.

When traffic reaches or is sent from the Legrand Power Shelf, the rules are executed in numerical
order. Only the first rule that matches the IP address determines whether the traffic is accepted or
discarded. Any subsequent rules matching the IP address are ignored.

e Prefix length is required.

When typing the IP address, you must specify it in the CIDR notation. That is, BOTH the address and
the prefix length are included. For example, to specify a single address with the 24-bit prefix length,
use this format:

XXX.X/24
/24 = the prefix length.

Note: Valid IPv4 addresses range from 0.0.0.0 through 255.255.255.255.

» To configure IPv4 or IPv6 access control rules:

1) Choose Device Settings > Security > IP Access Control.

2) Select the 'Enable IPv4 access control' or "Enable IPv6 access control" checkboxes to enable the
access control rules.

3) For either type, determine the default policy.
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e Accept: Accepts traffic from all IPv4 OR IPv6 addresses.

e Drop: Discards traffic from all IPv4 OR IPv6 addresses, without sending any failure notification to
the source host.

e Reject: Discards traffic from all IPv4 OR IPv6 addresses, and an ICMP message is sent to the source
host for failure notification.

4) Go to the Inbound Rules section or the Outbound Rules section according to your needs.
¢ Inbound rules control the data sent to the Legrand Power Shelf.
e Outbound rules control the data sent from the Legrand Power Shelf.

5) Create rules.

e Click Append to add a row, then add the IP address and subnet mask. Select Policy. For each rule,
the policy affects only the specified IP address.

e Click Insert Above to add a rule above another rule.
e The system automatically numbers the rules.
e Use the arrow buttons to sort the priority order.

6) Click Save. The rules are applied. Make sure to click Save in each section if changes are made.

IPvd

Enable IPvd access contrgl L

Inbound Rules

Default policy Drop %
# IF/Mask Palicy

192.168.8.8/32 Accept
4 w}
3 g =P
Append

Outbound Rules

Diafaastt podicy Accept v
[ IP/Mask Palicy

192168 60, 100/ 24

Editing or Deleting IP Access Control Rules

When an existing IP access control rule requires updates of IP address range and/or policy, modify them
accordingly. Or you can delete any unnecessary rules.
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» To modify or delete a rule:

1) Choose Device Settings > Security > IP Access Control.
2) Go to the IPv4 or IPv6 section.
3) Select the desired rule in the list.
e Ensure the IPv4 or IPv6 checkbox has been selected, or you may not edit or delete any rule.
4) Perform the desired action.
e Make changes to the selected rule, and then click Save.

-
m
e Click to remove it.
e To re-sort its order, click or
5) Click Save.

¢ |Pv4 rules: Make sure you click the Save button in the IPv4 section, or the changes made to IPv4
rules are not saved.

® |Pv6 rules: Make sure you click the Save button in the IPv6 section, or the changes made to IPv6
rules are not saved.

Creating Role Based Access Control Rules

Role-based access control rules are similar to IP access control rules, except that they are applied to
members of a specific role. This enables you to grant system permissions to a specific role, based on
their IP addresses.

Same as IP access control rules, the order of role-based access control rules is important, since the rules
are executed in numerical order.

» To create IPv4 role-based access control rules:

1) Choose Device Settings > Security > Role Based Access Control.
2) Select the 'Enable role based access control for IPv4' checkbox to enable IPv4 access control rules.
3) Determine the IPv4 default policy.

e Accept: Accepts traffic when no matching rules are present.

e Deny: Rejects any user's login attempt when no matching rules are present.

4) Create rules. Refer to the tables below for different operations.

ADD a rule to the end of the list
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e Click Append.

e Type a starting IP address in the Start IP field.

® Type an ending IP address in the End IP field.

e Select a role in the Role field. This rule applies to members of this role only.
e Select an option in the Policy field.

e Accept: Accepts traffic from the specified IP address range when the user is a member of
the specified role.

e Deny: Rejects the login attempt of a user from the specified IP address range when that
user is a member of the specified role.

INSERT a rule between two rules
e Select the rule above which you want to insert a new rule. For example, to insert a rule between rules
#3 and #4, select #4.
e Click Insert Above.
e Type a starting IP address in the Start IP field.
e Type an ending IP address in the End IP field.
e Select a role in the Role field. This rule applies to members of this role only.

e Select Accept or Deny in the Policy field. Refer to the above table for details.

The system automatically numbers the rule.
5) When finished, the rules are listed on this page.

t ¥

® You can select any existing rule and then click or to change its priority.
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6) Click Save. The rules are applied.

» To configure IPv6 access control rules:

1) On the same page, select the 'Enable role based access control for IPv6' checkbox to enable IPv6
access control rules.

2) Follow the same procedure as the above IPv4 rule setup to create IPv6 rules.

3) Make sure you click the Save button in the IPv6 section, or the changes made to IPv6 rules are not
saved.

Editing or Deleting Role Based Access Control Rules

You can modify existing rules to update their roles/IP addresses, or delete them when they are no
longer needed.

» To modify a role-based access control rule:

1) Choose Device Settings > Security > Role Based Access Control.
2) Go to the IPv4 or IPv6 section.
3) Select the desired rule in the list.
e Ensure the IPv4 or IPv6 checkbox has been selected, or you may not edit or delete any rule.

4) Perform the desired action.
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* Make changes to the selected rule, and then click Save.

=
[m
e Click to remove it.
17 +
e To resort its order, click or
5) Click Save.

¢ |Pv4 rules: Make sure you click the Save button in the IPv4 section, or the changes made to IPv4
rules are not saved.

¢ |Pv6 rules: Make sure you click the Save button in the IPv6 section, or the changes made to IPv6
rules are not saved.

Setting Up a TLS Certificate

» To obtain a CA-signed certificate:

1) Create a Certificate Signing Request (CSR) in Device Settings > TLS Certificates.

2) Submit it to a certificate authority (CA). After the CA processes the information in the CSR, it
provides you with a certificate.

3) Install the CA-signed certificate onto the Legrand Power Shelf.

Note: If you are using a certificate that is part of a chain of certificates, each part of the chain is signed
during the validation process. You can upload active and pending certificates and private keys saved in
PEM format on a flash drive.

» A CSR is not required in either scenario below:

e Make the Legrand Power Shelf create a self-signed certificate.

e Appropriate, valid certificate and key files are already available, and you only need to import them.
Creating a TLS Certificate or CSR

Follow this procedure to create the CSR.

Note: If SCEP is enabled, manual management of the TLS certificate via GUl is disabled. To disable SCEP
see: Discard SCEP Settings (on page 112)

» To create a CSR:

1) Choose Device Settings > Security > TLS Certificate.
2) Inthe New CSR section, provide the information requested.

e Subject:
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Field Description

Country The country where your company is located. Use the standard ISO country code, which
comprises two uppercase letters. For a list of ISO codes, google ISO 3166 country codes.

State or province  The full name of the state or province where your company is located.
Locality The city where your company is located.

Organization The registered name of your company.

Organizational unit The name of your department.

Common name The fully qualified domain name (FQDN) of your Legrand Power Shelf.

Email address An email address where you or another administrative user can be reached.

Warning: If you generate a CSR without values entered in the required fields, you cannot obtain third-
party certificates.

e Subject Alternative Names:

If you want a certificate to secure multiple hosts across different domains or subdomains, you can
add additional DNS host names or IP addresses of the wanted hosts to this CSR so that a single
certificate will be valid for all of them.

Click Add Name when there are more than one additional hosts to add.

= Examples of subject alternative names: support.legrand.com, help.legrand.com, and
192.168.77.50.

e Key Creation Parameters:
Field Description

Key Type/Key Length | Key type RSA requires you to select Key Length:
® 2048 bits
e 3072 bits

Key Type/Elliptic Curve ' Key type ECDSA requires you to select the elliptic curve:
® NIST-P-256
e NIST P-384
e NIST P-521

Self-sign For requesting a certificate signed by the CA, ensure this checkbox is NOT selected.
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Field Description

Challenge, Type a password. The password is used to protect the certificate or CSR. The value

Confirm challenge should be 4 to 64 characters long. Case sensitive.

1) Click Create CSR to create both the CSR and private key. This may take several minutes to complete.
2) Click Download Certificate Signing Request to download the CSR to your computer.
a. You are prompted to open or save the file. Click Save to save it onto your computer.
Submit it to a CA to obtain the digital certificate.

If the CSR contains incorrect data, click Delete Certificate Signing Request to remove it, and then
repeat the above steps to re-create it.

1) To store the newly-created private key on your computer, click Download Key in the New TLS
Certificate or CSR section.

Note: The Download Key button in the Active TLS Certificate section is for downloading the private key of
the currently-installed certificate rather than the newly-created one.

* You are prompted to open or save the file. Click Save to save it onto your computer.
Installing a CA-Signed Certificate

To get a certificate from a certificate authority (CA), first create a CSR and send it to the CA. See Creating
a TLS Certificate or CSR (on page 103).

After receiving the CA-signed certificate, install it onto the Legrand Power Shelf.
» To install the CA-signed certificate:

1) Choose Device Settings > Security > TLS Certificate.
2) Click Browse to navigate to the CA-signed certificate file in the New TLS Certificate or CSR section.
3) Click Upload to upload the certificate.
4) Once complete, do the following:
a. Double check the data shown in the New TLS Certificate or CSR section.
b. If correct, click "Install Key and Certificate" to install the CA-signed certificate and private key.

Tip: To verify whether the certificate has been installed successfully, check the data shown in the
Active TLS Certificate section.

If incorrect, click "Delete Key and Certificate" to remove the CA-signed certificate and private key,
and then repeat the above steps to re-create them.

5) (Optional) To download the CA-signed certificate and/or private key, click Download Certificate or
Download Key in the New TLS Certificate section.

® You are prompted to open or save the file. Click Save to save it onto your computer.
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Note: The Download Key button in the Active TLS Certificate section is for downloading the private
key of the currently-installed certificate rather than the newly-created one.

6) To verify whether the certificate has been installed successfully, check the data shown in the Active
TLS Certificate section.

Creating a Self-Signed Certificate

When appropriate certificate and key files for Legrand Power Shelf are unavailable, the alternative,
other than submitting a CSR to the CA, is to generate a self-signed certificate.

» To create and install a self-signed certificate:

1) Choose Device Settings > Security > TLS Certificate.

2) Enter information.

Field

Country

State or province
Locality
Organization
Organizational unit
Common name
Email address

Generate Key in Secure
Element

Key Type/Key Length

Key Type/Elliptic Curve

Self-sign

Validity in days

Description

The country where your company is located. Use the standard ISO country code,
which comprises two uppercase letters. For a list of ISO codes, google ISO 3166
country codes.

The full name of the state or province where your company is located.

The city where your company is located.

The registered name of your company.

The name of your department.

The fully qualified domain name (FQDN) of your Legrand Power Shelf.

An email address where you or another administrative user can be reached.

e This field appears for supported hardware only. Select this checkbox to allow
the key to be generated within the Secure Element of the controller.

Key type RSA requires you to select Key Length:
e 2048 bits
e 3072 bits

Key type ECDSA requires you to select the elliptic curve:
e NIST-P-256
e NIST P-384
e NIST P-521

Ensure this checkbox is selected, which indicates that you are creating a self-signed
certificate.

This field appears after the Self-sign checkbox is selected.

Type the number of days for which the self-signed certificate will be valid.
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A password is not required for a self-signed certificate so the Challenge and Confirm Challenge fields
disappear.
3) Click Create Self-Signed Certificate to create both the self-signed certificate and private key. This may
take several minutes to complete and saved.
4) Once complete, do the following:
a. Double check the data shown in the New TLS Certificate or CSR section.

b. If correct, click "Install Key and Certificate" to install the self-signed certificate and private key.

Tip: To verify whether the certificate has been installed successfully, check the data shown in the
Active TLS Certificate section.

If incorrect, click "Delete Key and Certificate" to remove the self-signed certificate and private key,
and then repeat the above steps to re-create them.

5) (Optional) To download the self-signed certificate and/or private key, click Download Certificate or
Download Key in the New TLS Certificate section.

® You are prompted to open or save the file. Click Save to save it onto your computer.

Note: The Download Key button in the Active TLS Certificate section is for downloading the private
key of the currently-installed certificate rather than the newly-created one.

Installing or Downloading Existing Certificate and Key

You can download the already-installed certificate and private key from any Legrand Power Shelf for
backup or file transfer. For example, you can install the files onto a replacement Legrand Power Shelf,

add the certificate to your browser and so on.

If valid certificate and private key files are already available, you can install them on the Legrand Power
Shelf without going through the process of creating a CSR or a self-signed certificate.

Note: If you are using a certificate that is part of a chain of certificates, each part of the chain is signed
during the validation process.

» To download active key and certificate files from Legrand Power Shelf:

1) Choose Device Settings > Security > TLS Certificate.
2) Inthe Active TLS Certificate section, click Download Key and Download Certificate respectively.

Note: The Download Key button in the New TLS Certificate section, if present, is for downloading the
newly-created private key rather than the one of the currently-installed certificate.

3) You are prompted to open or save the file. Click Save to save it onto your computer.
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» To install available key and certificate files onto Legrand Power Shelf:

1) Choose Device Settings > Security > TLS Certificate.
2) Select the "Upload key and certificate" checkbox at the bottom of the page.

3) The 'Key File' and 'Certificate file' buttons appear. Click each button to select the key and/or
certificate file.

4) Click Upload. The selected files are installed.

5) To verify whether the certificate has been installed successfully, check the data shown in the Active
TLS Certificate section.

SCEP

The Legrand Power Shelf supports automated certificate enrollment using the Simple Certificate
Enrollment Protocol (SCEP). During the initial enroliment process, the device authenticates to the SCEP
Certificate Authority (CA) server with a shared secret. To enable certificate issuance, you must configure
the SCEP server and the associated gateway so the Legrand Power Shelf can submit enrollment requests
securely.

As part of the enrollment workflow, SCEP uses the GetCACert operation to retrieve the CA’s certificate.
The Legrand Power Shelf downloads this certificate and validates it using the certificate fingerprint to
ensure that the CA is trusted before proceeding with enrollment.

» Setup of Linked Units:

You should first configure SCEP on all devices and allow them to complete their enroliment. After
enrollment is finished, configure the CA certificate linking and enable certificate linking as required. The
root CA certificate for any client certificate issued through SCEP must be installed on all primary units.

» FIPS mode:

When FIPS mode is enabled, certain cryptographic restrictions apply. MD5 is not permitted, and the CA
certificate fingerprint must be supplied using either SHA-1 or SHA-256. In addition, HTTP cannot be
used in a FIPS-compliant configuration.

Configure SCEP Settings

Choose Device Settings >Security > SCEP to configure certificate data and SCEP settings.

Note: Admin user or user with "change security settings" permission can change, enable or discard SCEP
settings.
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Certificate Enrollment:

* Enrollment Status: shows whether SCEP is enabled, the outcome of the initial enrollment, and the

€ Device Settings
Security

IP Access Control
Role Based Access Control

TLS Certificate

SCEP

Authentication

LDAP

RADIUS

TACACS+

FIPS

Login Settings

Password Policy

Service Agreement

current status of the latest enrollment attempt.
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Certificate Enrollment
by

Enroliment Status

General
Enabled

Time of Last Successful Enrollment

Last Enrollment

Status
Started
Ended

Failure Reason

Yes

newer

Last enrollment has failed
1/16/2026, 6:38:07 AM EST
1/16/2026, 6:38:07 AM EST

Hostname does not exist

Error: Last enroliment has falled

SCEP Settings:
1) Initial enroliment is done using following settings.

SCEP Settings
Edit Settings
URL O http://scepserver local/certsrvimscep
CA certificate fingerprimt (D 8E:CB:83:54:3C:B3:6D:09:32:BE:96:7C10:C3.EC:99:B8:32:36:1B
Pending retries (D 360
Pending wait time seconds @ 10
Renew days before expiry (D 30
Field/setting Description
URL The URL to reach the SCEP server.
CA certificate finger Specifies the fingerprint of the trusted SCEP CA certificate.

print

Note: The value must follow the format 12:34:AB:DE:... and may be
generated using MD5, SHA-1, or SHA-256.

Pending retries
ultimately fails.

Number of retry attempts allowed while in the pending state before the operation
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Field/setting

Pending wait time
seconds

Renew days before
expiry

Certificate Data:

Certificate Data

Subject

Country

State or province
Locality
QOrganization
Organizational wnit
Commeon name:

Email address

Description

Specifies the number of seconds to wait between polling requests when the process
is in the pending state.

The number of days before the certificate expires when renewal process should
begun.

Subject Alernative Names

These are the hostnames o IP addresses the certificate will be valid for

us
Legrandpdu. legrand.com
NJ
. =+ Add Name
S et z
omers Key Creation Parameters
Legrand Key type RSA w
Raritan Fey length 2048 v bilg
Legrandpdu. legrand.com Challenge

Confirm challenge  ~ =eeew 4

Enable SCEP

Configure Certificate Profile

Follow this procedure to create the SCEP certificate profile. This defines the certificate attributes
(Subject, SANs, RSA key length) and the challenge password for the Certificate Signing Request.

Note: These settings cannot be modified after SCEP is enabled. To request a certificate with different
attributes, you must discard the existing SCEP configuration and perform a new enroliment.

» To create a new certificate profile:

1) Choose Device Settings > Security > SCEP.
2) In the Certificate Data section, provide the information requested.

e Subject:
Field

Country

State or province
Locality

Organization

Description

The country where your company is located. Use the standard ISO country code, which

comprises two uppercase letters. For a list of ISO codes, google 1ISO 3166 country codes.

The full name of the state or province where your company is located.
The city where your company is located.

The registered name of your company.

Organizational unit The name of your department.

Kllegrand’
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Field Description
Common name The fully qualified domain name (FQDN) of your Legrand Power Shelf.
Email address An email address where you or another administrative user can be reached.

e Subject Alternative Names:

If you want a certificate to secure multiple hosts across different domains or sub-domains, you can add
additional DNS host names or IP addresses of the wanted hosts to this CSR so that a single certificate will
be valid for all of them.

Click Add Name when there are more than one additional hosts to add.
= Examples of subject alternative names: support.legrand.com, help.legrand.com, and 192.168.77.50.
e Key Creation Parameters:

Field Description

Key Type/Key Length ' Key type RSA requires you to select Key Length:
e 2048 bits
e 3072 bits

Challenge Type a password. The password is used to protect the certificate or CSR. The value should
be 4 to 64 characters long. Case sensitive.

Confirm challenge Retype the same password to confirm.
3) Click Enable SCEP.
Edit SCEP Settings

You can update the SCEP server URL and timeout settings without re-enabling SCEP. However, if any
SCEP operations, such as certificate enrollment or renewal are currently in progress, they will be
canceled when the changes are applied.

Discard SCEP Settings

If you need to manually manage the TLS certificate or replace the client certificate, you must first
remove the existing SCEP configuration.

» To Discard certificate profile:

1) Choose Device Settings > Security > SCEP.
2) In the Certificate Data section, click Discard SCEP.
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Enrollment Data

Certificate Data
Subject Subject Alternative Names

Country us 192.168.123.123

State or province New Jersey my-host-name

Locality Somerset Key Parameters

Organization not set e e
Key length 2048

Organizational unit not set

Common name Test Name

Email address not set

W Discard SCEP

SCEP Enrollment & Renewal

Legrand Power Shelf regularly checks (about once every hour) to see if it needs to request a new
certificate from the certificate server (CA). A new certificate is needed when:

e The device never successfully got a certificate before, or

e The current certificate is close to expiring.

During a new enrollment, the Legrand Power Shelf requests the server’s certificates and identifies the
trusted root certificate, which can be used to send encrypted message. It relies on SCEP Standard or on
post public key infrastructure (PKI) Operation with supported algorithms such as SHA-512 or SHA-256
and AES or 3DES, whether performing a first-time enroliment or a renewal.

e Forinitial enrollment, the Legrand Power Shelf signs its request with a temporary self-generated
certificate and authenticates using a shared secret.

e For renewal requests are signed using the device’s existing certificate.
Once the request is sent, the device waits for the server’s response, which may indicate success,
pending, or failure. A successful response results in the device validating the returned certificate and

completing enrollment if it is trusted; however, if the server remains in a pending state beyond the
allowed time, or returns a failure, the process stops and reports an error.

Setting Up External Authentication

Important: Make sure your network infrastructure uses TLS rather than SSL.

Legrand Power Shelf supports the following authentication mechanisms:
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e Local user database

e LDAP
e RADIUS
e TACACS+

Local authentication is the default method. If you use this method, you only need to create user
accounts. See User Management (on page 55).

If you prefer external authentication, you must provide information about the external Authentication
and Authorization (AA) server.

If both local and external authentication is needed, create user accounts on the Legrand Power Shelf in
addition to providing the external AA server data.

When configured for external authentication, all users must have an account on the external AA server.
Local-authentication-only users will have no access to the Legrand Power Shelf except for the admin,
who always can access.

If the external authentication fails, an "Authentication failed" message is displayed. Details regarding
the authentication failure are available in the event log.

You must have the "Change Authentication Settings" permission to configure or modify the
authentication settings.

Adding LDAP/LDAPS Servers

To use LDAP authentication, enable it in the Device Settings > Authentication page, and enter the
information about the LDAP server in the LDAP page.

Note: If the Legrand Power Shelf clock and the LDAP server clock are out of sync, the installed TLS
certificates, if any, may be considered expired. To ensure proper synchronization, administrators should
configure the Legrand Power Shelf and the LDAP server to use the same NTP server(s).

» To add LDAP/LDAPS servers:

1) Choose Device Settings > Security > LDAP.
2) Click New.

3) Enter information.

Field/setting Description
IP address / The IP address or hostname of your LDAP/LDAPS server.
hostname

e Without the encryption enabled, you can type either the domain name or IP address
in this field, but you must type the fully qualified domain name if the encryption is
enabled.

Copy settings from | This checkbox appears only when there are existing AA server settings on the Legrand
existing LDAP Power Shelf. To duplicate any existing AA server's settings, refer to the duplicating
server procedure below.
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Field/setting

Type of LDAP
server

Security

Port (None/
StartTLS)

Port (TLS)

Enable verification
of LDAP server
certificate

CA certificate

Allow expired and
not yet valid
certificates

Anonymous bind

Bind DN

Bind password,

Confirm bind
password

Kllegrand’

Description

Choose one of the following options:
e OpenLDAP
® Microsoft Active Directory.
Determine whether you would like to use Transport Layer Security (TLS) encryption, which
allows the Legrand Power Shelf to communicate securely with the LDAPS server.
Three options are available:
® StartTLS
® TLS

® None

e The default Port is 389. Either use the standard LDAP TCP port or specify another port.

Configurable only when "TLS" is selected in the Security field.

The default is 636. Either use the default port or specify another one.

Select this checkbox if it is required to validate the LDAP server's certificate by the Legrand
Power Shelf prior to the connection.

If the certificate validation fails, the connection is refused.

Consult your AA server administrator to get the CA certificate file for the LDAPS server.
Click Browse to select and install the certificate file.
e Click Show to view the installed certificate's content.

e Click Remove to delete the installed certificate if it is inappropriate.

Note: If the required certificate file is a chain of certificates, and you are not
sure about the requirements of a certificate chain, see TLS Certificate Chain.

e Select this checkbox to make the authentication succeed regardless of the certificate's
validity period.

e After deselecting this checkbox, the authentication fails whenever any certificate in
the selected certificate chain is outdated or not valid yet.
Use this checkbox to enable or disable anonymous bind.
® To use anonymous bind, select this checkbox.
e When a Bind DN and password are required to bind to the external LDAP/LDAPS
server, deselect this checkbox.
Required after deselecting the Anonymous Bind checkbox.

Distinguished Name (DN) of the user who is permitted to search the LDAP directory in the
defined search base.

Required after deselecting the Anonymous Bind checkbox.

Enter the Bind password.
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Field/setting

Base DN for search

Login Name
Attribute

User entry object
class

User search
subfilter

Group lookup
using memberOf
attribute

Group member
attribute

Support nested
groups

Group entry object
class

Group search
subfilter

Active Directory
domain

Description
Distinguished Name (DN) of the search base, which is the starting point of the LDAP
search.

e Example: ou=dev, dc=example, dc=com

The attribute of the LDAP user class which denotes the login name.

e Usuallyitistheuid.

The object class for user entries.

e Usuallyitis inetOrgPerson.

Search criteria for finding LDAP user objects within the directory tree.

e Select this checkbox to determine group membership by consulting the user's
memberOf attribute(s).

e Deselect this checkbox to determine group membership by doing a non-recursive
search for groups containing the user's DN as member.
e Required only when "Group lookup using memberOf attribute" is not selected.

e Required for OpenLDAP only.

e Select this checkbox to support the Active Directory LDAP nested groups.

e Deselect this checkbox means no support.

e Required only when "Group lookup using memberOf attribute" is not selected.

e Required for OpenLDAP only.

e Required only when "Group lookup using memberOf attribute" is not selected.

e Required for OpenLDAP only.

The name of the Active Directory Domain.

e Example: testradius.com

4) Click Add Server. The new LDAP server is listed. To verify, click Test Connection to check whether the
Legrand Power Shelf can connect to the new server successfully.
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5) To add more servers, repeat the same steps.

6) Inthe LDAP page, use the arrow buttons to arrange the servers in the order they should be
accessed, then click Save.

7) Make sure LDAP is enabled: Go to Device Settings > Security > Authentication, and select LDAP as
the Authentication Type.

Authentication

» To duplicate LDAP/LDAPS server settings:

If you have added any LDAP/LDAPS server to the Legrand Power Shelf, and the server you will add
shares identical settings with an existing one, the most convenient way is to duplicate that LDAP/LDAPS

server's data and then revise the IP address/host name.

1) Choose Device Settings > Security > LDAP, then click New.

2) Select the "Copy settings from existing LDAP server" checkbox.
3) Select the LDAP/LDAPS server whose settings you want to copy.
4) Modify the IP Address/Hostname field.

5) Click Add Server.

Adding Radius Servers

To use Radius authentication, enable it and enter the information you have gathered.

Note: The RADIUS NAS Identifier is "DPC PDU SN:<device serial number>".

» To add Radius servers:

1) Choose Device Settings > Security > RADIUS.
2) Click New.
3) Enter information.

Field/setting Description

IP address / hostname ' The IP address or hostname of your Radius server.
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Field/setting Description

Type of RADIUS Select an authentication protocol.
authentication e PAP (Password Authentication Protocol)

e CHAP (Challenge Handshake Authentication Protocol)

e MS-CHAPv2 (Microsoft Challenge Handshake Authentication Protocol)

CHAP is generally considered more secure because the user name and password
are encrypted, while in PAP they are transmitted in the clear.

MS-CHAPvV2 provides stronger security than the above two. Selecting this option
will support both MS-CHAPv1 and MS-CHAPv2.

Note: All authentication methods are insecure. It is strongly recommended
to use RADIUS only in a secure networking environment. A warning
displays for all methods.

Authentication port,  The defaults are standard ports -- 1812 and 1813.

Accounting port To use non-standard ports, type a new port number.

Accounting Enabled? | Default is enabled.
Accounting allows you to log activity executed on the RADIUS server.

When RADIUS accounting is enabled and the RADIUS server does not support
accounting, then authentication will fail.

Timeout This sets the maximum amount of time to establish contact with the Radius server
before timing out.

Type the timeout period in seconds.
Retries Type the number of retries.

Shared secret, The shared secret is necessary to protect communication with the Radius server.

Confirm shared secret

4) To verify settings, click Test Connection to check if you can connect to the new server successfully.
5) Click Add Server. The new Radius server is listed on the RADIUS page.
6) To add more servers, repeat the same steps.

7) Inthe RADIUS page, use the arrow buttons to arrange the servers in the order they should be
accessed, then click Save.

8) Make sure RADIUS is enabled: Go to Device Settings > Security > Authentication, and select RADIUS
as the Authentication Type.

Authentication
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Adding TACACS+ Servers

To use TACACS+ authentication, add the server information and enable TACACS+.

Note: You need to create a new custom service attribute called Xerus on the

TACACS+ server. This attribute value will match the role name (case sensitive) on
the Legrand Power Shelf. In the authorization request to the TACACS+ server, the

Legrand Power Shelf will send a request for Xerus as a custom service attribute.

TACACS+ server then returns the roles of the authenticated user in the Xerus: roles
attribute. Returning multiple roles separated by a slash, for example, rolel/role2, is

supported. See Cisco ISE Xerus TACACS+ Authentication for configuration.

» To add TACACS+ servers:

1) Choose Device Settings > Security > TACACS+.

2) Click New.

3) Enter information.
Field/setting
IP address / hostname

Type of TACACS+
authentication

Port
Enable Accounting?

Timeout

Retries

Kllegrand’

Description
The IP address or hostname of your TACACS+ server.

Select an authentication protocol.

e ASCl

e PAP (Password Authentication Protocol)

e CHAP (Challenge Handshake Authentication Protocol)

e MS-CHAP (Microsoft Challenge Handshake Authentication Protocol)

CHAP is generally considered more secure because the user name and password
are encrypted, while in PAP they are transmitted in the clear.

MS-CHAP provides stronger security than the other options.

Note: All authentication methods are insecure. It is strongly recommended
to use TACACS+ only in a secure networking environment. A warning
displays for all methods.

The default port is 49

To use non-standard port, type a new port number.

Default is enabled.

Accounting allows you to log activity executed on the TACACS+ server.

Default is 10 seconds.
Maximum amount of time to establish contact with the server before timing out.

Enter the timeout period in seconds.

Default is 3.

Enter the number of retries.
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Field/setting Description

Shared secret, The shared secret is necessary to protect communication with the server.
Confirm shared secret

1) Click Add Server or Test Connection to verify the settings.
2) To add more servers, repeat the same steps.

3) Inthe TACACS+ page, use the arrow buttons to arrange the servers in the order they should be
accessed, then click Save.

4) To begin using the configuration, make sure TACACS+ is enabled: Go to Device Settings > Security >
Authentication, and select TACACS+ as the Authentication Type.

Authentication

Enabling the FIPS Mode

The Legrand Power Shelf optionally uses a FIPS 140-2 encryption module that supports the Security
Requirements for Cryptographic Modules of the Federal Information Processing Standards (FIPS), which
is defined in the FIPS PUB 140-2, Annex A: Approved Security Functions. These standards are used to
protect the Federal government's sensitive information with the cryptographic-based security systems
in the U.S. and Canada.

» To enable the FIPS mode:

1) Click Device Settings > Security > FIPS.
2) Select the 'Enable FIPS Mode' checkbox.
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FIPS Settings

FIPS Mode (current) Disabled
FIPS Mode (after reboaot) Disabled
Enable FIPS Mode [ ]

The following features will become unavailable when FIPS mode is active:

RADIUS and TACACS+ authentication
Telnet

» Modbus

HTTP (unencrypted)

MOTT

TFTP and FTP

SNMPv2 (agent and traps)

SNMPv3 (agent and traps) with MDS and/or DES
» SNMPv3 security level without privacy

TLS connections must check the centificate
LDAP Syslog and SMTP without TLS

All changes only become effective after a reboot.

3) Once FIPS is enabled, message appears to install the CA certificate on the link unit.

FIPS Mode (after reboat) Disabled

Enable FIPS Mode

The following features will become unavallable when FIPS mode is active:

RADIUS and ‘II&CACS* authent|cation
Telnet

Modbus

HTTP {unencrypted)

MOTT

TFTP and FTP

SNMPvZ (agent and traps)

SMMPv3 (agent and traps) with MD5 and/or DES
SNMPv3 security level without privacy

TLS connections must check the certificate
LDAF, Syslog and SMTP without TLS

* e ® e

All changes only become effective after a reboor

Please note that FIPS mode is enabled. Before linking, a custom certificate must be installed on the link unit and its issuing CA
certificate stored on the primary unit, Otherwise cascading will not be supported in FIPS mode.

4) Click Save.
5) Reboot the Legrand Power Shelf

L1legrand 1



When FIPS mode is enabled, you will find following features will not be available.

N The following features will become unavailable when FIPS mode is active:

+ RADIUS and TACACS+ authentication

« Telnet

+* Modbus

« HTTP (unencrypted)

« MQTT

« TFTP and FTP

+« SNMPv2 (agent and traps)

« SNMPv3 (agent and traps) with MD5 and/or DES
+ SNMPv3 security level without privacy

« TLS connections must check the certificate
« LDAP Syslog and SMTP without TLS

All changes only become effective after a reboot.

Configuring Login Settings

Choose Device Settings > Security > Login Settings to open the Login Settings page, where you can:

e Configure the user blocking feature.

Note: The user blocking function applies only to local authentication instead of external
authentication through AA servers.

e Determine the timeout period for any inactive user.

e Prevent simultaneous logins using the same login name.

» To configure user blocking:

1) To enable the user blocking feature, select the 'Block user on login failure' checkbox.
2) Inthe 'Block timeout' field, select a time option. This setting determines how long the user is
blocked.
¢ If you type a value, the value must be followed by a time unit, such as '4 min.'
3) In the 'Maximum number of failed logins' field, type a number. This is the maximum number of login
failures the user is permitted before the user is blocked from accessing the Legrand Power Shelf.

4) Timeout for Failed Login Attempts: select a time option after which a failed attempt no longer
counts against the user. For example, if "Maximum number of failed logins" is 3, but the "Timeout
for Failed Login Attempts" has passed since the last failed attempt, the counter of failed logins
restarts.

5) Click Save.
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Tip: If any user blocking event occurs, you can unblock that user manually by using the "unblock" CLI
command over a local connection. See Unblocking a User.

» To set limitations for login timeout and use of identical login names:

v
1) Inthe "Idle timeout period" field, type a value or click to select a time option. This setting

determines how long users are permitted to stay idle before being forced to log out.

¢ [f you type a value, the value must be followed by a time unit, such as '4 min."' See Time Units.

e Keep the idle timeout to 20 minutes or less if possible. This reduces the number of idle sessions
connected, and the number of simultaneous commands sent to the Legrand Power Shelf.

2) Select the 'Prevent concurrent login with same username' checkbox to prevent multiple users from
using the same login name simultaneously.

3) Click Save.
Configuring Password Policy
Choose Device Settings > Security > Password Policy to open the Password Policy page, where you can:

® Force users to use strong passwords.

e Force users to change passwords at a regular interval -- that is, password aging.

» To configure password aging:

1) Select the 'Enabled' checkbox of Password Aging.

2) Inthe 'Password aging interval' field, type a value or select a time option. This setting determines
how often users are requested to change their passwords.

¢ If you type a value, the value must be followed by a time unit, such as '10 d."
3) Click Save.

» To force users to create strong passwords:

1) Select the 'Enabled' checkbox of Strong Passwords to activate the strong password feature. The
following are the default settings:

Minimum length = 8 characters
Maximum length =32 characters
At least one lowercase character = Required
At least one uppercase character = Required
At least one numeric character = Required
At least one special character = Required

1 ®
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Number of forbidden previous passwords

2) Make changes to the default settings as needed.
3) Click Save.

Enabling the Restricted Service Agreement

The restricted service agreement feature, if enabled, forces users to read a security agreement when
they log in to the Legrand Power Shelf. Users must accept the agreement, or they cannot log in. You can
configure an event notifying you if a user has accepted or declined the agreement.

» To enable the service agreement:

1) Click Device Settings > Security > Service Agreement.
2) Select the 'Enforce restricted service agreement' checkbox.

3) Edit or paste the content as needed.
e A maximum of 10,000 characters can be entered.

4) Click Save.

» Login manner after enabling the service agreement:

After the Restricted Service Agreement feature is enabled, the agreement's content is displayed on the

login screen.

Unauthorized a rohibited; all access and
thorzed by management are
monitoned and logged.

tem. Linauthorized
acchss and activitie ¢ criminal act ivity will b
reporied to appropriate authorities

1 understand and accepl the restricied senvice

agreament
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To log in when a restricted service agreement appears:

e Inthe web interface, select the checkbox labeled "I understand and accept the restricted service
agreement."

e Inthe CLI, type y when the confirmation message "l understand and accept the restricted service
agreement" is displayed.

Setting the Date and Time

Set the internal clock manually, or link to a Network Time Protocol (NTP) server.

Legrand Power Shelf follows the NTP server sanity check per the IETF RFC.

Note: If you are using Sunbird's” Power IQ°, you must configure Power IQ and the Legrand Power Shelf
to have the same date/time or NTP settings.

» To set the date and time:

1) Choose Device Settings > Date/Time.
2) Click the 'Time zone' field to select your time zone from the list.

3) If the daylight saving time applies to your time zone, verify the 'Automatic daylight saving time
adjustment' checkbox is selected.

4) Select the method for setting the date and time. Choose settings and click Save.

Customize the date and time

e Select 'User specified time'.

e Enter the date or click the calendar icon to select a date.
e Click 12H/24H button to toggle time formats.

e Click the AM/PM button to toggle.

e Enter the time or click the arrows to set it.

User Specified Time
Date (M/DOOYYY) QM 2027 E +
P A S
Time (hh:mmss) 2 18 23 AM +
W W W
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Use the NTP server

e Select "Synchronize with NTP server."

e The DHCP-assigned NTP servers are available when DHCP is enabled. The IP
address appears as Active NTP Server. To use this server, leave the primary and
secondary server fields blank.

e To specify NTP servers, enter the primary NTP server in the "First time server"
field. A secondary NTP server is optional.

Click Check NTP Servers to verify accessibility.
NTF Settings
First time server 192,168 5660
Second time server

Check NTP Servers

Active NTP servers 192.168.56.69

Windows NTP Server Synchronization Solution

The NTP client on the Legrand Power Shelf follows the NTP RFC so the Legrand Power Shelf rejects any
NTP servers whose root dispersion is more than one second. An NTP server with a dispersion of more
than one second is considered an inaccurate NTP server by the Legrand Power Shelf.

Note: For information on NTP RFC, visit http://tools.ietf.org/html/rfc4330 - http://tools.ietf.org/html/
rfc4330 to refer to section 5.

Windows NTP servers may have a root dispersion of more than one second, and therefore cannot
synchronize with the Legrand Power Shelf. When the NTP synchronization issue occurs, change the
dispersion settings to resolve it.

» To change the Windows NTP's root dispersion settings:

1) Access the registry settings associated with the root dispersion on the Windows NTP server.
HKEY _LOCAL_MACHINE|SYSTEM|CurrentControlSet|Services|W32Time|Config
2) AnnounceFlags must be set to 0x05 or 0x06.

e 0x05 = 0x01 (Always time server) and 0x04 (Always reliable time server)

e 0x06 = 0x02 (Automatic time server) and 0x04 (Always reliable time server)
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Note: Do NOT use 0x08 (Automatic reliable time server) because its dispersion starts at a high value
and then gradually decreases to one second or lower.

3) LocalClockDispersion must be set to 0.

Door Access

SmartLock enabled cabinets integrated with PowerlQ or other third party systems authorize door access
remotely. In the event that the remote authorization is not accessible, local rules can be configured as
an alternative or in addition to PIQ rules.

A door access rule can contain the following components:

e Selected door locks: must be configured in advance.
e Authorization via card: specify which card ID and card reader must be used
e Authorization via keypad: specify the PIN and keypad that must be used

e Two-factor authorization: a timeout that requires both card and keypad conditions to be met. For
example: when a certain card is inserted, the correct PIN must be entered in the next 10 seconds.

e Absolute time conditions: grant access for a specific date and time

e Periodic time conditions: grant access on certain days of the week and certain times

Note: In one access rule you can set 2 card IDs as 2-factor authorization.

» To create a door access rule:

1) Choose Device Settings > Door Access.
2) Click New Access Rule.

Door Access Rules & Mew Access Rule

No Access Rules Available

3) The New Door Access Rule page opens. Enter a name for the rule. 128 characters maximum.

4) Select the door locks this rule applies to in the Available Door Handle Locks list. Each selected door
lock appears in the Selected Locks section.

Kllegrand’
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Mew Door Access Rule

Hame Arcess Rule 1

Door Lock Information

Select=d Locks My POU (1) Door Lock 13 My PDU (1) Door Lock 2 X
forailable Locks — Smlmct an ibem - ¥
Select &) Deselmct &)

5) To allow authorization via card reader, select the Card Access checkbox, then select the correct Card
Reader and click Read Card to retrieve the Card ID. Card IDs are hidden for security. Click the eyeball
icon to reveal and verify the Card ID.

Authorization via Card

Card Access |E|
Card Reader - Select a Card Reader - L 4
Card ID &

6) To allow Authorization via Keypad, select the Keypad Access checkbox, then select the correct
keypad and enter the PIN. PINs are hidden for security. Click the eyeball icon to reveal and verify the
PIN. PIN length varies by keypad, and a minimum PIN length of 4 is required.

Authorization via Keypad

Keypad Access v
Keypad — Select a Keypad — ¥
PIN ®

7) When both Card and Keypad authorization are required, the Two-Factor Configuration controls are
required. Enter a Timeout in seconds during which both Card and Keypad authorization must occur.
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Two-Factor Configuration

8) To allow authorization with an Absolute Time Condition, select the Absolute Time checkbox, then
use the calendar tool to set the start and end dates, and the clock tools to set the start and end
times during which access is granted. Note: Click the 12H/24H icon to toggle between clock styles.

9) To allow authorization with a Periodic Time Condition, select the Periodic Time checkbox, then
select the Days of Week and range of hours on which access is granted. Note: Click the 12H/24H icon
to toggle between clock styles.

10) Click Create to save the rule. All rules appear on the main Door Access Rule page.
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Event Rules and Actions

Create event rules and actions to notify you of or react to a change in conditions.
An event rule consists of two parts:

e Event: This is the situation where the Legrand Power Shelf or a device connected to it meets a
certain condition. For example, the inlet's voltage reaches the warning level.

e Action: This is the response to the event. For example, the system administrator is notified of the
event via email.

Some actions can be scheduled at regular intervals instead of occurring in reaction to an event. For
example, you can schedule the emailing of the temperature report every hour.

You must have the Administrator Privileges to configure event rules.
» To create an event rule:

1) Choose Device Settings > Event Rules.
2) If the needed action is not available yet, click New Action to create it.
a. Assign a name to this action.
b. Select the desired action and configure it as needed.
C. Click Create.
3) Click New Rule to create a new rule.
a. Assign a name to this rule.
Make sure the Enabled checkbox is selected, to make the new rule active.
In the Event field, select the event to react to.
In the 'Available actions' field, select the desired action(s) to respond to the selected event.
Click Create.

a0 T

» To create a scheduled action:

1) Click New Scheduled Action to schedule the desired action.
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Assign a name to this scheduled action.

Make sure the Enabled checkbox is selected to make the scheduled action active.
Set the interval time, which ranges from every minute to yearly.

In the 'Available actions' field, select the desired action(s).

Click Create.

(L I

Built-in Rules and Rule Configuration

There are several built-in event rules, which cannot be deleted. If the built-in event rules do not satisfy
your needs, create new rules.

» Built-in rules:
e System Event Log Rule:

This causes ANY event occurred to the Legrand Power Shelf to be recorded in the internal log. It is
enabled by default.

Note: Default log messages are generated for each event.

e System SNMP Notification Rule:

This causes SNMP traps or informs to be sent to specified IP addresses or hosts when ANY event
occurs to the Legrand Power Shelf. It is disabled by default.

e System Tamper Detection Alarmed:

This causes alarm notifications if a connected tamper sensor is detected to be in an alarmed state. It
is enabled by default.

e System Tamper Detection Unavailable:

This causes alarm notifications if a previously available tamper sensor is not detected. It is enabled by
default.

» Event rule configuration illustration:

1) Choose Device Settings > Event Rules > New Rule.
2) Click the Event field to select an event type.
e <Any sub-event> means all events shown on the list.

e <Any Numeric Sensor> means all numeric sensors, including internal and environmental sensors.
<Any Numeric Sensor> is especially useful if you want to receive the notifications when any
numeric sensor's readings pass through a specific threshold.

3) In this example, the Peripheral Device Slot is selected, which is related to the environmental sensor
packages. Then a sensor ID field for this event type appears. Click this additional field to specify
which sensor should be the subject of this event.

4) Inthis example, sensor ID 3 (Slot 3) is selected, which is a temperature sensor. Then a new field for
this sensor appears. Click this field to specify the type of event(s) you want.

5) In this example, Numeric Sensor is selected because we want to select numeric-sensor-related
event(s). Then a field for numeric-sensor-related events appears. Click this field to select one of the
numeric-sensor-related events from the list.
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6) In this example, 'Above upper critical threshold' is selected because we want the Legrand Power
Shelf to react only when the selected temperature sensor's reading enters the upper critical range. A
"Trigger condition" field appears, requiring you to define the "exact" condition related to the "upper
critical" event.

7) Select the desired radio button to finish the event configuration. Refer to the following table for
different types of radio buttons.

e See Sample Event Rules (on page 177).

8) Add and/or remove actions to configure the rule. Select actions from the 'Available actions' list to
create the Select actions list.

ko

» Radio buttons for different events:

Some events require you to configure the "Trigger condition".

Event types Radio buttons

Numeric sensor e Asserted: action occurs only when the selected event
threshold-crossing occurs. That is, the status of the event transits from FALSE
events, or the to TRUE.

occurrence of the o peasserted: action occurs only when the selected event
selected event - disappears or stops. That is, the status of the selected event
true or false transits from TRUE to FALSE.

e Both: action occurs both when the event occurs (asserts)
and when the event stops/disappears (deasserts).

State sensor state e Alarmed/Open/On: action occurs only when the chosen
change sensor enters the alarmed, open or on state.

* No longer alarmed/Closed/Off: action occurs only when the
chosen sensor returns to the normal, closed, or off state.

e Both: action occurs whenever the chosen sensor switches
its state.
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Event types

Sensor availability

Network interface
link state

Function enabled
or disabled

Restricted service
agreement

Server monitoring
event

Server reachability

Kllegrand’

Radio buttons

Unavailable: action occurs only when the chosen sensor is
NOT detected and becomes unavailable.

Available: action occurs only when the chosen sensor is
detected and becomes available.

Both: action occurs both when the chosen sensor becomes
unavailable or available.

Link state is up: action occurs only when the network link
state changes from down to up.

Link state is down: action occurs only when the network
link state changes from up to down.

Both: action occurs whenever the network link state
changes.

Enabled: action occurs only when the chosen function is
enabled.

Disabled: action occurs only when the chosen function is
disabled.

Both: action occurs when the chosen function is either
enabled or disabled.

Accepted: action occurs only when the specified user
accepts the restricted service agreement.

Declined: action occurs only when the specified user rejects
the restricted service agreement.

Both: action occurs both when the specified user accepts or
rejects the restricted service agreement.

Monitoring started: action occurs only when the
monitoring of any specified server starts.

Monitoring stopped: action occurs only when the
monitoring of any specified server stops.

Both: action occurs when the monitoring of any specified
server starts or stops.

Unreachable: action occurs only when any specified server
becomes inaccessible.

Reachable: action occurs only when any specified server
becomes accessible.

Both: action occurs when any specified server becomes
either inaccessible or accessible.
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Event types

Device connection | ®

or disconnection,

suchasa .

USB-cascaded
device

+12V Supply 1

Status .

Radio buttons

Connected: action occurs only when the selected device is

physically connected to it.

Disconnected: action occurs only when the selected device

is physically disconnected from it.

Both: action occurs both when the selected device is
physically connected to it and when it is disconnected.

Available radio buttons include "Fault," "OK" and "Both."

Fault: action occurs only when the selected 12V power

supply to the controller enters the fault state.

OK: action occurs only when the selected 12V power supply

to the controller enters the OK state.

Both: action occurs whenever the selected 12 power

supply's status changes.

Xerus Default Log Messages for All Products

Listed here are all default messages for all Xerus events, including all supported products. Not all
products support all events, and events are marked here with the supported model type.

. Default message on event Model
Event/context Default message on event assertion . 8
deassetion Type

QIS:S; ’;Axiz:fi’r:ent g Blade extension overflow occurred on strip Blade extension overflow cleared for

[AMSNUMBER] ('[AMSNAMET]'). strip [AMSNUMBER] ('[AMSNAME]').
Overflow
écsns;::)gﬂs?tzaf:stfgtt:p Composition changed on composite asset
Composition Changed | StTP [AMSNUMBER] ('[AMSNAME]').

Config parameter '[CONFIGPARAM]' of asset
gii?EeMcao”naﬁge?hea”; >e 4 | strip [AMSNUMBER] ([AMSNAMEJ') changed

g LNanged | 4, \[CONFIGVALUE]' by user '[USERNAME]".

Firmware update for asset strip

’:iisnf\tN';ﬂrZ”SgZ;Z"t > | AMSNUMBER] ([AMSNAME]'): status
P changed to '[AMSSTATE]'.
. . , , Blade extension with ID

Asset Management > Sé?\dnzsggznasgigcfﬁ:i? [AMSTAGID] '[AMSTAGID]' disconnected at rack
ke oS sty | SISO o

[AMSNUMBER] ('[AMSNAMET]'). (TAMSNAME]).
Asset Management > Asset tag with ID "[AMSTAGID]' connected at jfssci[nt:Sc\:elf:lhaltDra[?kNLI;Ti?GID]

. g rack unit [AMSRACKUNITPOSITION], slot

Rack Unit > Tag . [AMSRACKUNITPOSITION], slot

[AMSBLADESLOTPOSITION] of asset strip
Connected [AMSNUMBER] ([AMSNAME]") [AMSBLADESLOTPOSITION] of asset

' strip [AMSNUMBER] ('[AMSNAME]').
( ®
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Asset Management >
Rack Unit Config
Changed

Config of rack unit [AMSRACKUNITPOSITION]
of asset strip [AMSNUMBER] ('[AMSNAME]'")
changed by user '[USERNAME]' to: Name
'[AMSRACKUNITNAME]', LED Operation Mode
'[AMSLEDOPMODE]', LED Color
'[AMSLEDCOLOR]', LED Mode
'[AMSLEDMODE]'

Asset Management >
State

State of asset strip [AMSNUMBER]
('lTAMSNAME]') changed to '[AMSSTATE]'.

Card Reader
Management > Card
Reader > Card inserted

Card of type '[SMARTCARDTYPE]' inserted at
Card Reader
'[FORMATTEDCARDREADERPATH]'.

Card Reader
Management > Card
Reader > Card removed

Card of type '[SMARTCARDTYPE]' removed at
Card Reader
'[FORMATTEDCARDREADERPATH]'.

Card Reader
Management > Card
Reader attached

Card Reader
'[FORMATTEDCARDREADERPATH]' connected.

Card Reader
Management > Card
Reader detached

Card Reader
'[FORMATTEDCARDREADERPATH]'
disconnected.

Card Reader
Management > Card
Reader settings
changed

Settings with name '[CARDREADERNAME]'
and description '[CARDREADERDESCRIPTION]'
set at Card Reader
'[FORMATTEDCARDREADERPATH]' by user
'[USERNAME]' from host '[USERIP]'.

Device > Event log
cleared

Event log cleared by user '[USERNAME]' from
host '[USERIP]'.

Device > Bulk
configuration copied

[LINKIDTAG]Bulk configuration copied by user
'[USERNAME]' from host '[USERIP]'.

Device > Bulk
configuration saved

[LINKIDTAG]Bulk configuration saved by user
'[USERNAME]' from host '[USERIP]".

Device > Device clock
changed

The device clock was changed from
[OLDDATETIME] to [DATETIME].

Device > Data push
failed

Data push to URL [DATAPUSHURL] failed.
[ERRORDESC]

Device > Device settings
restored

[LINKIDTAG]Device settings restored by user
'[USERNAME]' from host '[USERIP]'.

Device > Device settings
saved

Kllegrand’

[LINKIDTAG]Device settings saved by user
'[USERNAME]' from host '[USERIP]'.
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Device > Firmware
update completed

[LINKIDTAG]Firmware upgraded successfully
from version '[OLDVERSION]' to version
'[VERSION]' by user '[USERNAME]' from host
'[USERIP]".

Device > Firmware
update failed

[LINKIDTAG]Firmware upgrade failed from
version '[OLDVERSION]' to version '[VERSION]'
by user '[USERNAME]' from host '[USERIP]'.

Device > Firmware
update started

[LINKIDTAG]Firmware upgrade started from
version '[OLDVERSION]' to version '[VERSION]'
by user '[USERNAME]' from host '[USERIP]'.

Device > Firmware
validation failed

[LINKIDTAG]Firmware validation failed by user
'[USERNAME]' from host '[USERIP]'.

Device > Hardware
failure present

[LINKIDTAG]Failure '[FAILURETYPESTR]'
asserted for component '[COMPONENTID]'.

[LINKIDTAG]Failure
'[FAILURETYPESTR]' deasserted for
component '[COMPONENTID]'.

Device > Device
identification changed

Config parameter '[CONFIGPARAM]' changed
to '[CONFIGVALUE]' by user '[USERNAME]'
from host '[USERIP]".

Device > An LDAP error
occurred

An LDAP error occurred: [ERRORDESC].

Device > Network
interface link state is up

The [IFNAME] network interface link is now
up.

The [IFNAME] network interface link
is now down.

Device > Peripheral
Device Firmware
Update

Firmware update for peripheral device
[EXTSENSORSERIAL] from [OLDVERSION] to
[VERSION] [SENSORSTATENAME].

Device > A Radius error
occurred

A Radius error occurred: [ERRORDESC].

Device > Raw
configuration
downloaded

[LINKIDTAG]Raw configuration downloaded by
user '[USERNAME]' from host '[USERIP]".

Device > Raw
configuration updated

[LINKIDTAG]Raw configuration updated by
user '[USERNAME]' from host '[USERIP]'.

Device > Sending SMS
message failed

Sending SMS message to '[PHONENUMBER]'
failed. [ERRORDESC]

Device > Sending SMTP
message failed

Sending SMTP message to '[SMTPRECIPIENTS]'
using server '[SMTPSERVER]' failed.
[ERRORDESC]

Device > Sending SNMP
inform failed or no
response

Sending SNMP inform to manager
[SNMPMANAGER]:[SNMPMANAGERPORT]
failed or no response. [ERRORDESC]
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Device > Sending Syslog
message failed

Sending Syslog message to server
[SYSLOGSERVER]:[SYSLOGPORT]
([SYSLOGTRANSPORTPROTO]) failed.
[ERRORDESC]

Device > System reset

[LINKIDTAG]System reset performed by user
'[USERNAME]' from host '[USERIP]'.

Device > System started

[LINKIDTAG]System started.

Device > A TACACS+
error occurred

A TACACS+ error occurred: [ERRORDESC].

Device > Unknown
peripheral device
attached

An unknown peripheral device with rom code
'[ROMCODE]' was attached at position
'[PERIPHDEVPOSITION]".

Device > Expansion unit
connected

Expansion unit connected.

Expansion unit disconnected.

Device > Wired network
authentication result

The network authentication on interface
[IFNAME] [NETAUTHRESULTSTR].

Door Access Control >
Door access denied

Door access was denied:
[DOORACCESSDENIALREASON]

Door Access Control >
Door access granted

Door access was granted, rule
'[DOORACCESSRULENAME]'
(IDOORACCESSRULEID])

Door Access Control >
Door access rule added

Door access rule '[DOORACCESSRULENAME]'
([IDOORACCESSRULEID]) was added by user
'[USERNAME]' from host '[USERIP]'

Door Access Control >
Door access rule
changed

Door access rule '[DOORACCESSRULENAME]'
([IDOORACCESSRULEID]) was changed by user
'[USERNAME]' from host '[USERIP]'

Door Access Control >
Door access deleted

Door access rule '[DOORACCESSRULENAME]'
([IDOORACCESSRULEID]) was deleted by user
'[USERNAME]' from host '[USERIP]'

Door Access Control >
Door Handle > (handle
name) > Door Forced
Open

[LINKIDTAG]Door '[DOORSTATENAME]' was
opened without unlocking the door handle.

Door Access Control >
Door Handle > (handle
name) > Mechanically
Unlocked

Kllegrand’

[LINKIDTAG]Door handle
'[DOORHANDLENAME]" was opened without
being electronically unlocked.
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Peripheral Device Slot >
Numeric Sensor >
Above upper critical
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
'above upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]'" in
[FORMATTEDEXTSENSORSLOT]
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Above upper warning
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
'above upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT]
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Below lower critical
threshold

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] asserted
'below lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT]
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Below lower warning
threshold

Peripheral device '[EXTSENSORNAME]'" in
[FORMATTEDEXTSENSORSLOT] asserted
'below lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT]
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
Numeric Sensor >
Unavailable

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] has become
unavailable.

Peripheral device
'[EXTSENSORNAME]" in
[FORMATTEDEXTSENSORSLOT] is no
longer unavailable; it is now
[SENSORSTATENAME].

Peripheral Device Slot >
State Sensor / Actuator
> Alarmed

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] is
[SENSORSTATENAME].

Peripheral device
'[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] is
[SENSORSTATENAME].

Peripheral Device Slot >
State Sensor / Actuator
> Switched by user

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] has been
switched to [SENSORSTATENAME] by user
'[USERNAME]' from host '[USERIP]'.

Peripheral Device Slot >
State Sensor / Actuator
> Unavailable

Peripheral device '[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] has become
unavailable.

Peripheral device
'[EXTSENSORNAME]' in
[FORMATTEDEXTSENSORSLOT] is no
longer unavailable; it is now
[SENSORSTATENAME].

Keypad Management >
Keypad > PIN entered

PIN entered at Keypad
'[FORMATTEDKEYPADPATH]'".
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Keypad Management >
Keypad attached

Keypad '[FORMATTEDKEYPADPATH]'
connected.

Keypad Management >
Keypad detached

Keypad '[FORMATTEDKEYPADPATH]'
disconnected.

Keypad Management >
Keypad settings
changed

Settings with name '[KEYPADNAME]' and
description '[KEYPADDESCRIPTION]' set at
Keypad '[FORMATTEDKEYPADPATH]' by user
'[USERNAME]' from host '[USERIP]".

Linking > Link unit
added

Link unit [LINKID] ([LINKUNITHOST]) has been
added by user '[USERNAME]' from '[USERIP]'.

Linking > Link unit
communication failed

Communication with link unit [LINKID]
(ILINKUNITHOST]) failed.

Communication with link unit
[LINKID] ([LINKUNITHOST]) is OK.

Linking > Link unit
released

Link unit [LINKID] ([LINKUNITHOST]) has been
released by user '[USERNAME]' from
'[USERIP]".

Outlet Grouping >
Outlet Group > Outlet
Group Modified

Outlet group '[OUTLETGROUPID]' was
modified.

Outlet Grouping >
Outlet Group > Power
control > Power cycled

Outlet group '[OUTLETGROUPID]' power cycle
initiated by user '[USERNAME]' from host
'[USERIP]".

Outlet Grouping >
Outlet Group > Power
control > Powered off

Outlet group '[OUTLETGROUPID]' has been
powered off by user '[USERNAME]' from host
'[USERIP]".

Outlet Grouping >
Outlet Group > Power
control > Powered on

Outlet group '[OUTLETGROUPID]' has been
powered on by user '[USERNAME]' from host
'[USERIP]".

Outlet Grouping >
Outlet Group > Sensor >
Above upper critical
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor >
Above upper warning
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor >
Below lower critical
threshold

Kllegrand’

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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Outlet Grouping >
Outlet Group > Sensor >
Below lower warning
threshold

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' asserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group > Sensor >
Reset

Sensor '[OUTLETGROUPSENSOR]' on outlet
group '[OUTLETGROUPID]' has been reset by
user '[USERNAME]' from host '[USERIP]".

Outlet Grouping >
Outlet Group > Sensor >
Unavailable

Sensor '[OUTLETGROUPSENSOR]' of outlet
group '[OUTLETGROUPID]' has become
unavailable.

Sensor '[OUTLETGROUPSENSOR]' on
outlet group '[OUTLETGROUPID]" is
no longer unavailable; it is now
[SENSORSTATENAME].

Outlet Grouping >
Outlet Group Created

Outlet group '[OUTLETGROUPID]' was created.

Outlet Grouping >
Outlet Group Deleted

Outlet group '[OUTLETGROUPID]' was deleted.

PDU > Controller >
Communication failed

Communication with PDU [PDUNUMBER]
controller '[CONTROLLER]' (board ID
[BOARDID]) failed

Communication with PDU
[PDUNUMBER] controller
'[CONTROLLER]' (board ID
[BOARDID]) restored

PDU > Controller >
Firmware update

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID [BOARDID] has
started firmware update

PDU [PDUNUMBER] controller
'[CONTROLLER]" with board ID
[BOARDID] has completed firmware
update

PDU > Controller >
Incompatible

PDU [PDUNUMBER] controller
'[CONTROLLER]" with board ID [BOARDID] is
incompatible

PDU [PDUNUMBER] controller
'[CONTROLLER]" with board ID
[BOARDID] is no longer incompatible

PDU > Controller > OK

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID [BOARDID] is
OK

PDU [PDUNUMBER] controller
'[CONTROLLER]' with board ID
[BOARDID] is no longer OK

A dip event occurred on PDU [PDUNUMBER]

PDU > Inlet > Dip inlet '[INLET]' for [DIPSWELLDURATION] s with E)égz;
a minimum voltage of [DIPSWELLVOLTAGE] V.
. The dip/swell event list for PDU
Z\I,):q;::tl?;zz/swe“ [PDUNUMBER] inlet '[INLET]' was cleared by E)é‘éj)r(
user '[USERNAME]' from host '[USERIP]'.
PDU [PDUNUMBER] inlet '[INLET]" has been PDU [PDUNUMBER] inlet '[INLET]'
PDU > Inlet > Enabled enabled by user '[USERNAME]' from host has been disabled by user
'[USERIP]". '[USERNAME]' from host '[USERIP]'.
( ®
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PDU > Inlet > Line Pair >
Sensor > Above upper
critical threshold

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'above upper critical' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Line Pair >
Sensor > Above upper
warning threshold

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'above upper warning' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Line Pair >
Sensor > Below lower
critical threshold

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'below lower critical' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Line Pair >
Sensor > Below lower
warning threshold

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]' asserted 'below lower warning' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Line Pair >
Sensor > Unavailable

Sensor '[PDULINEPAIRSENSOR]' on line
'[INLETLINEPAIR]' of PDU [PDUNUMBER] inlet
'[INLET]' has become unavailable.

Sensor '[PDULINEPAIRSENSOR]' on
line '[INLETLINEPAIR]' of PDU
[PDUNUMBER] inlet '[INLET]' is no
longer unavailable; it is now
[SENSORSTATENAME].

A dip event occurred on pole '[INLETPOLE]' of

PDU > Inlet > Pole > Di PDU [PDUNUMBER] inlet '[INLET]' for PX4 or
P [DIPSWELLDURATION] s with a minimum PRO4X
voltage of [DIPSWELLVOLTAGE] V.
The dip/swell event list for pole '[INLETPOLE]'
E?ljsl':lze:;:f:if of PDU [PDUNUMBER] inlet '[INLET]' was PX4 or
P cleared by user '[USERNAME]' from host PRO4X

cleared

'[USERIP]".

PDU > Inlet > Pole >
Sensor > Above upper
critical threshold

Kllegrand’

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'above upper critical' at
[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' deasserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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PDU > Inlet > Pole >
Sensor > Above upper
warning threshold

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'above upper warning' at

[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' deasserted 'above
upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Below lower
critical threshold

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]" asserted 'below lower critical' at

[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' deasserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Below lower
warning threshold

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' asserted 'below lower warning' at

[SENSORREADING] [SENSORREADINGUNIT].

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' deasserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Critical

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered critical state.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited critical state; it
is now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Failed

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered failed state.

Sensor '[PDUPOLESENSOR]' on pole

'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited failed state; it is
now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Normal

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered normal state.

Sensor '[PDUPOLESENSOR]' on pole

'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited normal state; it
is now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Self-Test

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' started self test.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' finished self test; it is
now [SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Unavailable

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' has become unavailable.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' is no longer
unavailable; it is now
[SENSORSTATENAME].

PDU > Inlet > Pole >
Sensor > Warning

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER] inlet
'[INLET]' entered warning state.

Sensor '[PDUPOLESENSOR]' on pole
'[INLETPOLE]' of PDU [PDUNUMBER]
inlet '[INLET]' exited warning state; it
is now [SENSORSTATENAME].

PDU > Inlet > Pole >
Swell

A swell event occurred on pole '[INLETPOLE]'

of PDU [PDUNUMBER] inlet '[INLET]' for
[DIPSWELLDURATION] s with a maximum
voltage of [DIPSWELLVOLTAGE] V.

PX4 or
PRO4X
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PDU > Inlet > Sensor >
Above upper critical
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' asserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Above upper warning
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' asserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Below lower critical
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' asserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Below lower warning
threshold

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]" asserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Critical

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered critical
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
critical state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Failed

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]"' entered failed
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
failed state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Fault

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered fault
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
fault state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Normal

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered normal
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
normal state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
OK

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' entered OK
state.

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' exited
OK state; it is now
[SENSORSTATENAME].

PDU > Inlet > Sensor >
Reset

Kllegrand’

Sensor '[INLETSENSOR]' on PDU
[PDUNUMBER] inlet '[INLET]' has been reset
by user '[USERNAME]' from host '[USERIP]'.
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Sensor '[INLETSENSOR]' on PDU
PDU > Inlet > Sensor > | Sensor '[INLETSENSOR]' on PDU [PDUNUMBER] inlet '[INLET]'
Self-Test [PDUNUMBER] inlet '[INLET]' started self test. | finished self test; it is now
[SENSORSTATENAME].
, , Sensor '[INLETSENSOR]' on PDU
PDU > Inlet > Sensor > | <107 'INLETSENSOR]' on PDU [PDUNUMBER] inlet '[INLET]' is no
. [PDUNUMBER] inlet '[INLET]" has become . s
Unavailable unavailable longer unavailable; it is now
’ [SENSORSTATENAME].
, , Sensor '[INLETSENSOR]' on PDU
PDU > Inlet > Sensor > | 2&"s0r [INLETSENSOR]' on PDU | [PDUNUMBER] inlet '[INLET]' exited
. [PDUNUMBER] inlet '[INLET]' entered warning . .
Warning state warning state; it is now
’ [SENSORSTATENAME].
A swell event occurred on PDU [PDUNUMBER] PXA oF
PDU > Inlet > Swell inlet '[INLET]' for [DIPSWELLDURATION] s with PROAX
a maximum voltage of [DIPSWELLVOLTAGE] V.
. PDU [PDUNUMBER] placed in Load Shedding | PDU [PDUNUMBER] removed from
EtzthdLoad shedding > Mode by user '[USERNAME]' from host Load Shedding Mode by user
'[USERIP]". '[USERNAME]' from host '[USERIP]'.
Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole \ ,
PDU > Outlet > Pole > '[OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMB‘ER] outlet [OU'I.'L.ET]'
Sensor > Above upper |, , , o deasserted 'above upper critical' at
critical threshold [OUTLET]" asserted 'above upper critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole \ ,
PDU > Outlet > Pole > [OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMB'ER] outlet '[OUTLET] .
Sensor > Above upper |, , , . deasserted 'above upper warning' at
. [OUTLET]' asserted 'above upper warning' at
warning threshold [SENSORREADING] [SENSORREADINGUNIT]. | SENSORREADING]
' [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole , ,
PDU > Outlet > Pole > [OUTLETPOLE] of PDU [PDUNUMBER] outlet [PDUNUMB‘ER] outlet [OUTL.ET]I
Sensor > Below lower , , , T deasserted 'below lower critical' at
critical threshold [OUTLET]" asserted 'below lower critical' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
. . '[OUTLETPOLE]' of PDU
Sensor '[PDUPOLESENSOR]' on pole \ ,
PDU > Outlet > Pole > {OUTLETPOLE]' of PDU [PDUNUMBER] outlet [PDUNUMB|ER] outlet '[OUTLET] '
Sensor > Below lower , , , e deasserted 'below lower warning' at
warning threshold [OUTLET]' asserted 'below lower warning' at [SENSORREADING]
[SENSORREADING] [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Il ®
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PDU > Qutlet > Pole >
Sensor > Unavailable

Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU [PDUNUMBER] outlet
'[OUTLET]' has become unavailable.

Sensor '[PDUPOLESENSOR]' on pole
'[OUTLETPOLE]' of PDU
[PDUNUMBER] outlet '[OUTLET]' is
no longer unavailable; it is now
[SENSORSTATENAME].

PDU > Outlet > Power
control > Power cycled

PDU [PDUNUMBER] outlet '[OUTLET]' power
cycle initiated by user '[USERNAME]' from
host '[USERIP]".

PDU > Outlet > Power
control > Powered off

PDU [PDUNUMBER] outlet '[OUTLET]' has
been powered off by user '[USERNAME]' from
host '[USERIP]".

PDU > Outlet > Power
control > Powered on

PDU [PDUNUMBER] outlet '[OUTLET]' has
been powered on by user '[USERNAME]' from
host '[USERIP]'.

PDU > Outlet > Sensor >
Above upper critical
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]" asserted
'above upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'above upper critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
Above upper warning
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]" asserted
'above upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'above upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
Below lower critical
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' asserted
'below lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'below lower critical' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
Below lower warning
threshold

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' asserted
'below lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]'
deasserted 'below lower warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Outlet > Sensor >
On

PDU [PDUNUMBER] outlet '[OUTLET]' state
sensor changed to on.

PDU [PDUNUMBER] outlet
'[OUTLET]' state sensor is no longer
on; it is now [SENSORSTATENAME].

PDU > Outlet > Sensor >
Reset

Kllegrand’

Sensor '[OUTLETSENSOR]' on outlet
'[OUTLET]' has been reset by user
'[USERNAME]' from host '[USERIP]".
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PDU > Outlet > Sensor >
Unavailable

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]" has become
unavailable.

Sensor '[OUTLETSENSOR]' on PDU
[PDUNUMBER] outlet '[OUTLET]' is
no longer unavailable; it is now
[SENSORSTATENAME].

PDU > Outlet >
Suspended

PDU [PDUNUMBER] outlet '[OUTLET]' was
suspended after being suspected of having
caused an OCP trip event.

PDU > Overcurrent
Protector > Sensor >
Above upper critical
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Above upper warning
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'above
upper warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'above
upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Below lower critical
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Below lower warning
threshold

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' asserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT].

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' deasserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Critical

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered critical
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited critical state;
it is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Failed

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered failed
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited failed state;
it is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Normal

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered normal
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited normal
state; it is now
[SENSORSTATENAME].
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PDU > Overcurrent
Protector > Sensor >
Open

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]" is open.
[OCPTRIPCAUSEINFO]

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' is no longer open;
it is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Self-Test

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' started self test.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' finished self test; it
is now [SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Unavailable

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' has become
unavailable.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' is no longer
unavailable; it is now
[SENSORSTATENAME].

PDU > Overcurrent
Protector > Sensor >
Warning

Sensor '[OCPSENSOR]' on PDU [PDUNUMBER]
overcurrent protector '[OCP]' entered warning
state.

Sensor '[OCPSENSOR]' on PDU
[PDUNUMBER] overcurrent
protector '[OCP]' exited warning
state; it is now
[SENSORSTATENAME].

PDU > Sensor > Above
upper critical threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'above upper critical' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'above
upper critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Above
upper warning
threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'above upper warning' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'above
upper warning' at
[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Below
lower critical threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'below lower critical' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'below
lower critical' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Below
lower warning
threshold

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
asserted 'below lower warning' at
[SENSORREADING] [SENSORREADINGUNIT].

PDU [PDUNUMBER] sensor
'[PDUSENSOR]' deasserted 'below
lower warning' at [SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].

PDU > Sensor > Fault

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
entered fault state.

PDU [PDUNUMBER] sensor
'[PDUSENSORY]' exited fault state; it
is now [SENSORSTATENAME].

PDU > Sensor > Reset
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PDU [PDUNUMBER] sensor '[PDUSENSOR]'
has been reset by user '[USERNAME]' from
host '[USERIP]".
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PDU > Sensor >
Unavailable

PDU [PDUNUMBER] sensor '[PDUSENSOR]'
has become unavailable.

PDU [PDUNUMBER] sensor
'[PDUSENSOR]'" is no longer
unavailable; it is now
[SENSORSTATENAME].

Active inlet on PDU [PDUNUMBER] transfer

PDU > Transfer Switch > | switch '[TRANSFERSWITCH]' changed to Transfer
Active inlet changed '[ACTIVEINLET]' due to switch
[TRANSFERSWITCHREASON].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU | on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Above upper | '[TRANSFERSWITCH]' asserted 'above upper deasserted 'above upper critical' at .
critical threshold critical' at [SENSORREADING] [SENSORREADING] switch
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Above upper | '[TRANSFERSWITCH]' asserted 'above upper deasserted 'above upper warning' at switch
warning threshold warning' at [SENSORREADING] [SENSORREADING]
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU | on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Below lower '[TRANSFERSWITCH]' asserted 'below lower deasserted 'below lower critical' at switch
critical threshold critical' at [SENSORREADING] [SENSORREADING]
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
Sensor '[TRANSFERSWITCHSENSOR]' on PDU | on PDU [PDUNUMBER] transfer
PDU > Transfer Switch > | [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' Transfer
Sensor > Below lower '[TRANSFERSWITCH]' asserted 'below lower deasserted 'below lower warning' at .
warning threshold warning' at [SENSORREADING] [SENSORREADING] switch
[SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
_ Sensor '[TRANSFERSWITCHSENSOR] on DU | >&"50F [TRANSFERSWITCHSENSOR]
PDU > Transfer Switch > . on PDU [PDUNUMBER] transfer Transfer
Sensor > Fault [PDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' is switch
[TRANSFERSWITCH]' is [SENSORSTATENAME]. [SENSORSTATENAME].
Operational state of PDU
PDU > Transfer Switch > | Operational state of PDU [PDUNUMBER] [PDUNUMBER] transfer switch Transfer
Sensor > Non- transfer switch '[TRANSFERSWITCH]' is now '[TRANSFERSWITCH]'" is no longer switch

redundant

non-redundant.

non-redundant; it is now
[SENSORSTATENAME].
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Operational state of PDU [PDUNUMBER]

Operational state of PDU
[PDUNUMBER] transfer switch

PDU > Transfer Switch > |\ ceo - cwitch '[TRANSFERSWITCH]' is now | '[TRANSFERSWITCH]'is no longer | " 2nser
Sensor > Normal . switch
normal. normal; it is now
[SENSORSTATENAME].
. Operational state of PDU
PDU > Transfer Switch > '?rzi?:rosr\];ilti;a:[[eT ;fAPNzl;E[;S?AL/J#g_'\I/]I 'Biii]ow [PDUNUMBER] transfer switch Transfer
Sensor > Off off '[TRANSFERSWITCH]' is no longer switch
’ off; it is now [SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
. Sensor '[TRANSFERSWITCHSENSOR]' on PDU on PDU [PDUNUMBER] transfer
:eDr:ing:agj‘:e;fS:V:zh > | [P DUNUMBER] transfer switch switch '[TRANSFERSWITCH]' is no Iﬁfﬁier
4 '[TRANSFERSWITCH]' is out of sync. longer out of sync; it is now
[SENSORSTATENAME].
Operational state of PDU
. Operational state of PDU [PDUNUMBER] [PDUNUMBER] transfer switch
PDU > Transfer Switch > transfer switch '[TRANSFERSWITCH]' is now '[TRANSFERSWITCH]'" is no longer Tra.nsfer
Sensor > Standby . switch
standby. standby; it is now
[SENSORSTATENAME].
Sensor '[TRANSFERSWITCHSENSOR]'
. Sensor '[TRANSFERSWITCHSENSOR]' on PDU | on PDU [PDUNUMBER] transfer
EeDri:rT:aJrf;i;ﬁ‘:JZh > | IPDUNUMBER] transfer switch switch '[TRANSFERSWITCH]' is no :\r,ji't’ier
'[TRANSFERSWITCH]' has become unavailable. | longer unavailable; it is now
[SENSORSTATENAME].
Port Fuse > Tripped Fuse of [FORMATTEDEXTPORT] is Fuse of [FORMATTEDEXTPORT] is
PP [FUSESTATENAME]. [FUSESTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]' BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]" asserted 'above upper deasserted 'above upper critical' at PMC
Sensor > Above upper | critical' at [SENSORREADING] [SENSORREADING]
critical threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]' BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]' asserted 'above upper deasserted 'above upper warning' at PMC
Sensor > Above upper | warning' at [SENSORREADING] [SENSORREADING]
warning threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel
Controller > Power '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]'
L L , , \ T BCM2 /
Meter > Circuit > Pole > | circuit '[CIRCUIT]' asserted 'below lower deasserted 'below lower critical' at PMC

Sensor > Below lower
critical threshold
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critical' at [SENSORREADING]
[SENSORREADINGUNIT].

[SENSORREADING]
[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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Power Metering
Controller > Power

Sensor '[PDUPOLESENSOR]' on pole
'[CIRCUITPOLE]' of panel '[POWERMETER]'

Sensor '[PDUPOLESENSOR]' on pole
'[CIRCUITPOLE]' of panel
'[POWERMETER]' circuit '[CIRCUIT]'

Meter > Circuit > Pole > | circuit '[CIRCUIT]' asserted 'below lower deasserted 'below lower warning' at Efﬂl\gz /
Sensor > Below lower warning' at [SENSORREADING] [SENSORREADING]
warning threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[PDUPOLESENSOR]' on pole
Controller > Power Sensor '[PDUPOLESENSOR]' on pole '[CIRCUITPOLE]' of panel BCM2 /
. '[CIRCUITPOLE]' of panel '[POWERMETER]' '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit >Pole> | .~ """ j . . . o PMC
Sensor > Unavailable circuit '[CIRCUIT]" has become unavailable. is no longer unavailable; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit > Sensor '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'above upper critical' at | BCM2 /
> Above upper critical 'above upper critical' at [SENSORREADING] [SENSORREADING] PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSE!VSQR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit > Sensor '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'above upper warning' at | BCM2 /
> Above upper warning 'above upper warning' at [SENSORREADING] [SENSORREADING] PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSE!\ISQR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
- '[POWERMETER]' circuit '[CIRCUIT]" asserted deasserted 'below lower critical'at | BCM2 /
Meter > Circuit > Sensor | , o
> Below lower critical below lower critical' at [SENSORREADING] [SENSORREADING] N PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power Sensor '[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]'
Meter > Circuit > Sensor '[POWERMETER]' circuit '[CIRCUIT]' asserted deasserted 'below lower warning' at | BCM2 /
> Below lower warning 'below lower warning' at [SENSORREADING] [SENSORREADING] PMC
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[CIRCUITSENSOR]' on panel
Controller > Power '[POWERMETER]' circuit '[CIRCUIT]" has been BCM2 /
Meter > Circuit > Sensor | reset by user '[USERNAME]' from host PMC
> Reset '[USERIP]".
Power Metering , , Sensor '[CIRCUITSENSOR]' on panel
Controller > Power sensor ‘[CIRCUITSENSOR]' on panel '[POWERMETER]' circuit '[CIRCUIT]' | BCM2 /
- [POWERMETER]' circuit '[CIRCUIT]' has . . o
Meter > Circuit > Sensor become unavailable is no longer unavailable; it is now PMC
> Unavailable ’ [SENSORSTATENAME].
Power Metering S , , ,
Controller > Power Circuit '[CIRCUIT]' on panel '[POWERMETER] BCM2 /
was created. PMC

Meter > Circuit Created
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Power Metering

Circuit '[CIRCUIT]' on panel '[POWERMETER]' BCM2 /
Controller > Power
Meter > Circuit Deleted | %° deleted. PMC
Power Metering
Controller > Power Circuit '[CIRCUIT]' on panel '[POWERMETER]' BCM2 /
Meter > Circuit was modified. PMC
Modified
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'above upper ‘above upper critical' at PMC
Above upper critical critical' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'above upper ‘above upper warning' at PMC
Above upper warning warning' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'below lower 'below lower critical' at PMC
Below lower critical critical' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[PDUPOLESENSOR]' on pole
Power Metering Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power
Controller > Power '[POWERMETERPOLE]' of power meter meter '[POWERMETER]' deasserted BCM2 /
Meter > Pole > Sensor > | '[POWERMETER]' asserted 'below lower 'below lower warning' at PMC
Below lower warning warning' at [SENSORREADING] [SENSORREADING]
threshold [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[PDUPOLESENSOR]' on pole
Controller > Power Sensor '[PDUPOLESENSOR]' on pole '[POWERMETERPOLE]' of power BCM2 /
Meter > Pole > Sensor > '[POWERMETERPOLE]' of power meter meter '[POWERMETER]'" is no longer PMC
Unavailable '[POWERMETER]' has become unavailable. unavailable; it is now
[SENSORSTATENAME].
Sensor '[POWERMETERSENSOR]' on
Power Metering Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
Controller > Power meter '[POWERMETER]' asserted 'above deasserted 'above upper critical' at | BCM2 /
Meter > Sensor > Above | upper critical' at [SENSORREADING] [SENSORREADING] PMC

upper critical threshold
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[SENSORREADINGUNIT].

[SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
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Power Metering
Controller > Power

Sensor '[POWERMETERSENSOR]' on power

Sensor '[POWERMETERSENSOR]' on
power meter '[POWERMETER]'

Meter > Sensor > Above meter '[POWERMETER]' asserted 'above deasserted 'above upper warning' at | BCM2 /
Upper warnin upper warning' at [SENSORREADING] [SENSORREADING] PMC
t:rzshold g [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Sensor '[POWERMETERSENSOR]' on
Power Metering Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
Controller > Power meter '[POWERMETER]' asserted 'below lower | deasserted 'below lower critical' at | BCM2 /
Meter > Sensor > Below | critical' at [SENSORREADING] [SENSORREADING] PMC
lower critical threshold | [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Meterin Sensor '[POWERMETERSENSOR]' on
Controller > Posver Sensor '[POWERMETERSENSOR]' on power power meter '[POWERMETER]'
Meter > Sensor > Below meter '[POWERMETER]' asserted 'below lower | deasserted 'below lower warning' at | BCM2 /
lower warnin warning' at [SENSORREADING] [SENSORREADING] PMC
threshold J [SENSORREADINGUNIT]. [SENSORREADINGUNIT]; it is now
[SENSORSTATENAME].
Power Metering Sensor '[POWERMETERSENSOR]' on power BCM2 /
Controller > Power meter '[POWERMETER]' has been reset by PMC
Meter > Sensor > Reset | user '[USERNAME]' from host '[USERIP]'.
Power Metering Sensor '[POWERMETERSENSOR]' on power Sensor [POWIERMETERSENSOFl{]. on
Controller > Power , ) power meter '[POWERMETER]' isno | BCM2 /
meter '[POWERMETER]' has become . L
Meter > Sensor > unavailable longer unavailable; it is now PMC
Unavailable ’ [SENSORSTATENAME].
Power Metering BCM2 /
Controller > Power Power meter '[POWERMETER]' was created.
PMC
Meter Created
Power Metering BCM2 /
Controller > Power Power meter '[POWERMETER]' was deleted.
PMC
Meter Deleted
Power Metering BCM2 /
Controller > Power Power meter '[POWERMETER]' was modified. PMC
Meter Modified
Server Monitoring > Error monitoring server '[MONITOREDHOST]": BCM2 /
Error [ERRORDESC] PMC
Server Monitoring > Server '[MONITOREDHOST]' is now being Server '[MONITOREDHOST]" is no BCM2 /
Monitored monitored. longer being monitored. PMC
Server Monitoring > Power control operation for BCM2 /
Power control '[MONITOREDHOST]' finished with result: PMC
completed [SERVERPOWERRESULT]
Sorver Monitorng |15 USEANAMED it s power o s
Power control initiated P ’ PMC

[SERVERPOWEROPERATION]
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Server Monitoring >

Server '[MONITOREDHOST]' is unreachable.

Server '[MONITOREDHOST]'" is

BCM2 /

Unreachable reachable. PMC
Server Monitoring > Connection to server '[MONITOREDHOST]' BCM2 /
Unrecoverable could not be restored. PMC

Test > Test Event

A test event was triggered by user
'[USERNAME]'".

Timer Event > Occurred

Timer event '[EVENTRULENAME]' occurred.

User Activity > User
accepted the Restricted
Service Agreement

User '[USERNAME]' from host '[USERIP]'
accepted the Restricted Service Agreement.

User '[USERNAME]' from host
'[USERIP]' declined the Restricted
Service Agreement.

User Activity >
Authentication failure

Authentication failed for user '[USERNAME]'
from host '[USERIP]".

User Activity > User
logon state

User '[USERNAME]' from host '[USERIP]'
logged in.

User '[USERNAME]' from host
'[USERIP]' logged out.

User Activity > Session
timeout

Session of user '[USERNAME]' from host
'[USERIP]' timed out.

User Activity > User
blocked

User '[USERNAME]' from host '[USERIP]' was
blocked.

User Administration >
Password changed

Password of user '[UMTARGETUSER]' changed
by user '[USERNAME]' from host '[USERIP]'.

User Administration >
Password settings
changed

Password settings changed by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
Role added

Role '[UMTARGETROLE]' added by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
Role deleted

Role '[UMTARGETROLE]' deleted by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
Role modified

Role '[UMTARGETROLE]' modified by user
'[USERNAME]' from host '[USERIP]".

User Administration >
User added

User '[UMTARGETUSER]' added by user
'[USERNAME]' from host '[USERIP]".

User Administration >
User deleted

User [UMTARGETUSER]' deleted by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
User modified

User [TUMTARGETUSER]' modified by user
'[USERNAME]' from host '[USERIP]'.

User Administration >
User renamed

Kllegrand’

User '[UMTARGETUSER]' renamed to
'[INEWUMTARGETUSER]' by user
'[USERNAME]' from host '[USERIP]'.
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Webcam Management
> Image upload started

A snapshot upload of webcam
'[WEBCAMNAME]' to folder

[WEBCAMSNAPSHOTFOLDERURL] was started.

Webcam Management
> Webcam attached

Webcam '[WEBCAMNAME]'
('[WEBCAMMODEL]') added to port
'[WEBCAMUSBPORT]'.

Webcam Management
> Webcam detached

Webcam '[WEBCAMNAME]'
('[WEBCAMMODEL]') removed from port
'[WEBCAMUSBPORT]'.

Webcam Management
> Webcam settings
changed

Available Actions

Webcam '[WEBCAMNAME]' settings changed
by user '[USERNAME]'

There are several built-in actions, which cannot be deleted. You can create additional actions for
responding to different events.

Some actions have messages that you can customize using placeholders that will populate with specific
information when the message is generated. Custom messages with placeholders can be used in these
actions: Log event message, Send SMS, Send email (subject+body), Send webcam image (subject+body).

» To test an action:

e (lick the Test button next to the Action. The action is triggered and you can verify it.

» Built-in actions:

Scheduled Actions

System Event Log Action:

& Naw Action
* Te
*Te
»Te
+ Mew Scheduled Action

This action records the selected event in the internal log when the event occurs.

System SNMP Notification Action:

This action sends SNMP notifications to one or multiple IP addresses after the selected event occurs.
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Note: No IP addresses are specified for this notification action by default so you must enter IP
addresses before applying this action to any event rule. Any changes made to the 'SNMP
Notifications' section on the SNMP page will update the settings of the System SNMP Notification
Action, and vice versa.

e System Tamper Alarm:

This action causes the Legrand Power Shelf to show the alarm for the tamper sensor, if any, on the
Dashboard page until a person acknowledges it. By default, this action has been assigned to the built-
in tamper detection event rules.

» Actions you can create:

1) Choose Device Settings > Event Rules > New Action.
2) Click the Action field to select an action type from the list.

Mew Action

3) Available actions depend on your model. See next sections for details on each action you can
configure.

4) Click Create to save an action, then you can include it in an event rule.

Alarm

The Alarm is an action that requires users to acknowledge an alert. This helps ensure that the user is
aware of the alert.

If the Alarm action has been included in a specific event rule and no one acknowledges that alert after it
occurs, the Legrand Power Shelf resends or regenerates an alert notification regularly until the alert is
acknowledged or the maximum number of alert notifications is sent. You can acknowledge an alert in
the Dashboard.

» Operation:

== New Action _

1) Choose Device Settings > Event Rules >
2) Select Alarm from the Action list.

3) Inthe Alarm Notifications list box, specify one or multiple ways to issue the alert notifications.
Available methods vary, depending on how many notification-based actions have been created.
Notification-based action types include:
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4)

5)

6)

7)

External beeper

Syslog message

Send email

Send SMS message

Internal beeper

If no appropriate actions are available, create them first.

a. To select any methods, select them one by one in the Available field.

To add all available methods, simply click Select All.

b. To delete any methods, click a method's x in the Selected field.
To remove all methods, simply click Deselect All.

To enable the notification-resending feature, select the 'Enable re-scheduling of alarm notifications'
checkbox.

In the 'Re-scheduling period' field, specify the time interval (in minutes) at which the alert
notification is resent or regenerated regularly.

In the 'Re-scheduling limit' field, specify the maximum number of times the alert notification is
resent. Values range from 1 to infinite.

(Optional) You can instruct the Legrand Power Shelf to send the acknowledgment notification after
the alarm is acknowledged in the 'Acknowledgment notifications' field. Available methods are
identical to those for generating alarm notifications.

a. In the Available field, select desired methods, or click Select All.

X

b. In the Selected field, click any method's to remove unnecessary ones, or click Deselect All.

Action Group

You can create an action group that performs up to 32 actions. After creating such an action group, you
can easily assign this set of actions to any event rule rather than selecting all needed actions one by one
per rule.

If the needed action is not available yet, create it first.

Operation:

1)
2)
3)
4)
5)

== New Action _

Select 'Execute an action group' from the Action list.

Choose Device Settings > Event Rules >
Select the actions to include in group from the 'Available actions' list, or click Select All.

To remove any action(s) from the 'Selected actions' field, click it's X.
Click Create to save the action.
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Change Load Shedding State

The "Change load shedding state" action is available only when your Legrand Power Shelf is able to
control outlet power. Use this action to activate or deactivate the load shedding mode for responding to

a specific event.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .

2) Select 'Change load shedding state' from the Action list.

3) Inthe Operation field, select either one below:
e Start load shedding: Enters the load shedding mode when the specified event occurs.
e Stop load shedding: Quits the load shedding mode when the specified event occurs.

External Beeper

If an external beeper is connected, you can change the beeper's behavior or status to respond to a
certain event.

» To control the connected external beeper:

1) Choose Device Settings > Event Rules > + New Action .

2) Select 'External beeper' from the Action list.

3) Inthe 'Beeper port' field, select the port where the external beeper is connected.
4) Inthe 'Beeper action' field, select an action for the external beeper to carry out.

e Alarm: Causes the external beeper to sound an alarm cycle every 20 seconds - stays on for 0.7
seconds and then off for 19.3 seconds.

e On: Turns on the external beeper so that it buzzes continuously.

e Off: Turns off the external beeper so that it stops buzzing.
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Warning: If you create an event rule for the external beeper but disconnect it when an event causes it
to beep, the beeper no longer beeps after it is re-connected even though the event triggering the
beeping action remains asserted.

Internal Beeper

You can have the built-in beeper of the Legrand Power Shelf turned on or off when a certain event
occurs.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .
2) Select 'Internal beeper' from the Action list.
3) Select an option from the Operation field.

e Turn beeper on: Turns on the internal beeper to make it buzz.

e Turn beeper off: Turns off the internal beeper to make it stop buzzing.

Log an Event Message

The option 'Log event message' records the selected events in the internal log.

A default log message will be generated for each type of event, or you can create a custom log message.

» Operation:

1) Choose Device Settings > Event Rules > New Action.
2) Select 'Log an event message' from the Action list.
3) Select the 'Use custom log message' checkbox, and then create a custom message in the provided
text box.
¢ To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

4) Click Create.

Shut down a Server and Control its Power
The "Power control server" action is available only when your Legrand Power Shelf is outlet-switching

capable.

You can configure the Legrand Power Shelf to shut down a specific server and then turn off its outlet(s),
or turn on that server's outlet(s) after a certain event occurs.

The server must be one of the servers being monitored by your Legrand Power Shelf and the same
Legrand Power Shelf supplies power to it. See Monitoring Server Accessibility (on page 189) .

Tip: If the server has multiple power cords, make sure all of its power cords are connected to the same
Legrand Power Shelf and you have created an outlet group for controlling all outlets simultaneously.
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» Operation:

1) Choose Device Settings > Event Rules > + New Action .
2) Select 'Power control server' from the Action list.
3) Inthe Operation field, select an action for the server.
e Power up: Turns on the outlet or outlet group associated with the selected server.
e Graceful shutdown: Shuts down the selected server first and then turn off its associated outlet or
outlet group.
4) Select the server you want in the Server field.

¢ If Legrand Power Shelf cannot power control any server, a message 'Power control not configured'
is shown in the end of the server's host name or IP address.

Push Out Sensor Readings
You can configure the Legrand Power Shelf to push sensor log to a remote server after a certain event
occurs, including logs of internal sensors, environmental sensors and actuators.

If you have connected asset strips, you can also configure the Legrand Power Shelf to push the data to a
server.

Before creating this action, make sure that you have properly defined the destination servers and the
data to be sent on the Data Push page.

Tip: To send the data at a regular interval, schedule this action. Note that the "Asset management log" is
generated only when there are changes made to any asset strips or asset tags, such as connection or
disconnection events.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .
2) Select 'Push out sensor readings' from the Action list.
3) Select a server or host which receives the data in the Destination field.
¢ If the desired destination is not available yet, go to the Data Push page to specify it.
Record Snapshots to Webcam Storage
This option allows you to define an action that starts or stops a specific webcam from taking snapshots.

Per default the snapshots are stored on the Legrand Power Shelf. It is recommended to specify a remote
server to store as many snapshots as possible.
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» Operation:
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== New Action _

2) Select 'Record snapshots to webcam storage' from the Action list.

1) Choose Device Settings > Event Rules >

3) Select a webcam in the Webcam field.
4) Select the action to perform - 'Start recording' or 'Stop recording.'
If 'Start recording' is selected, adjust the values of the following:
e Number of snapshots - the number of snapshots to be taken when the event occurs.

The maximum amount of snapshots that can be stored on the Legrand Power Shelf is 10. If you set
it for a number greater than 10 and the storage location is on the Legrand Power Shelf, after the
10th snapshot is taken and stored, the oldest snapshots are overwritten. Storing snapshots on a
remote server does not have such a limitation.

¢ Time before first snapshot - the amount of time in seconds between when the event is triggered
and the webcam begins taking snapshots.

e Time between snapshots - the amount of time in seconds between when each snapshot is taken.

e Folder - names of the folders that will be automatically created to store webcam snapshots after
the recording action is triggered by the rule you will configure.

Note that the Folder field is available only when the selected webcam has been configured to store
its snapshots on an "FTP" server.

Folder name Definition
options
Serial number / Two folders will be created.

Webcam name e The parent folder's name is the serial number of Legrand Power Shelf.

e The subfolder's name is the selected webcam's name.

Serial number / Three folders will be created.
Webcam name / Rule e Definitions of the parent folder and first subfolder are the same as the first row.
name
e The final subfolder's name is the name of event rule that triggers this recording action.
Serial number / Three folders will be created.
_\I{\_/ebcim name / e Definitions of the parent folder and first subfolder are the same as the first row.
imestamp
e The final subfolder's name is the time when the recording event occurs, which is the
accumulated time in seconds since 1970/1/1.
Serial number / Four folders will be created.

Webcam name / Rule

. e Definitions of the parent folder and first subfolder are the same as the first row.
name / Timestamp

e The second subfolder's name is the name of event rule that triggers this recording action.

e The final subfolder's name is the time when the recording event occurs, which is the
accumulated time in seconds since 1970/1/1.

Serial number / Three folders will be created.
Webcam name /

. e Definitions of the parent folder and first subfolder are the same as the first row.
Formatted timestamp

e The final subfolder's name is the time when the recording event occurs, which is a format
comprising year, month, date, hour, minute, second and timezone.
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Folder name Definition
options

Serial number / Four folders will be created.
Webcam name / Rule

name / Formatted
timestamp e The second subfolder's name is the name of event rule that triggers this recording action.

e Definitions of the parent folder and first subfolder are the same as the first row.

e The final subfolder's name is the time when the recording event occurs, which is a format
comprising year, month, date, hour, minute, second and timezone.

The timestamp is based on the time you have configured on the Legrand Power Shelf.
To find the serial number of your Legrand Power Shelf, go to Maintenance > Device Information.

Send Email

You can configure emails to be sent when an event occurs and can customize the message.

Messages consist of a combination of free text and placeholders. The placeholders represent
information which is pulled from the Legrand Power Shelf and inserted into the message.

For example:

[USERNAME] logged into the device on [DATETIME]

translates to

Mary logged into the device on 2022-January-30 21:00

» Operation:

== New Action '

1) Choose Device Settings > Event Rules >
2) Select 'Send email' from the Action list.

3) Inthe 'Recipient email addresses' field, specify the email address(es) of the recipient(s). Use a
comma to separate multiple email addresses.

4) By default, the SMTP server specified on the SMTP Server page will be the SMTP server for
performing this action.

To use a different SMTP server, select the 'Use custom settings' radio button.
Default messages are sent based on the event.
5) If needed, you can customize the subject and messages sent via this email.
e Select the 'Custom subject' checkbox, and enter the text you prefer as this email's subject.

e Select the 'Use custom log message' checkbox, and then create a custom message up to 1024
characters in the provided field.

e To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

6) Click Create.
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Send Sensor Report

You may set the Legrand Power Shelf so that it automatically reports the latest readings or states of one
or multiple sensors by sending a message or email or simply recording the report in a log. These sensors
can be either internal or environmental sensors listed below.

® Inlet sensors, including RMS current, RMS voltage, active power, apparent power, power factor and
active energy.

e Qutlet sensors, including RMS current, RMS voltage, active power, apparent power, power factor,
active energy and outlet state (for outlet-switching capable models only).

e QOvercurrent protector sensors, including RMS current and tripping state.
e Peripheral device sensors, which can be any environmental sensor packages connected to the
Legrand Power Shelf, such as temperature or humidity sensors.

SeeSend Sensor Report Example (on page 169).

» Operation:

== New Action '

2) Select 'Send sensor report' from the Action list.

3) Inthe 'Destination actions' section, select the method(s) to report sensor readings or states. The
number of available methods varies, depending on how many messaging actions have been created.

1) Choose Device Settings > Event Rules >

The messaging action types include:
e Log event message
® Syslog message
¢ Send email
e Send SMS message
4) If no messaging actions are available, create them now.
5) Inthe 'Available sensors' field, select the desired target's sensor.

a. Click the first |E| to select a target component from the list.

: Peripheral Devices # Temperature 1 [+]

A

b. Click the second |E| to select the specific sensor for the target from the list.
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: Peripheral Devices : Temperature 1 (+]

L]

o

C. Click to add the selected sensor to the Report Sensors list box.

For example, to monitor the current reading of the Inlet 1, select Inlet 1 from the left field, and then
select RMS Current from the right field.

6) To report additional sensors simultaneously, repeat the above step to add more sensors.

@

¢ To remove any sensor from the 'Report sensors' list box, select it and click . To make
multiple selections, press Ctrl+click or Shift+click to highlight multiple ones.
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7) Toimmediately send out the sensor report, click Send Report Now.

Tip: When intending to send a sensor report using custom messages, use the placeholder
[SENSORREPORT] to report sensor readings.

Send SMS Message

You can configure SMS messages to be sent when an event occurs and can customize the message.

A supported modem, such as the Cinterion® GSM MC52i modem, must be plugged into the Legrand
Power Shelf in order to send SMS messages.

Note: The Legrand Power Shelf cannot receive SMS messages.

Only the 7-bit ASCIl charset is supported for SMS messages. Messages consist of a combination of free
text and placeholders. The placeholders represent information retrieved from the device and inserted
into the message. For example:

[USERNAME] logged into the device on [TIMESTAMP]
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translates to

Mary logged into the device on 2012-January-30 21:00

» Operation:

1) Choose Device Settings > Event Rules > + New Action .
2) Select 'Send SMS message' from the Action list.
3) Inthe 'Recipient phone number' field, specify the phone number of the recipient.

4) Select the 'Use custom log message' checkbox, and then create a custom message in the provided
text box.

e To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

5) Click Create.

Send Snapshots via Email

This option notifies one or multiple persons for the selected events by emailing snapshots or videos
captured by a connected Logitech® webcam.

» Operation:

== New Action _

2) Select 'Send snapshots via email' from the Action list.

3) Inthe 'Recipient email addresses' field, specify the email address(es) of the recipient(s). Use a
comma to separate multiple email addresses.

4) By default, the SMTP server specified on the SMTP Server page will be the SMTP server for
performing this action.

To use a different SMTP server, select the 'Use custom SMTP server' checkbox. The fields for customized
SMTP settings appear.

5) Select the webcam that is capturing the images you want sent in the email.

1) Choose Device Settings > Event Rules >

6) Adjust the values of the following:

e Number of snapshots - the number of snapshots to be taken when the event occurs. For example,
you can specify 10 images be taken once the event triggers the action.

e Snapshots per mail - the number of snapshots to be sent at one time in the email.

¢ Time before first snapshot - the amount of time in seconds between when the event is triggered
and the webcam begins taking snapshots.

e Time between snapshots - the amount of time in seconds between when each snapshot is taken.

7) If needed, you can customize the subject and messages sent via this email.
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e Select the 'Custom subject' checkbox, and enter the text you prefer as this email's subject.

e Select the 'Use custom log message' checkbox, and then create a custom message up to 1024
characters in the provided field.

¢ To automatically insert message placeholders, open the Custom Log Message Help section. Search
for placeholders and click to include them in your message.

8) Click Create.
Send an SNMP Notification

This option sends an SNMP notification to one or multiple SNMP destinations.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .
2) Select 'Send SNMP notification' from the Action list.

3) Select the type of SNMP notification. See either procedure below according to your selection.
» To send SNMP v2c notifications:

1) Inthe 'Notification type' field, select 'SNMPv2c trap' or 'SNMPv2c inform.'
2) For SNMP INFORM communications, leave the resend settings at their default or do the following:

a. In the Timeout field, specify the interval of time, in seconds, after which a new inform
communication is resent if the first is not received. For example, resend a new inform
communication once every 3 seconds.

b. Inthe 'Number of retries' field, specify the number of times you want to re-send the inform
communication if it fails. For example, inform communications are re-sent up to 5 times when
the initial communication fails.

3) Inthe Host fields, enter the IP address of the device(s) you want to access. This is the address to
which notifications are sent by the SNMP system agent.

4) Inthe Port fields, enter the port number used to access the device(s).

5) Inthe Community fields, enter the SNMP community string to access the device(s). The community
is the group representing the Legrand Power Shelf and all SNMP management stations.

Tip: An SNMP v2c notification action permits only a maximum of three SNMP destinations. To assign
more than three SNMP destinations to a specific rule, first create several SNMP v2c notification actions,
each of which contains completely different SNMP destinations, and then add all of these SNMP v2c
notification actions to the same rule.
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» To send SNMP v3 notifications:

1) Inthe 'Notification type' field, select 'SNMPv3 trap' or 'SNMPv3 inform.'
2) For SNMP TRAPs, the engine ID is prepopulated.
3) For SNMP INFORM communications, leave the resend settings at their default or do the following:

a. In the Timeout field, specify the interval of time, in seconds, after which a new inform
communication is resent if the first is not received. For example, resend a new inform
communication once every 3 seconds.

b. Inthe 'Number of retries' field, specify the number of times you want to re-send the inform
communication if it fails. For example, inform communications are re-sent up to 5 times when
the initial communication fails.

4) For both SNMP TRAPS and INFORMS, enter the following as needed and then click OK to apply the
settings:

a. Host name
b. Port number
C. User ID for accessing the host -- make sure the User ID has the SNMPv3 permission.

d. Select the host security level

Security level  Description

"noAuthNoPriv" Select this if no authorization or privacy protocols are
needed.

"authNoPriv" Select this if authorization is required but no privacy
protocols are required.

e Select the authentication protocol - MD5 or SHA

e Enter the authentication passphrase and then confirm
the authentication passphrase

"authPriv" Select this if authentication and privacy protocols are
required.

e Select the authentication protocol - MD5 or SHA

e Enter the authentication passphrase and confirm the
authentication passphrase

e Select the Privacy Protocol - DES or AES

e Enter the privacy passphrase and then confirm the
privacy passphrase

Start or Stop a Lua Script

If you have created or loaded a Lua script file into the Legrand Power Shelf, you can have that script
automatically run or stop in response to a specific event.

See Lua Scripts (on page 197).
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» To automatically start or stop a Lua script:

1)
2)
3)
4)

5)

Choose Device Settings > Event Rules > + New Action .
Select 'Start/stop Lua script' from the Action list.
In the Operation field, select 'Start script' or 'Stop script."'

In the Script field, select the script that you want it to be started or stopped when an event occurs.
Scripts must be pre-loaded.

To apply different arguments than the default, do the following. Note that the newly-added
arguments will override this script's default arguments.

a. Click Add Argument.
b. Type the key and value.

* To remove any existing argument, click adjacent to it.

Switch Outlet Group

The "Switch outlet group" action is available only when your Legrand Power Shelf is outlet-switching
capable. This action turns on, off or power cycles a specific outlet group.

» Operation:

1)
2)
3)
4)

== New Action _

Select 'Switch outlet group' from the Action list.

Choose Device Settings > Event Rules >

To specify the outlet group where this action will be applied, select it from the 'Group to switch' list.

In the Operation field, select an operation for the selected outlet group.

e Turn on all outlets in group: Turns on the selected outlet group.
e Turn off all outlets in group: Turns off the selected outlet group.

e Cycle all outlets in group: Cycles power to the selected outlet group.

Switch Outlets

The "Switch outlets" action is available only when your Legrand Power Shelf is outlet-switching capable.

This action turns on, off or power cycles a specific outlet.

» Operation:

1)
2)
3)

Choose Device Settings > Event Rules > + New Action .
Select 'Switch outlets' from the Action list.
In the Operation field, select an operation for the selected outlet(s).
e Turn outlet on: Turns on the selected outlet(s).
e Turn outlet off: Turns off the selected outlet(s).

e Cycle outlet: Cycles power to the selected outlet(s).
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4) To specify the outlet(s) where this action will be applied, select them one by one from the 'Available
outlets' list.

e To add all outlets, click Select All.

5) Toremove any outlets from the 'Selected outlets' field, click that outlet's X .

6) If 'Turn outlet on' or 'Cycle outlet' is selected, choose to select the 'Use sequence order and delays'
checkbox so that all selected outlets will follow the power-on sequence defined on the Outlets page.

Switch Peripheral Actuator

If you have any actuator connected to the Legrand Power Shelf, you can set up the Legrand Power Shelf
so it automatically turns on or off the system controlled by the actuator when a specific event occurs.

» Operation:

1) Choose Device Settings > Event Rules > + New Action .

2) Select 'Switch peripheral actuator' from the Action list.

3) Inthe Operation field, select an operation for the selected actuator(s).
e Turn on: Turns on the selected actuator(s).
e Turn off: Turns off the selected actuator(s).

4) To select the actuator(s) where this action will be applied, select them one by one from the
'Available actuators' list.

e To add all actuators, click Select All.

x .

5) Toremove any selected actuator from the 'Selected actuators' field, click that actuator's

Syslog Message

Use this action to automatically forward event messages to the specified syslog server. Determine the
syslog transmission mechanism you prefer when setting it up - UDP, TCP or TLS over TCP.

Legrand Power Shelf may or may not detect the syslog message transmission failure. If yes, it will log
this syslog failure as well as the failure reason in the event log.

» Operation:

1) Choose Device Settings > Event Rules > New Action.

2) Select 'Syslog message' from the Action list.

3) Inthe 'Syslog server' field, specify the IP address to which the syslog is forwarded.

4) Inthe 'Transport protocol' field, select one of the syslog protocols: TCP, UDP or TCP+TLS. The default

is UDP.
Transport  Next steps
protocols
UDP e Inthe 'UDP port' field, type an appropriate port number. Default is 514.
e Select the 'Legacy BSD syslog protocol' checkbox if applicable.
TCP NO TLS certificate is required. Type an appropriate port number in the 'TCP port' field.
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Transport  Next steps
protocols

A TLS certificate is required. Do the following:

a. Type an appropriate port number in the 'TCP port' field. Default is 6514.

b. In the 'CA certificate' field, click Browse to select a TLS certificate. After importing the
certificate, you may:

e Click Show to view its contents.

TCP+TLS
C. Determine whether to select the 'Allow expired and not yet valid certificates' checkbox.

¢ To always send the event message to the specified syslog server as long as a TLS
certificate is available, select this checkbox.

¢ To prevent the event message from being sent to the specified syslog server when any
TLS certificate in the selected certificate chain is outdated or not valid yet, deselect this
checkbox.

Scheduling an Action

An action can be regularly performed at a preset time interval instead of being triggered by a specific
event. For example, you can make the Legrand Power Shelf report the reading or state of a specific
sensor regularly by scheduling the "Send sensor report" action.

When scheduling an action, make sure you have a minimum of 1-minute buffer between this action's
creation and first execution time. Otherwise, the scheduled action will NOT be performed at the

specified time when the buffer time is too short. For example, if you want an action to be performed at
11:00 am, you should finish scheduling it at 10:59 am or earlier.

» Operation:

< New Scheduled Action

2) To select any action(s), select them one by one from the 'Available actions' list.

1) Choose Device Settings > Event Rules >

¢ To select all available actions, click Select All.

x .

3) Toremove any action(s) from the 'Selected actions' field, click that action's
e To remove all actions, click Deselect All.

4) Select the desired frequency in the 'Execution time' field, and then specify the time interval or a
specific date and time in the field(s) that appear. Use the clock and calendar tools to choose the
schedule. Use the AM/PM button to toggle time settings.

Send Sensor Report Example

To create a scheduled action for emailing a temperature sensor report hourly, it requires:

e A'Send email' action
e A'Send sensor report' action

e Atimer - thatis, the scheduled action
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» Steps:

1 Click == New Action

recipient(s).

to create a 'Send email' action that sends an email to the desired

¢ |n this example, this action is named Email a Sensor Report.

e The subject and content of this email can be customized.

e Action

AEna Bit Emas 5 Sard Bapon

Sand e

oy Maanage B £
'} ) TN -
"o dolowing 3 T poriaty pThar B
SENEOREEFORT]
—

Pl

el ] 4
B1ET Lo B Hi w

® Hlsae

Click + New Action to create a 'Send sensor report' action that includes the 'Email a Sensor
Report' action as its destination action.

® |n this example, this action is named Send Temperature Sensor Readings.

® You can specify more than one temperature sensor as needed in this action.
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1) Click

MNew Action

Action name

Bection

Destination sctons

Report sensars

Available sensory

Send Tempersture Sensor Readings

Send sensor report

Systemn Event Log Actian X

Selected

- Select an item -~

Awallable
Desalect ANl
Peripheral Devices - My PDU (1) Temperature 1

Peripheral Devices - My POW [1) Hall Effect 1
Peripheral Devices - bty PDU {1} On/08 1

s MyPDU(1} 3 PeripheralDevices § My PDU (1) OnfOff2 [+]

Send Report Mow

Mote: Reporied sensor units can be changed in the Defsult Preferences

MK lancel W' Create

+ New Scheduled Action to create a timer for performing the 'Send Temperature

Sensor Readings' action hourly.

the Minute to 30.
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In this example, the timer is named Hourly Temperature Sensor Reports.
To perform the specified action at 12:30 pm, 01:30 pm, 02:30 pm, and so on, select Hourly, and set
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Mew Scheduled Action

Timer name

Enabled

Executtion time

Plinaite

Selected actions

Availale actions

Hourly Temperature Senaor Reports

Send Temperature Sensor Readings X

= Select an ifem -

Select il Ceselect Al

MCancel

« Creale

e An email containing the specified temperature sensor readings will be sent hourly every day. If you

no longer need the report, you can disable the timer by clearing the Enabled checkbox.

Placeholders for Custom Messages

Actions that include messages allow you to customize text and include placeholders that retrieve system

information and include it in the message.
Supported actions:

e Send email
e Send snapshots via email
e Send SMS

® Logevent message

The following are placeholders that can be used in custom messages. Because the placeholders employ
square brackets, you must precede with a backslash any other square brackets that must be included in

your message. For example, \[ \].

If a placeholder is used in a situation where the information cannot be retrieved, it will be shown as

"unknown" in the message.

Placeholder Definition

[AMSBLADESLOTPOSITION] The (horizontal) slot position inside a blade extension
[AMSLEDCOLOR] The RGB LED color

[AMSLEDMODE] The LED indication mode

[AMSLEDOPMODE] The LED operating mode

[AMSNAME] The name of an asset strip

[AMSNUMBER] The numeric ID of an asset strip
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Placeholder
[AMSRACKUNITPOSITION]
[AMSSTATE]

[AMSTAGID]
[CARDREADERCHANNEL]
[CARDREADERDESCRIPTION]
[CARDREADERID]
[CARDREADERMANUFACTURER]
[CARDREADERNAME]
[CARDREADERPRODUCT]
[CARDREADERSERIALNUMBER]
[COMPONENTID]
[CONFIGPARAM]
[CONFIGVALUE]

[DATETIME]

[DEVICEIP]

[DEVICENAME]
[DEVICESERIAL]
[DIPSWELLDURATION]

[DIPSWELLVOLTAGE]

[DOORACCESSDENIALREASON]
[DOORACCESSRULEID]
[DOORACCESSRULENAME]
[ERRORDESC]
[EVENTRULENAME]
[EXTPORTNAME]

[EXTSENSOR]
[EXTSENSORNAME]

[EXTSENSORSLOT]
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Definition

The (vertical) rack unit position

The human-readable state of an asset strip

The asset tag ID

The channel number of a card reader

The custom description of a card reader

The id of a card reader

The manufacturer of a card reader

The custom name of a card reader

The product name of a card reader

The serial number of a card reader

The ID of a hardware component

The name of a configuration parameter

The new value of a parameter

The human readable timestamp of the event occurrence
The IP address of the device the event occurred on

The name of the device the event occurred on

The unit serial number of the device the event occurred on
The formatted duration of the dip/swell event in seconds

The formatted minimum/maximum voltage during the dip/swell event in
volts

The reason for the door access being denied
The id of a door access rule

The name of a door access rule

The error message

The name of the matching event rule

The name of an external port

The peripheral device identifier

The name of a peripheral device

The ID of a peripheral device slot
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Placeholder
[FAILURETYPE]
[FAILURETYPESTR]
[FUSESTATENAME]
[IFNAME]

[INLET]
[INLETLINEPAIR]
[INLETPOLE]
[INLETSENSOR]
[ISASSERTED]
[KEYPADCHANNEL]
[KEYPADDESCRIPTION]
[KEYPADID]
[KEYPADMANUFACTURER]
[KEYPADNAME]
[KEYPADPIN]
[KEYPADPRODUCT]
[KEYPADSERIALNUMBER]
[LINKIDTAG]

[LINKID]
[LINKUNITHOST]
[LOGMESSAGE]
[MONITOREDHOST]
[NETAUTHRESULTSTR]
[NEWUMTARGETUSER]
[OCP]

[OCPSENSOR]
[OCPTRIPCAUSELABEL]

[OCPTRIPCURRENT]

Definition

The numeric hardware failure type

The textual hardware failure type

The human readable state of a fuse

The human readable name of a network interface
The inlet label

The inlet line pair identifier

The inlet power line identifier

The inlet sensor name

Boolean flag whether an event condition became true (1) or false (0)
The channel number of a keypad

The custom description of a keypad

The id of a keypad

The manufacturer of a keypad

The custom name of a keypad

The PIN entered at a keypad

The product name of a keypad

The serial number of a keypad

Link ID prefix for link unit events, empty otherwise
The link ID of a link unit

The host name or IP address of a link unit

The original log message

The name or IP address of a monitored host

The network authentication result string (‘succeeded' or 'failed')
The new target user of a user rename operation

The overcurrent protector label

The overcurrent protector sensor name

The label of the outlet that likely caused the OCP trip

The current flow before the trip event
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Placeholder
[OLDDATETIME]
[OLDVERSION]

[OUTLET]
[OUTLETGROUPID]
[OUTLETGROUPNAME]
[OUTLETGROUPSENSOR]

[OUTLETNAME]

[OUTLETPOLE]
[OUTLETSENSOR]
[PDULINEPAIRSENSOR]
[PDUNUMBER]
[PDUPOLESENSOR]
[PDUSENSOR]
[PERIPHDEVPOSITION]
[PHONENUMBER]
[PORTID]

[PORTTYPE]

[RADIUSERRORDESC]
[ROMCODE]
[SENSORREADING]
[SENSORREADINGUNIT]
[SENSORREPORT]
[SENSORSTATENAME]

[SENSORTHRESHOLDNAMIE]
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Definition

The device date and time before a clock change

The firmware version the device is being upgraded from
The outlet label

The outlet group ID

The outlet group name

The outlet group sensor name

The outlet name

Note: If any outlet does not have a name, neither an outlet name
nor an outlet number will be shown in the custom message for it.
Therefore, it is recommended to check the availability of all outlet
names if intending to use this placeholder.

The outlet power line identifier

The outlet sensor name

The sensor name for a certain line pair

The PDU number in a cascade

The sensor name for a certain power line

The PDU sensor name

The position of an attached peripheral device

The destination phone number of an outgoing SMS message

The label of the external port the event-triggering device is connected to

The type of the external port (e.g. 'feature' or 'auxiliary') the event-
triggering device is connected to

The Radius error message

The romcode of an attached peripheral device
The value of a sensor reading

The unit of a sensor reading

The formatted sensor report contents

The human readable state of a sensor

The name of the threshold being crossed
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Placeholder

[SENSORTHRESHOLDVALUE]
[SERVERPOWEROPERATION]

[SERVERPOWERRESULT]

[SMARTCARDID]
[SMARTCARDTYPE]
[SMTPRECIPIENTS]
[SMTPSERVER]
[SYSCONTACT]
[SYSLOCATION]
[SYSNAME]

[TIMEREVENTID]

[TIMESTAMP]

[UMTARGETROLE]
[UMTARGETUSER]
[USERIP]
[USERNAME]

[VERSION]

Definition

The value of the threshold being crossed

The power control operation that was initiated on a server (on/off)

The result of a power control operation
The id of a smart card

The type of a smart card

The list of recipients of an outgoing mail
The name or IP address of an SMTP server
SNMP MIB-II sysContact field

SNMP MIB-II sysLocation field

SNMP MIB-II sysName field

The id of a timer event

The timestamp of the event occurrence

The target role of a user management operation
The target user of a user management operation
The IP address a user connected from
The user who performed an operation

The firmware version the device is upgrading to

Editing or Deleting a Rule/Action

You can change the settings of an event rule, action or scheduled action, or delete them.

Exception: Some settings of the built-in event rules or actions are not user-configurable. You cannot
delete built-in rules and actions.
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» To edit or delete an event rule, action or scheduled action:

1) Choose Device Settings > Event Rules.
2) Click an item in the list of rules, actions or scheduled actions to open its page.
¢ To modify settings, make changes and then click Save.

e To delete it, click the Delete icon then confirm.
Sample Event Rules

Sample Device-Level Event Rule

In this example, we want the Legrand Power Shelf to record the firmware upgrade failure in the internal
log when it happens.

The event rule involves:

e Event: Device > Firmware update failed

e Action: System Event Log Action

» To create this Device-level event rule:

1) For an event at the Device level, select "Device" in the Event field.
2) Select "Firmware update failed" so that the Legrand Power Shelf responds to the event related to
firmware upgrade failure.

3) To make Legrand Power Shelf record the firmware update failure event in the internal log, select
"System Event Log Action" in the 'Available actions' field.

Mew Rule
Rubke nasme Fawe Rule 1
Enabled w
Eve ayVICe ‘!‘ L
Finmrwane update Tadled ﬂ‘ -
Selected aclions System Ewent Log Action X E!
Axailable actions Select an item v

Select All Deselect All

Sample Outlet-Level Event Rule

In this example, we want the Legrand Power Shelf to send SNMP notifications to the SNMP manager for
any sensor change event of outlet 3.
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The event rule involves:

e Event: Outlet > Outlet 3 > Sensor > Any sub-event
e Action: System SNMP Notification Action

» To create this outlet-level event rule:

1) For an event at the outlet level, select "Outlet" in the Event field.
2) Select "Outlet 3" because that is the desired outlet.
3) Select "Sensor" to refer to sensor-related events.

4) Select "Any sub-event" to include all events related to all sensors of this outlet and all thresholds,
such as current, voltage, upper critical threshold, upper warning threshold, lower critical threshold,
lower warning threshold, and so on.

5) To make Legrand Power Shelf send SNMP notifications, select "System SNMP Notification Action" in
the 'Available actions' field.

Note: The SNMP notifications may be SNMP v2c or SNMP v3 traps/informs, depending on the settings for
the System SNMP Notification Action. See Enabling and Configuring SNMP.

Evant Oustat 1 v
Outlet 3 2 v
Sensof 3 v
<y sub-gvent> 4 T

Sefected actions 5 System SHNMP Notification Action X

Avallable actions - Sedect an item - v

Select All Deselect All

M Cancel o Cregla

Then the SNMP notifications are sent when:
® Any numeric sensor's reading enters the warning or critical range.
e Any sensor reading or state returns to normal.
® Any sensor becomes unavailable.
e The active energy sensor is reset.
® Any state sensor changes its state.

For example, when the outlet 3's voltage exceeds the upper warning threshold, the SNMP notifications are
sent, and when the voltage drops below the upper warning threshold, the SNMP notifications are sent
again.
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Sample Inlet-Level Event Rule

In this example, we want the Legrand Power Shelf to send SNMP notifications to the SNMP manager for
any sensor change event of the Inlet 1.

The event rule involves:

e Event: Inlet > Sensor > Any sub-event
e Action: System SNMP Notification Action

» To create the above event rule:

1) For an event at the inlet level, select "Inlet" in the Event field.
2) Select "Sensor" to refer to sensor-related events.

3) Select "Any sub-event" to include all events related to all sensors of this inlet and all thresholds,
such as current, voltage, upper critical threshold, upper warning threshold, lower critical threshold,
lower warning threshold, and so on.

4) To make the Legrand Power Shelf send SNMP notifications, select "System SNMP Notification
Action" in the 'Available actions' box.

Note: The SNMP notifications may be SNMP v2c or SNMP v3 traps/informs, depending on the settings for
the System SNMP Notification Action. See Enabling and Configuring SNMP.

Event et 1 v
Sensor 2 v
<Ay Sub-ivint 3 L

Selected actions 4 System SHMFP Notification Action X

Available actions — Select an item — -
Select ANl Dezelect All

X Cancel o Craale

Then the SNMP notifications are sent when:
® Any numeric sensor's reading enters the warning or critical range.
e Any sensor reading or state returns to normal.
e Any sensor becomes unavailable.
® The active energy sensor is reset.

For example, when the Inlet I1's voltage exceeds the upper warning threshold, the SNMP natifications are
sent, and when the voltage drops below the upper warning threshold, the SNMP notifications are sent
again.
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Sample Environmental-Sensor-Level Event Rule

This section applies to outlet-switching capable models only.

In this example, we want Legrand Power Shelf to activate the load shedding function when a contact
closure sensor enters the alarmed state. This event rule requires creating a new action before creating

the rule.

» Step 1: create a new action for activating the load shedding

1) Choose Device Settings > Event Rules >

== New Action .

2) Inthis illustration, assign the name "Activate Load Shedding" to the new action.
3) Inthe Action field, select "Change load shedding state."
4) In the Operation field, select "Start load shedding."

Mew Action

ACTion name

Selecied PDUs

Available PDUs

5) Click Create.

Actvate Load Shedding 9
Change load shedding stale 6 L
-,

S1art load shedding y
_:-lln.l-, dl"@_{ v
ey POU (7] 3

Sefect an nem - -

»Creale

After the new action is created, follow the procedure below to create an event rule that triggers the
load shedding mode when the contact closure sensor enters the alarmed state. This event rule involves

the following:

e Event: Peripheral Device Slot > Slot 1 > State Sensor/Actuator > Alarmed/Open/On

e Trigger condition: Alarmed

e Action: Activate Load Shedding
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» Step 2: create the contact closure-triggered load shedding event rule

1 Click == New Rule

2) Inthis illustration, assign the name "Contact Closure Triggered Load Shedding" to the new rule.

on the Event Rules page.

3) Inthe Event field, select "Peripheral Device Slot" to indicate we are specifying an event related to
the environmental sensor package.

4) Select the ID number of the desired contact closure sensor. In this illustration, the ID number of the
desired contact closure sensor is 1, so select Slot 1.

Note: ID numbers of all sensors/actuators are available on the Peripherals page.

5) Select "State Sensor/Actuator" because the contact closure sensor is a state sensor.

6) Select "Alarmed" since we want the Legrand Power Shelf to respond when the selected contact
closure sensor changes its state related to the "alarmed" state.

7) Inthe 'Trigger condition' field, select the Alarmed/Open/On radio button so that the action is taken
only when the contact closure sensor enters the alarmed state.

8) Select "System Event log Action" from the 'Available actions' list.

Mew Rule
Rule name Mew Kule 1
Enabiled L
Event Peripheral Device Shot @ v
iy POU (1) On/oH 1 % i
”!51.'|‘.-‘ Sensof / Actuator @ L]
.r'nlarmen. Open / On @:.J v
Trgger condithon 6 ® Alarmed / open / on
o Mo longer alanmed | closed / off
Baith
Selecied actions Q, System Event Log Action X
Available actions = Sebect an item - ¥

X Cancel ~'Create

A Note about Infinite Loop

You should avoid building an infinite loop when creating event rules.
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The infinite loop refers to a condition where the Legrand Power Shelf keeps busy because the action or
one of the actions taken for a certain event triggers an identical or similar event which will result in an
action triggering one more event.

» Example 1

This example illustrates an event rule which continuously causes the Legrand Power Shelf to send out
email messages.

Event selected Action included
Device > Sending SMTP message failed Send email
» Example 2

This example illustrates an event rule which continuously causes the Legrand Power Shelf to send out
SMTP messages when one of the selected events listed on the Device menu occurs. Note that <Any sub-
event> under the Device menu includes the event "Sending SMTP message failed."

Event selected Action included
Device > Any sub-event Send email
» Example 3

This example illustrates a situation where two event rules combined regarding the outlet state changes
causes the Legrand Power Shelf to continuously power cycle outlets 1 and 2 in turn.

Event selected Action included

Outlet > Outlet 1 > Sensor > Outlet State > On/Off > ' Cycle Outlet 2
Both (trigger condition) (Switch outlets --> Cycle Outlet --> Outlet 2)
Outlet > Outlet 2 > Sensor > Outlet State > On/Off >  Cycle Outlet 1

Both (trigger condition) (Switch outlets --> Cycle Outlet --> Outlet 1)

A Note about Untriggered Rules

In some cases, a measurement exceeds a threshold causing an alert. The measurement then returns to
a value within the threshold, but the Legrand Power Shelf does not generate an alert message for the
Deassertion event. Such scenarios can occur due to the hysteresis tracking the Legrand Power Shelf
uses. See "To De-assert" and Deassertion Hysteresis.
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Setting Data Logging

The data log stores records of each internal sensor's readings. You can configure the log capacity and
the frequency that measurements are taken and stored. The total size of the data log is limited due to
memory constraints. For example, for a unit with 500 sensors, the effective log size cannot be more
than 200 records. A log capacity warning appears if the desired log capacity is higher than the effective
log capacity.

You can configure how often measurements are written into the data log using the Measurements Per
Log Entry field. Since the internal sensors are measured every second, specifying a value of 60, for
example, would cause measurements to be written to the data log once every minute. Whenever
measurements are written to the log, three values for each sensor are written: the average, minimum
and maximum values. For example, if measurements are written every minute, the average of all
measurements that occurred during the preceding 60 seconds along with the minimum and maximum
measurement values are written to the log.

The device's SNMP agent must be enabled. In addition, using an NTP time server ensures accurately
time-stamped measurements.

By default, data logging is enabled. You must have the "Administrator Privileges" or "Change Pdu, Inlet,
Outlet & Overcurrent Protector Configuration" permissions to change the setting.

Important: The third-party management solutions like PowerlQ rely on the data logging feature, and the
settings should be changed only in accordance with those systems' requirements.

» To configure the data logging feature:

1) Choose Device Settings > Data Logging.

2) To enable the data logging feature, select the "Enable" checkbox in the General Settings section.
3) Measurements Per Log Entry: Valid range is from 1 to 600. The default is 60.

4) Log capacity: Valid range varies, from 60 to 20,000.

5) Enable data log backup: Select this checkbox to enable an automatic USB backup of your data log.
USB stick with specially configured file required, see procedure below.

6) Verify that all sensor logging is enabled. If not, click Enable All at the bottom of the page to have all
sensors selected.

7) Click Save.
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Data Logging

Enable data logging L

Measurements per log entry 60

Desired log capacity 120

Enable data log backup v

+ My PDU (1) Logged Sensors o Enable All X Disable Al

Linit Sensors (1 of 1 enabled) b4
Inlet Sensors (15 of 15 enabled) g
Outlet Sensors (612 of 612 enabled) b
Outlet Group Sensors (8 of B enabled) W
Overcurrent Proteclor Sensors (4 of 4 enabled) W
Peripheral Device Sensors (64 of 64 enabled) W

» Enable Data Log Backup:

This feature allows backup of the data log on a USB drive. When the Legrand Power Shelf reboots, e.g
because of a power outage, it will repopulate the data log from the backup on the USB Stick.

To Prepare USB:

Before connecting a USB drive to the Legrand Power Shelf, configure a file with these details:

1) Create a text file containing:
e user=<admin_username>
e password=<admin_user_password>
e destroy_and_format_for_storage=true
2) Save the file as "fwupdate.cfg" on the USB drive.
3) Make sure the Enable Data log backup checkbox is selected in Device Settings > Data Logging.
4) Connect the USB drive to the device.

o L1legrand



On the console of the Legrand Power Shelf, you will see the USB drive is reformatted and existing contents
are removed. Once formatting is done, data is started to be backed up on the USB.

Note: Backed up data on the USB is in encrypted form.

Configuring Data Push Settings

You can push the sensor or asset strip data to a remote server for data synchronization. The destination
and authentication for data push have to be configured properly on the Legrand Power Shelf.

HTTP/HTTPS Destinations: The data will be sent in JSON format using HTTP POST when you select HTTP
or HTTPS as the destination URL. Each push message contains exactly one JSON object. The data format
is formally defined in IDL files, sharing several definitions from the JSON-RPC data model. IDL files are
available by launching JSON-RPC online help, which is available on the Support site for your product.

MQTT Destinations: If MQTT is selected as the protocol, only data of the latest log row will be sent. The
records of this log row are published under multiple topic names, one for each logged sensor.

After configuring the destination and authentication settings, do either or both of the following:

e To perform the data push after the occurrence of a certain event, create the data push action and
assign it to an event rule.

e To push the data at a regular interval, schedule the data push action.

» To configure data push settings:

1) Choose Device Settings > Data Push.
2) To specify a destination, click New Destination.
3) Set up the URL field.
a. Select http, https, or MQTT.
b. Type the URL or host name in the accompanying text box.

4) If selecting https, a CA certificate is required for making the connection. Click Browse to install it.
Then you can:

e Click Show to view the certificate's content.
e Click Remove to delete the installed certificate if it is inappropriate.

5) If the destination server requires authentication, select the 'Use authentication' checkbox, and enter
the following data.

e User name comprising up to 64 characters
e Password comprising up to 128 characters
6) Inthe 'Entry type' field, determine the data that will be transmitted.
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® Asset management tag list: Transmit the information of the specified asset strip(s), including the
general status of the specified strip(s) and a list of asset tags. The asset tags list also includes the
tags on blade extension strips, if any.

* Asset management tag log: Transmit the log of all asset strips, which is generated when there are
changes made to asset tags and asset strips, including asset tag connection or disconnection
events.

e Sensor log: Transmit the record of all logged sensors, including their sensor readings and/or status.
Logged sensors refer to all internal and/or environmental sensors/actuators that you have selected
on the Data Logging page.

7) If 'Asset management tag list' is selected in the above step, specify the asset strip(s) whose
information to send. Depending on your model, only one strip may be available.

¢ To specify the asset strip(s), select them one by one from the Available AMS Ports list. Or click
Select All to add all.

e To remove the asset strip(s), click that asset strip's X in the Selected AMS Ports field. Or click
Deselect All to remove all.

8) Click Create.
9) Repeat the same steps for additional destinations. Up to 64 destinations are supported.

» To immediately push out the data:

1) On the Data Push page, choose the data source you want to push out.
2) Click the Push Now button.

» To cancel a data push:
®  You can cancel the push in progress: Click Cancel.
» To modify or delete data push settings:

1) On the Data Push page, click the one you want in the list.
2) Perform either action below.
¢ To modify settings, make necessary changes and then click Save.
e To delete it, click Delete, and then confirm it on the confirmation message.

Data Push Format Examples

Sensor Log

The root object of the message is a SensorLogPushMessage structure. It comprises a list of sensor
descriptors and a list of log rows.

» Sensor descriptors:

The sensor descriptor vector contains static information of all logged sensors, including:
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e The electrical component a sensor is associated with. For example, an inlet pole or an overcurrent
protector.

e The sensor's type. For example, RMS current or active energy.

e Unit and range of the sensor's readings.

» Log rows:

Each log row consists of a time stamp (accumulated seconds since 1/1/1970) and a list of log records --

one for each logged sensor.

The length and order of the record list is the same as the sensor descriptor vector.

Sensor Descriptors for Inlet Active Power

The following illustrates a descriptor for an inlet active power sensor.

The metadata field is relevant only to numeric sensors so the readingtype field is displayed twice
in the illustration.

The comment beginning with // in each line, is added to the following illustration to help explain it.

Log Rows

Hdayica®: |
"eypat: 0,
"labeal™: “YI1v,
"lina": O

P

"id": "activePower",

"readingtype™: 0,

“metadata™: |
neypats |

"readingtype": 0,

"type": 5§,
"ndr™: 3
I
"decdigita™: 0,
"accuracy": 1.0,
"resslotien™: 1.0,
“tolerance”; 1.5,
“range®: |
"lower®: 0.0,

"upper”: I0000.0

i
I
i

fr
£

I
i
I

i
rf
i
iy

I
i

Inlet sensor (see DeviceType anumsration)
Inlec labal: Il
Power line; nor applicable for inlert Senssrs

Sens3or identificaticn
Faading Type: momeric

redding type: mmaric
Sensor type: Active power
peading unit: watt

Ho decimal digita

Aocuracy: 1 parcant

Reading resolucicn: 1 W
reading tolerance: +/- 1.5 W

Minimm reading: O W
Maximmz resading: 30 kW

The following illustrates log rows with only one sensor record shown.

The actual length and order of log rows will be the same as those of sensors descriptors.

The comment beginning with // in each line, is added to the following illustration to help explain it.
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"resonda™i |
L

=atacae™: 5,
“minValue™:
“awgvalua™=:
“maxiValue™:

"rimsataEp®: 1334032852,

"available™: true,
“takenValidSarplea™:

ff Tima scwmp (secords sincs 1/1/1970)

#/ This pecord is availabls

f Puxber of valid samples in chis log peried

ff Senszor was in normal range

A Minimes sensor wvaloe: 5.8 kW
! Awerage sensor value: 5.9 ki
ff Mawimom sensor value: 6.1 kW

£l 1...] pecord for next sensor

Asset Management Tag List

The root object of the asset management tag list message is an AssetStripsMessage structure. It
contains current data about all connected asset management strips and tags, which is similar to the

illustration below.

"agsartScripa™: [
{

L

L

]i

"srripInfo®: |
“bladetverflow®: falas,
"bladeTaglount™: 0O,
"cascadesStae”: 0,
"componentCount™: 1,
"mainTagCounc™: 2,
*maxBladeTagCount™: 128,
“maxMMainTaglount"”: 64,
"rackUnitCount™: 48

"devicaInfo™: {
“appVersica®™: 24,
"boptVersicn™: &,
“deviceld™: 48,
"hardwarald™: 2,
"isCascadable": falss,
"orientaticnSenafvailabls™: trus,
“protocolVersion®: 257,
"rackinicCountConfigurable™: True

"settinga: {
*rackinicCount™: 48,
name™: “Asset Strip 1",

"scanMode™: 0,

"defaultColorConnected™: { "c™: 0, "g": 255, "b™: 0 |},

mdafaultColorDisconnected™: { "®: 255, "g": 0, "B": 0 },

*numberingMode®: 1,

*mumberingoffaec™: 1,

"orientation®:
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(Continued)

veags®: |

"rackUnitiumber": 4,
"slotNumbar®: 0,
“familyDesc™: “Unbnown®™,
“rawld": "DEADSEEFQO00™,
"programmable”: 0

“rackUnitihamber®: 5,
“slotHumber™: O,
"familyDesc™: “Unknown®™,
"rawId": "DEADBEEFQS00™ .
"programmable®™: 0

Asset Management Tag Log

The root object of the asset management log message is an AssetLogPushMessage structure. It

contains a list of tag or strip events since the last successful push.

The comment beginning with // in each line, is added to the following illustration to help explain it.

frecords®: [

[

=timestamp®: 1334052852, 7 Time stamp [seconds since 151719703

"eypaT: 1, fF 00 empty, 1: tag conmected, 2: thg disconnacted,
ff 3r amset strip state changed

“assecStripiumbar=: 0O, #f Maset strip number

“rackinithusber® @ 10, /7 Rack unit pomber

="rackimitPosition™ : 12, #f Rack unit posicion

=slotiasbher™, #/f Blade extension slot nusher

Eagrd®, ff The ID of the Assst panagemsnt t&g

"atate™: 5, /f Sonsor was in pormal ramge

"parentBladerd™, /f ID of the parent blade extension tag

"state®: 0 fF 0 disconnected, 1: fioowars gpdate,

£ 2 unsupported, 3: available

ff [er.] mEE DeshDd

Monitoring Server Accessibility

You can monitor whether specific IT devices are alive by having the Legrand Power Shelf continuously
ping them. An IT device's successful response to the ping commands indicates that the IT device is still

alive and can be remotely accessed.
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This function is especially useful when you are not located in an area with Internet connectivity.

Legrand Power Shelf can monitor any IT device, such as database servers, remote authentication
servers, power distribution units (PDUs), and so on. It supports monitoring a maximum of 64 IT devices.

To perform this feature, you need the Administrator Privileges.

The default ping settings may not be suitable for monitoring devices that require high connection
reliability so it is strongly recommended that you should adjust the ping settings for optimal results.

In addition, if your Legrand Power Shelf is outlet switching capable, you can even connect a monitored
IT device to one or multiple outlets of Legrand Power Shelf and then have Legrand Power Shelf perform
the following two actions as needed, in addition to monitoring its status:

e  First shut down the monitored IT device.

e After the IT device is shut down, power off the outlet(s) where that device is connected.

Important: Not every IT device can be shut down by Legrand Power Shelf so it is
suggested to verify whether the device can be shut down using a shutdown
command. For example, Legrand Power Shelf cannot shut down a PDU with a
shutdown command.

» To add IT equipment for ping monitoring:

1) Choose Device Settings > Server Reachability.

2 cick T Monitor New Server

3) By default, the "Enable ping monitoring for this server" checkbox is selected. If not, select it to
enable this feature.

4) Configure the following.
Field Description

IP address/hostname IP address or host name of the IT equipment which you
want to monitor.

Number of successful The number of successful pings required to declare that
pings to enable feature ' the monitored equipment is "Reachable." Valid range is

0 to 200.
Wait time after The wait time before sending the next ping if the
successful ping previous ping was successfully responded. Valid range

is 5 to 600 (seconds).

Wait time after The wait time before sending the next ping if the
unsuccessful ping previous ping was not responded. Valid range is 3 to
600 (seconds).

Number of consecutive ' The number of consecutive pings without any response
unsuccessful pings for  before the monitored equipment is declared
failure "Unreachable." Valid range is 1 to 100.
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Field Description

Wait time before The wait time before the Legrand Power Shelf resumes
resuming pinging after | pinging after the monitored equipment is declared
failure "Unreachable." Valid range is 1 to 1200 (seconds).

Number of consecutive | The number of times the monitored equipment is

failures before disabling ' declared "Unreachable" consecutively before the

feature (0 = unlimited)  Legrand Power Shelf disables the ping monitoring
feature for it and shows "Waiting for reliable
connection." Valid range is 0 to 100.

5) On a unit with outlet switching capability, there is one more checkbox available -- Power control
enabled.

To be able to shut down and power control the monitored IT device via the Server Reachability page,
enable this checkbox and configure related settings, which are explained in the following table.

6) Click Create.
7) To add more IT devices, repeat the same steps.

» To configure the shutdown and power control settings:

Restriction: To make the power control feature work properly, the power cord(s) of the monitored IT
device must be connected to the same unit which is monitoring the IT device.

Field Description
Shutdown This is the command which is sent to the monitored IT device via
command SSH for shutting it down after you press the Shutdown button on
Legrand Power Shelf.
e GNU/Linux:

This option sends the GNU/Linux shutdown command.
e Windows:

This option sends the Windows shutdown command.
e  Custom:

If the monitored device's system is neither GNU/Linux
nor Windows, choose this option to specify a proper
shutdown command, which can comprise a maximum of
1024 ASCII characters.

User name,  Specify user credentials for logging in to the monitored device via

Password SSH.
e User name:
The name comprises up to 128 non-empty ASCII
characters.
e Password:
The password comprises up to 128 ASCII characters.
SSH port The monitored device's SSH port.
e Defaultis 22.
Kllegrand’
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Field

Power target
to switch

Method of
checking

successful
shutdown

Timer delay

Active power
threshold

Timeout for
shutdown
check

Description

Select the outlet or outlet group that is powering the monitored
device.

This field determines when Legrand Power Shelf will power off
the outlet(s) that supplies power to the monitored device, after
Legrand Power Shelf issues the shutdown command to that
device.

e Timer:

e Legrand Power Shelf will power off the selected outlet or
outlet group after the time specified in the 'Timer delay' field
expires.Active power drop:

Legrand Power Shelf will power off the selected outlet(s)
after the active power value of the selected outlet or
outlet group drops below the value specified in the
'Active power threshold' field.

Note: Number of available methods is model dependent.
The 'Active power drop' method is available only on models
with outlet metering capability.

This field appears for the 'Timer' method.

Valid values range between 5 and 10,000 seconds.

The field appears for the 'Active power drop' method.

Valid values range between 0 and 21,000 W.

This field appears for the 'Active power drop' method.

Valid values range between 5 and 10,000 seconds.

The power-off operation is performed only when the active power
value of the selected outlet or outlet group drops below the
'Active power threshold' within the period of time specified in this
field.

If the active power value drops below the 'Active power
threshold' after the specified time expires, the power-off
operation will NOT be performed.

Server Status Checking or Power Control

Not all models supports the shutdown and power control features via the Server Reachability page.
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After adding IT equipment for monitoring, all IT devices are listed on the Server Reachability page.

Server Reachability O Power Up (O Shutdown B Delete =+ Monitor New Server
IP Address/Hostname & Ping Enabled  Status Pawer Cantrol
yes Waiting for reliable connection dhsabied
« www begrand com yes Emar Server pawer is off

In the beginning, the status of the added IT equipment shows "Waiting for reliable connection," which
means the requested number of consecutive successful or unsuccessful pings has not reached before
Legrand Power Shelf can declare that the monitored device is reachable or unreachable.

» To check the server monitoring states and results:

1) The column labeled "Ping Enabled" indicates whether the monitoring for the corresponding IT

device is activ

ated or not.

2) The column labeled "Status" indicates the accessibility of monitored equipment.

Status
Reachable
Unreachable

Waiting for reliable
connection

3) If your model

Power control
status

(disabled)

Server power is
on

Server power is
off

Server is shutting
down

Power state
unknown

Kllegrand’

Description
The monitored equipment is accessible.
The monitored equipment is inaccessible.

The connection between the device and the monitored
equipment is not reliably established yet.

supports outlet switching, one more column displays -- Power Control.

Description

Power control is not enabled for the monitored equipment.

The outlet or outlet group associated with the monitored
equipment is being powered on.

¢ In the scenario where an 'outlet group' is associated with the
equipment, the message 'Server power is on' is shown as long
as one of the outlets in the outlet group remains powered on.

The outlet or all outlets of the outlet group associated with the
monitored equipment are being powered off.

The shutdown command was sent to the monitored equipment,
but the shutdown operation has not completed or succeeded yet.

Cannot determine the power state of the outlet(s) associated
with the monitored device.

For example, maybe the outlet group associated with the
monitored device has been deleted.
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» To shut down a monitored device:

194

1) Select the IT device that you want to shut down.
2) Click Shutdown.
3) Confirm the operation when prompted.

4) Observe the Power Control status of the monitored device to make sure the shutdown operation
succeeds.

To power on a monitored device:

1) Select the IT device that you want to turn on.
2) Click Power Up.
3) Confirm the operation when prompted.

4) Observe the Power Control status of the monitored device to make sure the power-on operation
succeeds.

Editing or Deleting Ping Monitoring Settings

You can edit the ping monitoring settings of any IT device or simply delete it if no longer needed.

To modify or delete any monitored IT device:

1) Choose Device Settings > Server Reachability.
2) Click the desired one in the list.
3) Perform the desired action.

ﬁ'ﬂ Delete

¢ To modify settings, make necessary changes and then click Save. To delete it, click
on the top-right corner.

Front Panel Settings

You can set up the default mode of the front panel display, and front panel functions for outlet
switching, actuator control, beeper mute or RCM self-test.

Note that available front panel settings are model dependent.

Outlet switching -- available on outlet-switching capable models only.

e Actuator control -- available on all models.

Internal beeper's mute function -- available on all models

Default front panel mode setup.
RCM self-test -- available on those models which support residual current monitoring.

To configure the front panel settings:

1) Choose Device Settings > Front Panel.

2) Configure the following:
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¢ To configure the default view of the LCD display, select one mode below.

Note: The default view is shown in the automatic mode.

Mode Data entered
Automatic mode | The LCD display cycles through both the inlet and
overcurrent protector information. This is the default.

Overcurrent protector information is available only when
your Legrand Power Shelf has overcurrent protectors.

Transfer switch Shows the "Transfer Switch" page.
overview
Inlet overview The LCD display cycles through the inlet information only.

¢ To enable the front panel outlet-switching function, select the 'Outlet switching' checkbox.

¢ To enable the front panel actuator-control function, select the 'Peripheral actuator control’'
checkbox.

e The built-in beeper's mute control function is enabled per default. To disable it, deselect the 'Mute
beeper' checkbox.

e By default the front panel RCM self-test function, if available, is enabled.
3) Click Save.
If the 'Mute beeper' feature is enabled, you can operate the front panel to mute it whenever it beeps.
Or you can turn on or off outlets/actuators by operating the front panel.

Configuring the Serial Port

You can change the bit rate of the serial port labeled CONSOLE / MODEM that is present on some
models. The default bit rate for console and modem operation is 115200 bps.

The following devices are supported via the serial interface:

e A computer for console management.
e A Raritan KVM product.
e Ananalog modem for remote dial-in and access to the CLI.

e A GSM modem for sending out SMS messages to a cellular phone.

Bit-rate adjustment may be necessary. Change the bit rate before connecting the supported device to
the Legrand Power Shelf through the serial port, or there are communication problems.

You can set diverse bit-rate settings for console and modem operations. Usually the Legrand Power
Shelf can detect the device type, and automatically apply the preset bit rate.

The Legrand Power Shelf will indicate the detected device in the Port State section of the Serial Port
page.

To configure serial port and modem settings, choose Device Settings > Serial Port.
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» To change the serial port's baud rate settings:

1) Click the 'Connected device' field to make the serial port enter an appropriate state.

Options Description
Automatic The Legrand Power Shelf automatically detects the type of the device
detection connected to the serial port.

Select this option unless your Legrand Power Shelf cannot correctly detect
the device type.

Force console The Legrand Power Shelf attempts to recognize that the connected device is
set for the console mode.

Force analog The Legrand Power Shelf attempts to recognize that the connected device is
modem an analog modem.

Force GSM modem The Legrand Power Shelf attempts to recognize that the connected device is
a GSM modem.

2) Click the 'Console baud rate' field to select the baud rate intended for console management.

Note: For a serial RS-232 or USB connection between a computer and the Legrand Power Shelf, leave it at
the default (115200 bps).

3) Click the 'Modem baud rate' field to select the baud rate for the modem connected to the Legrand
Power Shelf.

The following modem settings/fields appear in the web interface after the Legrand Power Shelf detects
the connection of an analog or GSM modem.
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» To configure the analog modem:

1) Select the 'Answer incoming calls' checkbox to enable the remote access via a modem. Otherwise,
deselect it.

2) Type avalue in the 'Number of rings before answering' field to determine the number of rings the
Legrand Power Shelf must wait before answering the call.

» To configure the GSM modem:

1) Enter the SIM PIN code.
2) Select the 'Use custom SMS center number' checkbox if a custom SMS center will be used.
e Enter the SMS center number in the 'SMS center' field.
3) If needed, click Advanced Information to view detailed information about the modem, SIM and
mobile network.
4) To test whether the Legrand Power Shelf can successfully send out SMS messages with the modem
settings:
a. Enter the number of the recipient's phone in the Recipient Phone field.
b. Click Send SMS Test to send a test SMS message.

Lua Scripts

If you can write or obtain any Lua scripts, you can create or load them into the Legrand Power Shelf to
control its behaviors.

Some Lua scripts examples are provided, which you can load as needed.

Note: Not all Lua script examples can apply to your Legrand Power Shelf model. You should read each
example's introduction before applying them.

You must have the Administrator Privileges to manage Lua scripts.

Writing or Loading a Lua Script

You can enter or load up to 4 scripts.

» To write or load a Lua script:

4= Create New Script

1) Choose Device Settings > Lua Scripts >
2) Type a name for this script. Its length ranges between 1 to 63 characters.
The name must contain the following characters only.

e Alphanumeric characters

e Underscore (_)

e Minus (-)
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Note: Spaces are NOT permitted.

3) Determine whether and when to automatically execute the loaded script.
Checkbox Behavior when selected

Start automatically at system  Whenever the Legrand Power Shelf reboots, the script is
boot automatically executed.

Restart after termination The script is automatically executed each time after 10 seconds
since the script execution finishes.

4) (Optional) Determine the arguments that will be executed by default.

+ Add argument
a. Click

b. Type the key and value.

C. Repeat the same steps to enter more arguments as needed.

» To remove any existing argument, click adjacent to it.

Note: The above default arguments will be overridden by new arguments specified with the

"Start with Arguments" command or with any Lua-script-related event rule.

5) Inthe Source Code section, do one of the following. It is recommended to leave the Enable Syntax
Highlighting checkbox selected unless you do not need different text colors to identify diverse code

syntaxes.

e To write a Lua script, type the codes in the Source Code section.
Source Code
W Load Local File W Load Example

¥ Enable syntax highlighting

-— Type your codes here.

¢ To load an existing Lua script file, click Load Local File.

* To use one of the default Lua script examples, click Load Example.

Lllegrand’



Warning: The newly-loaded script will overwrite all existing codes in the Source Code section.
Therefore, do not load a new script if the current script meets your needs.

6) If you chose to load a script or the example in the previous step, its codes are then displayed in the
Source Code section. Double check the codes. If needed, modify the codes to meet your needs.

7) Click Create.

Manually Starting or Stopping a Script

You can manually start or stop an existing Lua script at any time.

When starting a script, you can choose to start it either with its default arguments or with new
arguments.

Tip: To have the Legrand Power Shelf automatically start or stop a script in response to an event, create
an event rule.

» To manually start a script:

1) Choose Device Settings > Lua Scripts. The Lua scripts list displays.

+ Create New Script

Hame State fugtostart Restart

2) Click the desired script whose state is either 'Terminated' or 'New.'

3) To start with default arguments, click p Start .

L ]
To start with new arguments, click * > Start With Arguments. Newly-assigned arguments will override
default ones.
4) If you chose "Start With Arguments" in the above step, enter the key and value in the Start Lua

Script dialog.

+ Add argument

e Click if needing additional arguments.
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€ Lua Scripts | New Seript

Settings

Restart afier termination

Key Value

5) Click Start.
6) The script output will be shown in the Script Output section.

<& Clear

¢ If needed, click = to delete the existing output data.

» To manually stop a script:

1) Choose Device Settings > Lua Scripts.
2) Click the desired script whose state is either 'Running' or 'Restarting.’

3) Click - Stﬂp

4) Click Stop on the confirmation message.

on the top-right corner.

Checking Lua Scripts States

Choose Device Settings > Lua Scripts to show the scripts list, which indicates the current state and
settings of each script.

Lua Secripts + Create Mew Script
Hame State Autostart Restart
Terminated e no
Termnated -1 &
» State:
State Description
New The script is never executed since the device boot.

Running  The script is currently being executed.
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State Description

Terminated The script was once executed, but stops now.

Restarting  The script will be executed. Only the scripts with the "Restart"
column set to "yes" will show this state.

» Autostart:

This column indicates whether the checkbox labeled "Start automatically at system boot" is enabled. .

» Restart:

This column indicates whether the checkbox labeled "Restart after termination" is enabled.
Modifying or Deleting a Script
» To modify or replace a script:

1) Choose Device Settings > Lua Scripts.
2) Click the desired one in the scripts list.

H
3) Click * > EditScript.
4) Make changes to the information shown, except for the script's name, which cannot be revised.

e To replace the current script, click Load Local File or Load Example to select a new script.

» To delete a script:

1) Choose Device Settings > Lua Scripts.
2) Click the desired one in the scripts list.

L)
3) Click * > Delete.

4) Click Delete on the confirmation message.

Miscellaneous

The Miscellaneous page contains some assorted settings.

» Enable USB Host Ports:

e |f you want to enable/disable your Legrand Power Shelf USB host ports, use this checkbox.

When disabled, the following features are unavailable:
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e Wireless networking

e USB cascading

e USB configuration and firmware update
e Webcam support

e USB card reader support

e PDView mobile app for iOS

» Enable Crestron XiO Connection:

e |f the Crestron XiO connection is part of your configuration, you can enable/disable it here.

Miscellaneous

USE Host Ports

* = o= o8 @® ®

Crestron Xi0 Connection

Using Prometheus and Grafana

You can use the open-source tools Prometheus and Grafana to collect sensor data and visualize it. In
Prometheus, the sensor readings are stored locally as time series data, which can be visualized in graphs
created by Grafana or similar tools This information is displayed on dashboards, and you can create

multiple dashboards as needed.
Requirements for Prometheus and Grafana

» Prometheus Requirements:

e Prometheus v2.0 or higher
e Install on a computer in the Legrand Power Shelf network.

e Reference: https://prometheus.io/docs/introduction/first_steps/
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» Grafana requirements:

e Grafana v8.1.5 or higher
e Install on a computer in the network of the Prometheus instance.

e Reference: https://grafana.com/grafana/download?pg=get&plcmt=selfmanaged-box1-ctal

Collected Data

For integration into a Prometheus system, the PDU can output all measurements in a Prometheus-
compatible format that can be queried from the URL: 'https://<PDU_IP>/cgi-bin/
dump_prometheus.cgi'. The URL has one optional parameter, "include_names=1", to include PDU,
names for Inlet, Outlet, OCP, TransferSwitch,and Sensors as metric labels.

You can use cURL as follows to retrieve the data:

1. curl -k https://username:password@[PDU_IP]/cgi-bin/dump_prometheus.cgi

2. curl -k https://username:password@[PDU_IP]/cgi-bin/dump_prometheus.cgi?include_names=1

Maintenance

Click 'Maintenance' in the Menu to view the options.

Maintenance

Device Information
Connected Users
Event Log

Update Firmware
Firmware History
Bulk Configuration
Backup / Restore

Network Diagnostics

Download Diagnostic

Hardware Failures

Unit Reset

About Firmware
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Device Information

The Device Information page displays hardware and software information of components or connected

peripheral devices.

Tip: If the information shown on this page does not match the latest status, press F5 to reload it.

» To display device information:

204

1) Choose Maintenance > Device Information. Click any header to expand the information. Available

sections depen
Section title

Information

Network

Port Forwarding

Outlets

Overcurrent
Protectors

Controllers

Peripheral Devices

Asset
Management

Security

d on your model.
Information shown

General device information, such as model name, serial number,
firmware version, board ID and revision, MIB download link(s) and so
on.

iX7-G1 hardware or newer shows both Board ID and revision.

The network information, such as the current networking mode, I1Pv4
and/or IPv6 addresses and so on.

Information on cascading configurations also shows here.

If the port forwarding mode is activated, this section shows a list of
port numbers for all cascaded devices.

Each outlet's receptacle type, operating voltage and rated current.

Each overcurrent protector's type, rated current and the outlets that it
protects.

Each inlet or outlet controller's serial number, Device ID,Hardware ID,
Firmware Version and Status.

Serial numbers, model names, position and firmware-related
information of connected environmental sensor packages.

Note: Serial number when clicked provides the detail
information of the peripheral device.

Each asset strip's ID, boot version, application version and protocol
version.

SSH host keys.

Viewing Connected Users

You can check which users are logged in and their status. If you have administrator privileges, you can
terminate any user's connection.
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» To view and manage connected users:

1) Choose Maintenance > Connected Users. A list of logged-in users displays.

Connected Users

User Name & I Address Client Type Idie Time

it % 168 £0 5 i -_
A g &0 Wb

Column  Description
User Name The login name of each connected user.

IP Address | The IP address of each user's host.

For the login via a local connection (serial RS-232 or USB), <local> is
displayed instead of an IP address.

Client Type The interface through which the user is being connected to the Legrand
Power Shelf.

e Web GUI: Refers to the web interface.
e CLI: Refers to the command line interface (CLI).

The information in parentheses following "CLI" indicates how
this user is connected to the CLI.

- Serial: The local connection, such as the serial RS-232 or
USB connection.

- SSH: The SSH connection.

- Telnet: The Telnet connection.

e Webcam Live Preview: Refers to the live webcam image sessions.
See below.

Idle Time  The length of time for which a user remains idle.

Disconnect
2) To disconnect any user, click the corresponding

a. Click Disconnect on the confirmation message.

b. The disconnected user is forced to log out.
» If there are live webcam sessions:

All Live Preview window sessions sharing the same URL, including one Primary Standalone Live Preview
window and multiple Secondary Standalone Live Preview windows, are identified as one single
"<webcam>" user in the Connected Users list. You can disconnect a "<webcam>" user to terminate all
sessions sharing the same URL.

Usar Name 4 IP Adress Cliant Type Idle Tima

<webcams 192.168.84.22 Webcam Live Preview @ min Disconnect
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The IP address refers to the IP address of the host where the Primary Standalone Live Preview window
exists, NOT the IP address of the other two associated sessions.

Viewing, Pausing, Resuming or Clearing the Local Event Log

By default, certain system events are captured and saved in a local event log.

You can view historical events in the local event log. until the log size reaches 384KB. Event IDs are
assigned in a continuous sequence as new events are recorded. When the log is full and old entries are
removed, their event IDs are not used again. When the device restarts, it does not keep the previous
event IDs. The first new event after a reboot is always numbered 0. If you clear the event log, the event
ID counter resets to 0 as well.

» To display the local event log:

1) Choose Maintenance > Event Log.
Each event entry consists of:
¢ ID number of the event

Date and time of the event

e Event type
e A description of the event

2) To filter the list, select the desired event type in the 'Filter event class' field, or enter keywords in the
'Filter by log message' field.

3) The log is refreshed automatically at a regular interval of five seconds. To avoid any new events'
interruption during data browsing, you can suspend the automatic update by clicking Pause.

¢ To restore automatic update, click Resume. Those new events that have not been listed yet due to
suspension will be displayed in the log now.

» To Pause & Resume the local log:

1) Click Pause on the top right corner.

| Clear Log : Export s CSY

Event Log Il Pause

GUI temporarily stops displaying Event Log updates and button label shows 'Resume’.
2) Click Resume on the top right corner.

GUI continues displaying Event Log updates and shows also messages which were skipped when paused.
The Button label shows 'Pause’.

Note: After page change, Event Log list is automatically in 'Resumed' state again.
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» To clear the local log:

1) Click Clear Log on the top-right corner.
2) Click Clear Log on the confirmation message.

Event Log N Pause [B Clear Log| & Exportas CSV

Fitter by log message

4

» To export the log:

1) Click Export as CSV on top right corner.

2) CSV file gets downloaded to local machine.

(S
0

Event Log Nl Pause lear Log 2 Export as CSV

Eiler by o meee noe
Fikter by log message

Updating the Firmware

When performing the firmware update, the Legrand Power Shelf keeps each outlet's power status
unchanged so no server operation is interrupted. During and after the firmware update, outlets that
have been powered on prior to the update remain powered ON and outlets that have been powered off
remain powered OFF.

You must be the administrator or a user with the Firmware Update permission to update the firmware.

Before starting, read the release notes. If you have any questions or concerns, contact Technical Support
BEFORE updating.

On a multi-inlet unit, all inlets must be connected to power for the unit to successfully update its
firmware.

Note that firmware update via iOS mobile devices, such as iPad, requires the use of iCloud Drive or a file
manager app.

Firmware update can also be completed using methods other than the web interface. See Special
Configuration and Upgrade Methods.

Warning: Do NOT perform the firmware update over a wireless network connection.
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» To update the firmware:

1) Choose Maintenance > Update Firmware.

2) Click Browse to select an appropriate firmware file.

3) Click Upload. A progress bar appears to indicate the upload process.
4) Select Free memory before upload to clear up the memory.

5) Once complete, information of both installed and uploaded firmware versions as well as
compatibility and signature-checking results are displayed.

e The expected firmware platform and product category is displayed in case the uploaded file is
incorrect.

e If anything is incorrect, click Discard Upload.
6) To proceed with the update, click Update Firmware.

Warning: Do NOT power off the Legrand Power Shelf during the update.

7) During the firmware update:
e A progress bar appears on the web interface, indicating the update status.
¢ The front panel display shows the firmware upgrade message.

e The outlet LEDs flash if the relay boards are being updated. If the firmware update does not include
the update of the relay board firmware, outlet LEDs do NOT flash.

e No users can log in.
e Other users' operation, if any, is forced to suspend.

8) When the update is complete, the unit resets, and the Login page re-appears.

Important: If you are using the Legrand Power Shelf with an SNMP manager,
download its MIB again after the firmware update to ensure your SNMP manager
has the correct MIB for the latest release you are using.

Upgrade Matrix

In Xerus 4.0.x, the following upgrade paths must be followed:

Firmware Version Upgrade Steps

4.0.x (x<40) = 4.2.11 (cannot use combo image)

4.0.x (x>40) =4.2.11
4.1.x =42.11
4.2.x =4.3x

Note: Due to file system changes in Xerus 4.0.x, the upgrade paths must be followed, or the Xerus-based
device may become inoperable and require manual recovery.
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Upgrade Guidelines for Existing Cascading Chains

There are additional concerns when upgrading devices in a cascading chain. See Firmware Upgrade for
Cascading Chains

A Note about Firmware Upgrade Time

The firmware upgrade time varies from unit to unit, depending on various external and internal factors.

External factors include, but are not limited to: network throughput, firmware file size, and speed at
which the firmware is retrieved from the storage location. Internal factors include: the necessity of
upgrading the firmware on the microcontroller and the number of microcontrollers that require
upgrade (which depends on the number of outlets). The microcontroller is upgraded only when
required. Therefore, the length of firmware upgrade time ranges from approximately 3 minutes
(without any microcontroller updated) to almost 7 minutes (with all microcontrollers for 48 outlets
updated). Take the above factors into account when estimating the firmware upgrade time.

The time indicated in this note is for Legrand Power Shelf web-interface-based upgrades. Upgrades
through other management systems, such as Sunbird's Power IQ, may take additional time beyond the
control of the unit itself. This note does not address the upgrades using other management systems.

Full Disaster Recovery

If the firmware upgrade fails, causing the Legrand Power Shelf to stop working, you can recover it by
using a special utility rather than returning the device.

Contact Technical Support for the recovery utility. You will also need an appropriate firmware file in the
recovery procedure.

Viewing Firmware Update History

The firmware upgrade history is permanently stored. It remains available even though you perform a
device reboot or any firmware update.

» To view the firmware update history:

1) Choose Maintenance > Firmware History.
Each firmware update event consists of:

e The update date and time

¢ Previous firmware version

e Update firmware version

e Product
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e Platform the update was for
e Update result
e Details

Bulk Configuration

The Bulk Configuration feature lets you save generic settings of a configured Legrand Power Shelf device
to your computer. You can use this configuration file to copy settings to other devices of the same
model and firmware version.

A source device is the Legrand Power Shelf device where the configuration file is downloaded/saved. A
target device is the Legrand Power Shelf device that loads the configuration file.

By default the configuration file downloaded from the source device contains settings based on the
built-in bulk profile. The built-in bulk profile defines that all settings should be saved except for
device-specific settings, such as IP address or environmental sensor settings. If you need to load these
device-specific settings, you should use the Backup/Restore feature instead.

You can decide which settings are downloaded by creating your own bulk configuration profile.

When the date and time settings are included in the bulk configuration file, exercise caution when
distributing that file to target devices located in a different time zone than the source device.

This bulk configuration method can be employed through the web interface, USB, or SCP. See Special
Configuration and Upgrade Methods.

» Bulk configuration overview:

1) A built-in configuration profile is available, or you can customize your own bulk configuration profile.
2) Select and download the file from the source device.

3) Upload the file to perform the configuration on the target device.

Bulk Configuration Restrictions

Before performing bulk configuration, make sure your source and target devices are compatible devices
for sharing general settings.

» Restrictions for bulk configuration:

e The target device must be running the same firmware version as the source device.

e The target device must be of the same model type as the source device.

e Bulk configuration is permitted if the differences between the target and source devices are only
"mechanical" designs which are indicated in the model name's suffix.

For example, you can perform bulk configuration between PX3-4724-E2N1k2 and PX3-4724-E2N1K9
since the only difference between the two models is their chassis colors represented by K2 (blue) and
K9 (gray).
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» Mechanical design codes in model numbers:

These mechanical designs are represented by suffixes added to the model name. In the table, x
represents a number. For example, Ax can be A1, A2, A3, and so on.
Suffix Mechanical design Example

Ax The line cord's length in meters A20 = 3.3 meters

Note: For an inline monitor, it is likely two
Ax's are added to the model name for
indicating the lengths of its inlets' and
outlets' line cords.

Bx The line cord's color B501 = bright red orange

Cx Cord types or options C4 = power cord with

the standard gauge

Dx Plug types or options

D1 = IP67 watertight
plug

Ex Outlet types or options E2 = Locking C13 or
Locking C19
Gx Controller options GO = no controller
Chassis colors K6 = yellow
Lx The line cord's length in centimeters
Nx Chassis dimensions or other mechanical changes

Ox OCP brand options

Px Special requests for device painting or printing

Qx Special requests for physical placement
arrangements

Rx Custom logo

Ux Different power plug brands

Customizing Bulk Configuration Profiles

A bulk profile defines which settings are downloaded/saved from the source device and which are not.
The default is to apply the built-in bulk profile, which downloads all settings from the source device
except for device-specific data.

If the built-in profile does not meet your needs, you can create your own profiles.
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» To create new bulk configurations profiles:

1)
2)
3)
4)

5)

6)

Log in to the source device whose settings you want to download.
Choose Maintenance > Bulk Configuration.

Click New Profile, then enter a Profile name and Description.

To make this new profile the default one for future bulk configuration operations, select the 'Select

as default profile' checkbox.
Now decide which settings to include or exclude.

¥
a. Click of the setting which you want to configure.

b. When the pop-up menu appears, select one of the options.
Note that the two options 'Inherited' and 'Built-in' are mutually exclusive.

Option Description
Excluded ' The setting will not be downloaded.
Included The setting will be downloaded.

Inherited The setting will follow its parent setting (that is, the upper-level setting).

e |f you select 'Excluded' for its upper-level setting, this setting will be also
excluded.

¢ If you select 'Included' for its upper-level setting, this setting will be also
included.

The option inherited from its parent setting will be enclosed in parentheses.

Built-in  The setting will follow the same setting of the built-in profile.
e If 'Excluded' is selected in the built-in profile, this setting will be also excluded.
e If 'Included' is selected in the built-in profile, this setting will be also included.

The option inherited from the built-in profile will be enclosed in parentheses.

Note: The option 'Built-in' is available in those settings whose
corresponding settings in the built in profile have been set to a non-
inherited option -- Excluded or Included.

Click Save.

Performing Bulk Configuration

To perform the bulk configuration using the web interface, first select and download the bulk
configuration file, then upload it to the target device to configure it.

» Step 1: Save a bulk configuration file

You must have the Administrator Privileges or "Unrestricted View Privileges" to download the
configuration.
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1)
2)
3)
4)

Log in to the source device.

Choose Maintenance > Bulk Configuration.

Select the profile of the configuration you want to use in the Bulk Profile field.

In the 'Bulk format' field select Encrypted or Cleartext, to specify the security of the file.

Option Description

Encrypted e Partial content is base64 encoded.

e |ts content is encrypted using the AES-128 encryption algorithm.
e The file is saved to the TXT format

Cleartext e Content is displayed in clear text.

5)

6)

The file is saved to the TXT format.

In Encrypted mode, you can password protect the file. Select the Use Password checkbox, then
enter a password. A password will be required when the file is uploaded on the target device.

Click Download Bulk Configuration. The file is named "bulk_config" with the source device serial
number and a creation date/time stamp, such as "bulk_config_1BZ31B603C_20210927". Your
browser's file download method determines download location. Save the file so that it's available to
be uploaded to the target device.

» Step 2: Upload the file to configure the target

You must have the Administrator Privileges to upload the configuration.

1)

2)
3)
4)
5)
6)

Log in to the target device, which is of the same model and runs the same firmware as the source
device.

Choose Maintenance > Bulk Configuration.

In the Restore Bulk Configuration section, click Browse to select the configuration file.

Click 'Upload & Restore Bulk Configuration'.

Confirm the operation and enter the administrator password, then click Restore.

Wait until the login page reappears.

Modifying or Deleting Bulk Configuration Profiles

You can modify or delete any bulk profile except for the built-in one.

Note that a profile that has been set as the default cannot be deleted. To remove it, you have to remove
its default setting first.

Choose Maintenance > Bulk Configuration. A list of profiles displays and then do one of the following.

» To modify an existing profile:

1)
2)
3)

Click on the row of the wanted profile in the list.
Change the settings you want.
Click Save.
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» To delete profiles

o

1) Select one or multiple profiles, then click the Delete icon

2) Click Delete in the confirmation message.

Backup and Restore of Device Settings

Unlike the bulk configuration file, the backup file contains ALL device settings, including device-specific
data like device names and all network settings. To back up or restore the device settings, you should
use the Backup/Restore feature. To perform bulk configuration among multiple Legrand Power Shelf
devices, use the Bulk Configuration feature instead.

All Legrand Power Shelf information is captured in the plain-TEXT-formatted backup file except for the
device logs and TLS certificate.

Backup/Restore can also be completed using other methods. See Special Configuration and Upgrade
Methods.

» To download a backup file:

You must have the Administrator Privileges or "Unrestricted View Privileges" to download a backup file.

1) Choose Maintenance > Backup/Restore.
2) Check the 'Backup format' field. If the chosen value does not match your need, change it.
Option Description

Encrypted e Partial content is base64 encoded.
e |ts content is encrypted using the AES-128 encryption algorithm.
e The file is saved to the TXT format

Cleartext e Content is displayed in clear text.
The file is saved to the TXT format.

3) Click Download Device Settings. Save the file onto your computer.

» To restore using a backup file:

You must have the Administrator Privileges to restore the device settings.
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1) Choose Maintenance > Backup/Restore.
2) Click Browse to select the backup file.
3) Click 'Upload & Restore Device Settings' to upload the file.
* A message appears, prompting you to confirm the operation and enter an administrator password.
4) Enter the password, then click Restore.

5) Wait until the Legrand Power Shelf resets and the Login page re-appears, indicating that the restore
is complete.

Network Diagnostics

Legrand Power Shelf provides the following tools in the web interface for diagnosing potential
networking issues.

e Ping: The tool is useful for checking whether a host is accessible through the network or Internet.
e Trace Route: The tool lets you find out the route over the network between two hosts or systems.

e List TCP Connections: You can use this function to display a list of TCP connections.

Tip: These network diagnostic tools are also available through the CLI.

Choose Maintenance > Network Diagnostics, and then perform any function below.
» Ping:

1) Type values in the following fields.
Field Description

Network host The name or IP address of the host that you want to check.

Number of requests A number up to 20.

This determines how many packets are sent for pinging the host.
2) Click Run Ping to ping the host. The Ping results are then displayed.
» Trace Route:

1) Type values in the following fields.

Field/setting Description

Hostname The IP address or name of the host whose route you want to check.
Timeout(s) A timeout value in seconds to end the trace route operation.
1 ®
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Field/setting Description

Use ICMP packets To use the Internet Control Message Protocol (ICMP) packets to
perform the trace route command, select this checkbox.

2) Click Run. The Trace Route results are then displayed.
» List TCP Connections:
1) Click the List TCP Connections title bar to show the list.

Downloading Diagnostic Information

Important: Use this function only when you are directed by Technical Support.

You can download the diagnostic file to a client machine. The file is compressed into a .tgz file and
should be sent to Technical Support.

This feature is accessible only by users with Administrative Privileges or Unrestricted View Privileges.

» To retrieve a diagnostic file:

1) Choose Maintenance > Download Diagnostic > Download Diagnostic.

2) The system prompts you to save or open the file. Save the file.

Hardware Issue Detection

This page lists any internal hardware issues Legrand Power Shelf has detected, including current events
and historical records.

Choose Maintenance > Hardware Failures, and the page similar to either of the following diagrams
opens.

Current hardware failure events, if any, will also display on the Dashboard.

» NO hardware failures detected:

+ My PDU (1) Hardware Failures

L
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» Hardware failure(s) detected:

Haedware Failures

Curtpal Hardmare Failies

Fabure Mopiage

B0 B i i

Pand Hardware Fadures

Faikire Message

retmdh, devee ETHD i il et e

» Hardware failure types:

Hardware issues

Network device not detected

12C Bus stuck

Sub controller not reachable
Sub controller malfunction

Outlet power state inconsistent

Sub controller incompatible

Rebooting

Last Avperied & Law! Deaveeried MNumber of Jcogrences
FTFITRE 1 TR AM UTCHH DD TR, 1 0000 AM UTC+0L00
Last Asseried & Lawt Deasseried Mumnbser of Doourrences
RS, Ao P LT G 00 ACREEAE, B 1S Pl UG s
Description

A specific networking interface is NOT detected.

A specific 12C bus is stuck, which affects the communication with
sensors.

Communication with a specific sub unit controller fails.
A specific sub unit controller does not work properly.

The physical power state of a specific outlet is different from the chosen
power state set by the software.

A specific sub unit controller is incompatible with the firmware.

You can remotely reboot the Legrand Power Shelf via the web interface.

Resetting/rebooting does not interrupt the operation of connected servers because there is no loss of
power to outlets. During and after the reboot, outlets that have been powered on prior to the reboot
remain powered on, and outlets that have been powered off remain powered off.

Warning: Rebooting deletes all webcam snapshots that are saved locally. If needed, download
important snapshots before rebooting the device.
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» To reboot the device:

1) Choose Maintenance > Unit Reset > Reboot Unit.

Do you really want to reboot the selected devices?

:"--.¢ m

2) Click Reboot.

3) A message appears, with a countdown timer showing the remaining time of the operation. It takes
about one minute to complete.

4) When the restart is complete, the login page opens.

Tip: If you are not redirected to the login page after the restart is complete, click the text "this link" in
the countdown message.

Note: Device reset will cause CLI communications over an "USB" connection to be lost. Therefore, re-
connect the USB cable after the reset is complete.

Resetting All Settings to Factory Defaults

You must have the Administrator Privileges to reset all settings to factory defaults.

Resetting to factory default can also be completed in the CLI or with a Reset button on the unit. See
Resetting to Factory Defaults

Important: Exercise caution before resetting to factory defaults. This erases
existing information and customized settings, such as user profiles, threshold
values, and so on. Only active energy data and firmware upgrade history are
retained.

If your unit is in a Linking configuration, you can reset expansion units through the primary unit.
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» To reset the device to factory defaults:

1) Choose Maintenance > Unit Reset

e If your unit is in a cascaded configuration, select the units you want to reset. If you do not have
cascaded devices listed, move to step 2.

Unit Reset

Cascade Devices

v Host
i 192.168.6.28
e 2 192.168.6.29

2) Click Reset to Factory Defaults.

Reset to Factory Defaults

Do you réally want to reset the selected devices to factory

¥ )
defaults?

Saying yes will clear all settings, incleding the network setup

Please confirm with your password

Passwaord:

3) Type your password and then click Factory Reset.

4) A message appears, with a countdown timer showing the remaining time of the operation. It takes
about two minutes to complete.

5) When the reset is complete, the login page opens.

Tip: If you are not redirected to the login page after the reset is complete, click the text "this link" in the
countdown message.

Note: Device reset will cause CLI communications over an "USB" connection to be lost. Therefore, re-
connect the USB cable after the reset is complete.

About Firmware

You can check the current firmware version and the information of all open source packages embedded
in the Legrand Power Shelf through the web interface.
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@
Raritan Power Shelf
® Firmware version: 4.4.0.5-52205

Copyright © Raritan, Inc.
A brand of Olegrand

The product includes softwase modified from third party programs licensed as free software:
you can redistribute it and/or modify them under the terms of the GNU General Public Licenses
as published by the Free Software Foundation. The table below lists all the packages having
such modified third party programs, and the appropriate open source license under which that
package has been released, incleding the GNU General Public License['GPL 3.0, the 'GPL 2.0°,
the GMU Lesser General Public License({'LGPL 3.0, the LGPL 2.1 and the GNU Library General
Public License{LGPL 2.0°), The original and modified versions of the source code of the relevant
programs are available at hitps://'www.raritan.com/about/legal-statements/open-source-
software-statement

Open Source Packages:
Package & Version License
angular 19.2.14 Various Licenses
51d6f3172468760511713c7ab
azure-c-shared-utility ed28f900b1604e3 MIT
azure-lol-sdk-c 082024 MIT
dcbeecbl 75709040470 4aas
azure-macro-utils-¢ MIT

: ﬁeﬁaddaeSbc[Ei _ ; jimsnsiita

Webcam Management

Webcams

User Monagement

Device Settings

kaintenance

With a Logitech® webcam connected, you can visually monitor the environment around the Legrand
Power Shelf via snapshots or videos captured by the webcam.

The 'Webcams' menu item appears when there is any webcam connected to the Legrand Power Shelf,
or when there are snapshots saved onto already.
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» Permissions required:

To do... Permission(s) required

View snapshots and videos Either permission below:
e Change Webcam Configuration

® View Webcam Snapshots and Configuration

Configure webcam settings  Change Webcam Configuration

Configuring Webcams and Viewing Live Images

To configure a webcam or view live snapshot/video sessions, choose Webcams in the Menu. Then click
the desired webcam to open that webcam's page.

Note that default webcam names are determined by the detection order. The one that is detected first
is named Webcam, and a second webcam detected later is named Webcam 2.

Webcams
Hama & Location Resclution Meoda
Webcam ~ A52x288 Snapshol

The Webcam page consists of three sections -- Live Preview, Image Controls and Settings.
» Live Preview:

1) By default the Live Preview section is opened, displaying the live snapshot/video session captured
by the webcam.

e The default is to show live snapshots. Interval time and capture date/time of the image are
displayed on the top of the image. In video mode, the number of frames per second (fps) and the
video capture date/time are displayed.

M Zwer Snapshot

w Live Privere Windom
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Tip: The date and time shown on the Legrand Power Shelf web interface are automatically
converted to your computer's time zone.

2) To save the current image onto Legrand Power Shelf or a remote server, click Save Snapshot.

¢ The default storage location for snapshots is the Legrand Power Shelf device. To save them onto a
remote server, you can change the storage settings.

¢ To download an image onto your computer, you can right-click it and save.
3) To have the same live session displayed in a separate window, click New Live Preview Window.

® A separate window appears, which is called the Primary Standalone Live Preview window in this
User Guide.

® You can send out this window's URL to share the live image with others.

e Note that your browser may block the pop-up window

» Image Controls:
Image Controls Q LY

1) Adjust the brightness, contrast, saturation and gain by modifying their values or adjusting the
corresponding slide bar.

e To customize the gain value, you must deselect the Auto Gain checkbox first.

¢ To restore all settings to this webcam's factory defaults, click Set to Webcam Defaults.
» Settings:

1) Click Edit Settings.
2) Enter a name for the webcam. Up to 64 ASCII printable characters are supported.

¢ If configured to store snapshots on a remote server, the webcam's name determines the name of
the folder where snapshots are stored.

e |t is suggested to customize a webcam's name before saving snapshots on the remote server. In
case you change the webcam's name after saving any snapshots, Legrand Power Shelf will create a
new folder with the new webcam name while keeping the old folder with the old name.

3) Type the location information in each location field as needed. Up to 63 ASCII printable characters
are supported.

¢ Note that the location data you enter is not available in those snapshots stored on remote servers.

Tip: If the webcam's location is important, you can customize the webcam's name based on its
location.

4) Select a resolution for the webcam.

¢ |f you connect two webcams to one USB-A port using a powered USB hub, set the resolution to
352x288 or lower for optimal performance.

5) Select the webcam mode.
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Mode Description

Video The webcam enters the video mode.
e Set the 'Framerate' (frames per second) as needed.
Snapshot The webcam shows static images captured by the webcam at a regular
interval.

e To determine the interval, set the 'Time Between Snapshots'
(seconds).

6) Click Save. The changes made to the settings are applied to the live session in the above Live Preview
section immediately.

Sending Links to Snapshots or Videos

When opening a Primary Standalone Live Preview window, a unique URL is generated for this window
session. You can email or instant message this URL to as many people as possible as long as your system
resources permit. Recipients can then click on the provided link and view live snapshots or videos
simultaneously in the Secondary Standalone Live Preview window(s).

Tip: All Live Preview window sessions sharing the same URL, including one Primary Standalone Live
Preview window and multiple Secondary Standalone Live Preview windows, are identified as one single
"<webcam>" user in the Connected Users list. You can disconnect a "<webcam>" user to terminate all
sessions sharing the same URL.

» Best practice:

1) The sender opens the Primary Standalone Live Preview window, and sends the link to one or
multiple recipients.

2) The sender must wait until at least one recipient opens the Secondary Standalone Live Preview
window.

3) The recipient(s) should inform the sender that the link has been opened.
4) Now the sender can close the Primary Standalone Live Preview window.

» To send a snapshot or video link via email or instant message:

1) Choose Webcams in the Menu.
2) Click the desired webcam to open the Webcam page.

3) Click New Live Preview Window in the Live Preview section. The live snapshot or video in a
standalone window opens.

4) Copy the URL from that live preview window.
a. Select the URL shown on the top of the image.
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B Webcam Live Provies - Weboam - - 0 o

A Mot secure | hitps//192.168.3.23 /webcam/live..,

1 i
= Interval 55 f 8282023, 1:01:31 PM
-

b. Right click to copy the URL, or press CTRL+ C.
5) Send the URL link through an email or instant message application to one or multiple persons.
6) Leave the live preview window open until the recipient(s) opens the snapshot or video via the link.

How Long a Link Remains Accessible

For documentation purposes, the one who opens and sends the URL of the Primary Standalone Live
Preview window is called User A and the two recipients of the same URL link are called User B and C.

User Cis able to access the snapshot or video image via the link when the URL link remains valid, which
can be one of these scenarios:

e The Primary Standalone Live Preview window remains open on User A's computer. If so, even
though User A logs out of the Legrand Power Shelf or the login session times out, the link remains
accessible.

e User B's Secondary Standalone Live Preview window remains open. If so, even though User A
already closes the Primary Standalone Live Preview window, the link remains accessible.

e Neither User A's Primary Standalone Live Preview window nor User B's Secondary Standalone Live
Preview window remains open, but it has not exceeded two minutes yet after the final live preview
window session was closed.

Note: The link is no longer valid after two minutes since the final live preview window is closed.

Viewing, Downloading, Deleting Locally-Saved Snapshots

This section describes the operation for snapshots saved onto the Legrand Power Shelf device only.

When saving a snapshot, it is stored locally on the Legrand Power Shelf device by default. Up to 10
snapshots can be stored locally. The oldest snapshot is automatically overridden by the newest one
when the total of snapshots exceeds 10, if no snapshots are deleted manually.
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When there is more than one webcam connected, then the oldest snapshot of the webcam with the
most snapshots is overwritten.

Snapshots are saved as JPG files, and named with sequential numbers, such as 1.jpg, 2.jpg, 3.jpg.

Warning: Rebooting the Legrand Power Shelf deletes all webcam snapshots that
are saved locally. If needed, download important snapshots before rebooting the
device.

» To view, refresh, download or delete saved snapshots:

1) Choose Webcams > Browse Snapshots. The Snapshots page opens.

e To view a snapshot, click the link in the list. The image, capture time and resolution is displayed on
the same page.

e To refresh the list, click the Refresh icon.
¢ To download an image file, click the Download icon.

¢ To delete an image, select the checkbox of the image and click the Delete icon.

£ Webcam Management | Snapshots o8B X
L Snapshot Size Timse ¥ Webcam
| Lipg 19,157 ki B/2BF2073. 10439 PM UTC-0200 Webcam
« | 1jpg 21608 KB 8282023, 110434 PM UTC-0400 Webcam

Changing Storage Settings

Important: The Legrand Power Shelf web interface only lists the snapshots stored locally on the Legrand
Power Shelf device, but does NOT list those saved onto remote servers. You must launch appropriate
third-party applications, such as an FTP client, to access and manage the snapshots stored on remote
servers.

The default is to store snapshots locally on the device, which has a limitation of 10 snapshots. Note that
any operation involving device reboot, such as firmware upgrade, will remove the locally saved
snapshots.

If you need to keep more than 10 images or need to keep them permanently, configure the settings to
move images onto a remote FTP server.

» To configure the storage settings:

1) Choose Webcams > Edit Settings.
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Snapshol Storage
==l Edlit Settings

Shorage type Local

Browse Snapshots

2) Click the Storage Type field to select the desired storage location and configure as needed.

Note: When entering user credentials for remote servers, make sure the user credentials you enter have
the write permission, or NO snapshots can be successfully saved onto remote servers.

Storage Description

location
Local 'Local' means the Legrand Power Shelf. This is the default.
e |t can store a maximum of 10 snapshots only.
e The web interface can list and display all snapshots stored on the
Legrand Power Shelf.
e All snapshots are CLEARED when the Legrand Power Shelf is
rebooted.
FTP Snapshots are saved onto a FTP server.
e Total number of saved snapshots depends on the server's capacity
e Saved snapshots are not affected by reboots of the Legrand Power
Shelf.
e Configure the following fields:
* Server URL - the FTP server's path
* Username - for server access
* Password - for server access
1) Click Save.

Warning: Before disconnecting or powering off any remote server where the
webcam snapshots are being stored, you must first change the storage settings, or
the connectivity issue of the remote server may degrade the performance of the
Legrand Power Shelf web interface. If this issue occurs, first restore the
connectivity of the remote server and then change the storage settings of the
webcam snapshots.

» Tip for notifications showing the snapshots path on FTP:

If you are using SNMP to retrieve data, you can make Legrand Power Shelf automatically send a
notification containing the full path or URL to the snapshots saved onto FTP with this SNMP code:
webcamStorageUploadStarted.

Identifying Snapshots Folders on Remote Servers

If saving snapshots onto a remote server, you can access those snapshots via an appropriate third-party
application, such as an FTP client.
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All snapshots are saved as JPEG and named according to the date and time when saving the snapshots.
Note that the date and time of the filename are based on the time zone of the Legrand Power Shelf
rather than that of the computer or mobile device you are operating.

Tip: To check the time zone, choose Device Settings > Date/Time.

The structure of a snapshots folder looks similar to the diagram below.

= PHBEES{}DDS—_Q

=- 4 PH85350018 —
.2, Webcam ©
-2 Webcam2 —0

Number Folder name description

o User-defined parent directory, whose name depends your server settings, such as
your FTP configuration.

9 Serial number of your Legrand Power Shelf device where the webcam is
connected. For example, PH85350018.

e View your serial number in Device Information.

6 The name of the webcam that your Legrand Power Shelf detects first.
This is the folder where the snapshots captured by the first webcam are stored.
e The first webcam's default name is "Webcam".

®  You can customize the webcam's name, which will change the snapshots
folder's name.

e [|f the webcam's location is important, you can customize the webcam's name
based on its location when configuring Legrand Power Shelf to save
snapshots onto a remote server.

6 The name of the webcam that your Legrand Power Shelf detects later, if an
additional webcam is connected.

This is the folder where the snapshots captured by the second webcam are
stored.

® The second webcam's default name is "Webcam 2".

e Changing this webcam's name also changes the second snapshots folder's
name.

e |fthe webcam's location is important, you can customize the webcam's name
based on its location when configuring Legrand Power Shelf to save
snapshots onto a remote server.

Note: It is suggested to customize a webcam's name "prior to" saving snapshots on the remote server.
In case you change the webcam's name after saving any snapshots, Legrand Power Shelf will create a
new folder with the new webcam name while keeping the old folder with the old name.
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SmartLock and Card Reader
Legrand's SmartLock kits provide several cabinet access control solutions.
If you have purchased a SmartLock kit with the door handle controller "DX2-DH2C2", both menu items

"SmartLock" and "Card Readers" will appear in the menu after connecting and configuring properly
DX2-DH2C2 and the door handles included in the kit.

Note that "SmartLock" appears only when your door handles are connected via DX2-DH2C2, but "Card
Readers" appears as long as any card reader is detected, whether standalone USB card reader or a card
reader integrated with the door handles.

SmartLock

Card Readers

User Management

Devion Settings

Maintenance

SmartLock

To open the SmartLock page, choose SmartLock in the Menu.

The page shows information of all DX2-DH2C2 modules connected, including its serial number, position
and its door configuration. When primary units and/or link units have SmartLock controllers connected,
this page includes all door information for both.
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On this page you can:

View the status of the cabinet door and card reader.

Note: Data of "external" USB card readers is shown on the Card Readers page.

e Configure the doors connected to DX2-DH2C2. You must set this because the types of connected
door handles are not automatically detected.

e Control the doors connected to DX2-DH2C2.

e Manage the door access.

» To configure the doors:

There are two door sections per DX2-DH2C2 because a DX2-DH2C2 has two door handle ports.

Eoeen Oelonm open O Closs
Ll L Latus el
Harme Enwne Type Rarre Simiw Troe
rate
e w » - w
= Sarrimgy
— =l 5
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1) Click Edit Settings in the Settings section.
2) Inthe 'Door handle type' field, select the door handle type you are using.

e If your specific Southco H3-EM model is listed, select it. For all other supported Southco H3-EM
models, select "Southco H3-EM".

Door 1 O open O Cloge
Status o~
Marms Slate Type

o e =l Door State
Hanois gesd Do Harudle
C [= '{l:l‘_ r' r | O
Card Reader w
Settings
Deor handle type SouthCo H3-EM-60 L

Wona
EMEA-1T150
| EMIEA Agent-E
| SouthCo HI-EM
SouthCo H3-EM-66
Dirak eline MLR1DI0
| Dirak eline MLR25]
Dirak elina MLR2 500KP
| Legrand SML-UNIV-ADPT

Ao relock time

Dicaor senaor polarity

Relock on handie dose

Connected device

3) Make changes to the remaining fields as needed, then click Save.

Section

Auto Relock
Time

Door sensor
polarity

Description

e Specify how long the lock can remain open after someone opens
the door handle lock via smart card or remote control without the
handle being opened during that period. When the timeout
expires, the lock will be automatically closed. Default is 600
seconds (that is, 10 minutes).

Choose the correct setting based on the type of contact closure
sensors used to monitor the door:

e Normally closed: The contact is closed (conducting) when the
door is closed and open (not conducting) when the door is open.
Default.

e Normally open: The contact is not conducting when the door is
closed and is conducting when the door is open.

® Note: For both normally closed and normally open sensors, the
reported state is "open" when the door is open and "closed"
when the door is closed.
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Section Description

Relock on e This setting controls auto-locking. Select "Only if door closed" to
Handle Close delay auto-locking until "Door State" and "Door Handle State" are
both verified as "Closed". Select "Always" to relock automatically.

Connected e [f your door handle has a connected device, such as a keypad,
Device select it from the list.

» To manage the door access:

"Managed Door Access" link provides access to "Door Access Rules" where you can create new rules.
Door Access (on page 127)

SmartLock Controller (1GEDOO000E) 3 Maraged Boor Aocess

Door Status and Control

After configuring the door handle type properly, you can see the Status and Card Reader sections.

Door 1 O 0open O Close
MName State Type
Doaor State 1 closed Door State
Door Handle 1 open Door Handle
Door Lock 1 closed Door Lock

Manufacturer/model  Raritan SML-READER-1
Card type ez

Card ID B

L1legrand’
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» To view the status of the door and card reader:

Section Description

Status Shows all sensor states detected by DX2-DH2C2, including:

e Door State: States of contact closure sensors connected to DX2-DH2C2.
Contact closure sensors detect whether the door is physically opened or
closed.

e Door Handle: States of door locks integrated with the door handles.
e Door Lock: States of the door handle locks.

Door locks and door handle locks are interrelated so their states are
changed one after another. The door handle lock is opened first and
then the door lock.

Exception: If you manually open the door lock with the key shipped
with your door handle, the Door Lock state will enter the open state
while the Door Handle Lock state remains closed.

Card Shows the data of the smart card scanned by the internal or external card
Reader reader accompanying each door handle connected to DX2-DH2C2.

Tip: All sensors of the connected door handles are also listed on the Peripherals page. The same Card
Reader information is also available on the Card Reader page.

» To control the door:

Per default, only one door handle can be opened at the same time so you must close one door before
opening another. To increase the upper limit of concurrently opened doors, go to the Peripherals page.

1) Go to the proper door section, and click Open or Close.

Door 1 O open O Close
2) Confirm the operation when prompted.

3) Now you can physically open or close the door.

» Door Terms:

The following terms and definitions are helpful when discussing doors, door handles, and locks. Note
that all door sensors also display in the Peripherals page.
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e SmartLock Controllers: DX2-DH2C2

e Door Handle Assembly: Door Handle and Door Lock which are connected to the SmartLock
controller 8 pin connector, for example "door handle 1".

e Door: Door is the same as "Door Handle Assembly", but with optional contact closure sensor that is
connected to the SmartLock controller connector. The contact closure sensor status describes
whether the cabinet door is open or closed.

e Door Handle: The small grip on the front of the Door Handle Assembly, which is used to
mechanically open the door by hand if it's unlocked. Sensor status describes if the Door Handle is
pulled out (open) or closed.

e Door Lock: The small lock actuator inside of the Door Handle Assembly which locks or unlock the
Door Handle. Sensor status describes if the Door Handle is unlocked or locked.

Card Readers
To open the Card Readers page, choose Card Readers in the Menu.
This page lists all card readers connected, including:
e Standalone USB card readers
e (Card readers integrated with door handles
Card Readers

F & Manufacturer/Model Swrial Mumbaer Channel Card Type Card ID
1 EMEA Agent-E 1GER2000%8 1

2 EMEA Agent-E 1GES2000%8 2

When a user scans a smart card with the card reader, the card's type and ID are retrieved and shown in
the corresponding Card Type and Card ID column. If no data is shown in the two columns, it means the
scanned card may not be supported by the card reader.

Tip: You can use a third-party application, such as Power 1Q, to retrieve the card's data to perform
security features like cabinet access control. Refer to that application's user documentation for more
information.

» Door handle-integrated card readers:

e This type of card reader is integrated in the door handle, which is any series below:
e Emka Agent E
e SouthCo H3-EM
e Dirak eLine MLR 2500
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Note: Not every SouthCo H3-EM door handle has a card reader integrated.

e [tis connected via the DX2-DH2C2 module.
e The Channel column indicates which door handle port (channel) it is connected to.

* Note that the serial number displayed for this card reader is the same as DX2-DH2C2's serial
number.

Each DX2-DH2C2 module can show two card readers because they have two ports for connecting two
door handles with card readers integrated.

» Standalone USB card readers:

e |tis directly connected to Legrand Power Shelf.

e The Channel column does not show any data.
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Linking Units

The Linking feature makes it easy to connect one Primary unit with multiple Link units, so you can keep
track of everything in one place. The Primary unit knows all about the location, power status, and
environmental details of the Link units. You can manage both the Primary and Link units through the
GUI, SNMP, or CLI.

Communication between the Primary and Link units happens over HTTPS, and you'll need HTTPS
enabled on the default port (443). For added security, certificates are checked during the setup.

e C(Certificates: Each Link unit needs either the demo certificate or custom certificates installed. If
you're using custom certificates, the CA certificate has to be installed on the Primary unit. To
configure certificates, go to System> Link Units and click the "TLS Certificate" button

You can use all network modes, but make sure network and physical configurations are set before
starting. Administrator privileges are required for tasks like adding, configuring, or removing units. Once
everything is set up, you can monitor and manage each unit remotely using these protocols:

e HTTP(S)
e SNMP
e SSH

e Telnet

Keep in mind that all units in the linked chain need to be the same model and run the same firmware
version. If needed, you can upgrade the firmware for each unit individually.

In This Chapter

FAQS. .« ottt e e 235
Linkinginthe Web Interface. . ....... ... .. . 238
Linkinginthe CLL. . . ..o e e e 255
FAQs

» What’s the difference between a "primary unit" and a "link unit"?

Primary and link units are the same model Legrand Power Shelf and are equal to each other, and each
has its own IP address. You designate a Legrand Power Shelf as the primary unit by logging into it and
then adding a link unit.

e The first unit becomes the primary.

e When the first link unit is added, the primary unit is automatically assigned ID "1", which is reserved
to identify a primary unit only, and the ID "1" cannot be edited.

e A connection between the primary and the link unit has now occurred and the chain is formed.
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As you continue to add link units to the chain (up to seven link units), you select Link ID "2" through "8"
for the Link ID numbers. Note that the Link ID "2-8" is the sequential number of each link unit that you
select as you add the unit to the chain. Once selected, the Link ID cannot be edited.

When the chain is established with a single primary unit, and one or more link units, communication
occurs with the primary unit through its IP address. The primary unit, in turn, communicates to the
other link units in the chain through their individual IP addresses, which optimizes monitoring and
management.

» Which models can be linked?

Linking is supported on various products, but all devices in the chain should be the same models,
running the same firmware version. The main controller must have 128 MiB RAM or more to support
this feature.

» Which network setup modes are supported?
For the underlying network, the Linking feature can use the typical network setup modes:
Independent Setup: All units have their own regular IP address. They don't need to be in a physical
chain to be logically chained. You communicate only to the primary using its normal IP address.

Configure networking of the units, and then add link units using the Web GUI, CLI, or USB.

Bridged Setup: Same as Independent Setup, but the units are physically connected as a chain, either by
ethernet or USB. The configuration steps are the same as with Independent Setup.

Port Forwarding Cascade: The units are physically connected as a chain (either by Ethernet or USB).
Only the first primary unit is connected to your network with the IP address you assigned. The other
units will get automatically-assigned private IP addresses. When a Cascading in Port Forwarding mode

configuration is detected, you can automatically convert the cascaded units into Link Units using the
GUI in the primary unit, or add link units with the other methods in the Web GUI, CLI, or USB.

» Can primary units be linked together?

No. Once a unit is designated as the primary unit in a chain, it cannot be linked to a primary unit in
another chain. A primary unit can only be linked to one or more link units in a chain.

» How many units can be linked?

Including the primary, a full chain can include a total of eight units. The first unit added is designated as
the primary unit with the ID "1". Each unit you then add to the chain is designated as a link unit,
beginning with ID "2" and ending with ID "8".

» What user credentials are used for my Primary and Linked Units?

When Linking is used, the primary unit's admin password will be synced to the link units.
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» What is re-linking ?

Re-linking is a required function when a link unit no longer recognizes or responds to the primary unit,
most likely caused by the link unit being reset to factory defaults. The status of the disassociated link
unit will be displayed as "Access Denied". Selecting the link unit when in this status displays the Re-link
button that allows reconnection of the link unit in the chain for regaining device control.

Note: Re-linking uses the same Link Unit ID and hostname, but you will need to reauthenticate with
your login credentials.

» What user privileges are required for managing the Linking configuration?

Administrative privileges are required for both the primary unit and link unit. To add a link, your
administrative login account is required, but after that you only log in to the primary to manage the
chain, as all link units in the chain are visible in the user interface from the primary unit view.

»  What happens if the connection is lost between the primary and link units?

The primary unit's dashboard displays information about unreachable link units in the Link Unit Failures
section.

Link Uinit Failures

fa Ham $aahm

If the network connection is lost, these link unit functions will still work:

1) Front panel display
2) Energy accumulation and outlet states

and these link unit functions will stop working:

1) Event log entries are lost

2) Event rules, actions and alarms

3) Remote access to the link unit

4) Synchronization of primary settings and time when not using NTP

» Which system areas of the primary and link units are automatically synchronized?
The primary unit periodically checks link unit reachability. You can define rules to be alerted when

communication with a link unit fails, such as a system alarm. Some link unit settings are automatically
synchronized with the primary:
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1) Peripheral device settings

2) Front panel privileges and default view
3) USB host port lockdown

4) Time and date settings

5) General data logging settings

» How are firmware updates handled?

Uploaded firmware images in the GUI are automatically distributed to all link units at the same time.
Starting a firmware update requires the automatic image upload on the link units to be finished first.

Firmware version must match between primary units and link units to function normally. If the primary
unit is updated before the link units, for example, you will see a "Firmware version mismatch" message
in the Link Units section. When this occurs, link unit data will not display. You will not be able to switch
to the mismatched link unit. Upon update of the linked unit to the matching firmware version, normal

data displays will resume.

» Does Linking support mass deployment?

Yes, mass deployment has been extended to support a setup for the Linking feature (multi-IP or single-
IP) via the Mass Deployment Utility, which provides the Excel spreadsheet process used for bulk
configuration. For information about using the utility, see Configuration or Firmware Upgrade with a
USB Drive.

Linking in the Web Interface

The following topics describe how to configure and use Linking in the web interface.

Viewing the Primary Unit

To view and manage Linking, log in to the unit designated as the primary unit, and go to the System
page.

When you add a link unit, a chain is established between the primary and the new link, and the primary
becomes ID "1".
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+ My Power Shelf 1 (1)

Details
Firmware version 4.4.0.5-52561
Model SHF3-3316G2R
Serial number R1BZ0OETDOFO

02:67:4a:65:14:7d (ETH1)
02:05:1e:ea77:d3 (ETH2)

Active network interfaces

Rating 346-415V 24-32A(2), 28.8-46kVA, 50/60Hz
Data log Export as CSV
Link Units
#4 Name Host Model Status Firmware
2 My Power Shelf - 2 (2) 192.168.6.40 SHF3-3316G2R OK 4.4.0.5-52561
TLS Certificate Add Link Unit

The Power Shelf page displays the following information about the primary unit:

1)
2)
3)
4)
5)
6)

Firmware version
Model

Serial number
MAC address
Rating

Link to Data Log

The ID of the primary unit is automatically assigned the ID "1", as shown in the example as "My Power
Shelf (1)". The ID cannot be edited.

TLS Certificates for Linking

To enhance security, you can upload a TLS certificate to your primary unit to be verified for
communication with the link units. The built-in demo CA certificate is used to verify link units until you
upload your own. You will need a CA certificate for the primary unit, and certificates for each link unit
that have been signed by the same CA. Before creating the cascade, CA-signed TLS certificates must be
installed to designated link units. See Setting Up a TLS Certificate (on page 103).

If you are using the Link Port for setup at the rack, or if you are in Port Forwarding mode, certificates for

link-local addresses and/or internal wildcard domain (*.pf-cascade) are required. Note that Link Port is
not available on all models.
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» To add the CA Certificate to the Primary Unit:

1) Login to the designated primary unit.
2) On the PDU page, click TLS Certificates.
3) Click Browse, then select the CA certificate file and click OK to upload it.

4) Select the "Allow Expired and Not Yet Valid certificates" checkbox to skip time verification when
certificates are validated.

5) Click Save.
Adding a Link Unit
A link unit (up to seven units) can be added to a single primary unit.

On the System page, the Link Units section will contain all link units. The Add Link Unit button,
highlighted in the screen example, also displays in the Link Units section.

Link Units
#4A Name Host Model Status Firmware
2 My Power Shelf -2 (2) 192.168.6.40 SHF3-3316G2R 0K 4.4.0.5-52561

TLS Certificate Add Link Unit

» To add a link unit:

e Primary and link units must be the same model, running the same firmware versions.
1) Login to the primary unit and go to the PDU page.
2) Click Add Link Unit. The following add box displays:
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Add Link Unit

Ll

F adaress/nostname

Administrator logen

Password

3) The Link ID is populated as the next available ID number (2-8), assigned sequentially as each link unit
is added to the chain to identify the link unit in the user interfaces. Note: From the drop-down, you
can manually select the desired Link ID to order the link units in the chain as desired. Once
associated with a link unit, the Link ID cannot be edited.

4) Provide the IP address of the link unit.

5) Provide the login credentials for the link unit. Note: If the link unit has factory settings, you will be
prompted to set the new password.

6) Click Add.

e The link unit's firmware version is checked to ensure it matches the primary unit. If a mismatch is
found, a message appears and the link unit is not added.

7) When the firmware matches, the new link unit is added in a list in the Link Units section. All link
units added to the chain are now managed by the single primary unit.

The Power Shelf page displays the following information about the link unit:

e LinkID
e Host/IP address
e Communication status

e Firmware version

About the Link ID

The Link ID "1" is automated and reserved internally for the primary unit. The primary unit’s ID "1"
cannot be edited.

The Link ID "2-8" is available for you to select as the ID for each of the link units you add to the chain.
From the Link ID drop-down, you can select the desired Link ID to manage the link units in the chain.
Once selected, the Link ID cannot be edited.
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Add Link Unit

Link ID 3 v
IP address/hostname E

Administratos Ir,_;u'l o

Pagaword T

Linking Cascaded Units

When units are physically connected in a cascade and set to Port Forwarding mode, Legrand Power
Shelf can automatically detect expansion units through the primary unit and link the cascaded units.

While a cascaded chain can support up to 32 units and may include various products and models, the
Linking feature is limited to a maximum of 8 linked units. Additionally, all linked units must be the same
model and run the same firmware version.

Link units can be added using various methods, but keep in mind that the total number of linked units
cannot exceed 8.

You can link cascaded units in two ways:

e Link All Cascaded Units (Automatic Method): This method is ideal when your cascade includes 1 to 8
expansion units of the same product, model, and firmware. It allows you to seamlessly and
efficiently convert this configuration into a Linked setup.

The automatic linking option simplifies the process by assigning each cascaded unit either a link-local
IPv6 address or a node-index-dependent URL as it is discovered and linked. The process starts with the
first expansion unit connected to the Primary unit and continues sequentially through the cascade. The
linking process concludes either when all 8 Link unit IDs are assigned or when a link attempt fails.

e Custom Method: Choose this method if you want to selectively add specific expansion units from
the cascade or customize the linking process, including the order in which the units are linked.

With this option, you manually select each cascaded unit by its node number and assign it to a Link ID.
Additionally, you'll need to choose a hostname type for each link. The linking process follows your
customized list and attempts to add all the selected expansion units accordingly.

» To link all cascaded units (Automatic method):

1) Onthe PDU page, click the Link Cascaded Units button. The Link Cascaded Units dialog opens.

2) Enter the administrator user name and password assigned to all designated link units. Must be the
same credentials for all units.

3) Select "Link all Cascaded Units" for automatic linking.
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4) Select the Hostname type to be assigned to all link units:
e Link-local IPv6 address: Units are assigned IPv6 addresses that are accessible from the primary unit.

e Dependent on node index: Units are assigned a URL that includes their node index number, for

example "expansion-1.pf-cascade", "expansion-2.pf-cascade", "expansion-3.pf-cascade", where the
node number indicates the expansion unit's position in the chain related to the primary unit.

5) The table shows the process that will run: Node Index indicates the expansion unit number to be
linked, Link ID shows the link ID to be assigned, and Hostname shows the hostname type for all, as
specified.

Link Cascaded Units

Administrator login admin

Password 00| serme

l—b ® Link all cascaded Units

Hostname
Cascade o
Link-local IPv6 addresses v

Custom seftings

Mode Index  Link ID Hostname

1 2 Link-local IPv6 addresses
2 3 Link-local IPv6 addresses
3 4 Link-local IPvé addresses
4 3 Link-local IPvS addresses
3 & Link-local IPvé addresses

= 1V imle Do 5% maldmmm e am

Cancel RS

6) Click Link to start the linking process. The table shows progress and then final results. In the example
below, expansion unit 1 was linked successfully. Expansion unit 2 failed--the connection may have
failed, or this result may also indicate there was no unit at that position. Expansion units 3-7 were
skipped because the process stops upon first failure.
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Mode Index

1

v ]

Link 1D

2

Hostname

Link-local IPvé
addresses

Link-local IPvwh
addresses

Link-local IPvé
addresges

Link-local IPvwé
addresses

Link-local IPv6
addresses

Link-local IPwh

addresses

Link-lacal IPvb
addresses

» To link cascaded units (Custom method):

244

1)
2)
3)
4)

Link State

« Linked

X Connection 1o the link unit
failed

¥ Skipped

X Skipped

X Skipped

X Skipped

X Skipped

On the PDU page, click the Link Cascaded Units button. The Link Cascaded Units dialog opens.
Enter the Primary Unit's administrator user name and password.

Select Custom Settings.

Click Append Node to add a row to the table, then complete each field in the row to describe how
the expansion unit should be linked. Repeat this step as needed to create a table of all nodes to link.

* Node Index: Select the node index for the expansion unit you want to add. Node index 1 indicates
the first expansion unit connected to the primary unit, then expansion units are numbers

sequentially as you go down the cascaded chain.

e Link ID: Select the Link ID that this expansion unit will be mapped to once linked.

* Hostname: Select the hostname type to be assigned to this link unit.

= Link-local IPv6 address: Units are assigned IPv6 addresses that are accessible from the primary

unit.

= Dependent on node index: Units are assigned a URL that includes their node index number, for

example "expansion-1.pf-cascade", "expansion-2.pf-cascade", "expansion-3.pf-cascade", where
the node number indicates the expansion unit's position in the chain related to the primary

unit.
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Link Cascaded Units

Administrator login

Password

Cascade

Node Index  Link ID

1 3

3 9

Append Node

e

Link all cascaded Units

'—} @ Custom settings

Hostname

Link-local IPv6 addresses

Dependent on node index vl B

Link-local IPv6 addresses

Cancel

5) The completed table you create shows the process that will run.
6) Click Link to start the linking process. The table shows progress and then final results.

Link Cascaded Units

Administrator login

Passward

Cascade

Node Index  Link ID
1 2

Append Node

admin
LI L]}

Link all cascaded units
® Custom settings
Hostname Link State

Link-local IPvE addresses +" Linked

Cancel

Note: If a unit is removed from a linked cascade, a reset to defaults is necessary to access the unit.

Primary Units Manage Link Units

The primary unit manages the following functions for the entire chain of linked units:
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e User management and authentication — configured only on the primary.

e Date and time — the primary synchronizes its date and time settings to link units. If NTP is not used,
then the synchronization interval is every 10 minutes.

e Device settings — only the primary device settings are configurable, except for Network Settings.
Some settings will be synced to link units. The serial port is configurable for the primary only; link
units use the console.

e Data model settings — such as outlet names, thresholds, peripherals, etc., are configured on the
primary and stored on link units. Features vary by model.

e Lua scripts — Communication with link units in a Lua script is possible.

Releasing a Link Unit

Releasing a link unit means the unit is separated from the chain and the unit then becomes standalone.
The primary unit no longer has access to the released link unit.

» To release a link unit from the Primary Unit's web interface:

Note: If a release action is attempted on a link unit when the unit is an unreachable state, a warning
message displays, and the primary will not recognize the link unit.

1) From the Power Shelf page, in the Link Units section, click a link unit to select it.
2) Click Release Link Unit.

3) A confirmation prompts to cancel or release.

If released, the link unit is removed from the page.

Link Units

v #A Name Host Model Status Firmware
v 2 My Power Shelf-2(2) 192.168.6.40 SHF3-3316G2R OK 4.4.0.5-52561
TLS Certificate Add Link Unit Release Link Unit

» To release a link unit directly:

Caution: Should be used only in a emergency situation.

If you navigate to a link unit directly, in a web browser, a Release Link option is available instead of a
login option.

e Enter the username and password, then click Release Device.
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L1legrand

This device is part of a cascade and managed by:

192.168.6.39

Release Device

Switching to a Different Unit

Switching your view to a different unit is a control function noted by the Switch control in the upper left
corner of the pages that display primary and link unit information.

Displayed data in the GUI defaults to the primary unit. The Switch control allows you to switch from a
primary page to a link unit page, and back again to the primary.

'y

My Link Unit (2)

My Link Unit (2)

» To switch to a different unit:
1) Click the Switch . control.
2) Select one of the link units from the drop-down list. Link number "2-8" appears in parentheses.
3) The page displays data for the selected link unit.

4) To return to the page for the primary, select the primary unit. Primary number "1" appears in
parentheses.
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» Configure load shedding on linked units

You can switch between units in the GUI and setup / activate load shedding separately for every link
unit. Activating load shedding on the primary unit will not activate load shedding for the whole cascade.

Re-linking a Link Unit

Re-link function is necessary when a Link unit stops recognizing or responding to the Primary unit,
which often happens if the Link unit has been reset to factory defaults. Resetting to factory defaults
renders the Link unit in the chain unreachable, requiring its removal from the chain manually before re-
establishing the link.

If reset to factory defaults, the status of the disassociated link unit will be displayed as "Access Denied",
shown below.

Link Units
v HA Name Host Model Status Firmware
w2 My Link Unit (2) unknowm unknigwn Access Denied unknown

TLS Certificate | Release Link Unit ~ Re-Link Unit

» To re-link a link unit:

1) When you select the link unit in the "Access Denied" status, the Re-Link Unit button displays, as
noted above.

2) To reconnect the link unit in the chain, and to regain full control of the unit, click Re-Link Unit.

3) Although re-linking uses the same Link Unit ID and hostname of the unreachable unit, you will need
to reauthenticate with your login credentials.

4) Click the Re-link button.
5) The status of the link unit changes to "OK".

View Link Unit Inofrmation

When a link unit is added to the chain, the primary unit view (through the GUI) allows full access to the
operational data of the link unit. For example, using the navigation tabs of the GUI, link unit data is
displayed in several pages: the Dashboard, Power Shelf, Power Supply Inlets, Outlets, Outlet Groups,
OCPs, Peripherals, and Feature Ports.

» Dashboard

The Dashboard of a Primary and Link Unit Power Shelf has several sections to give you an overview of
operation.
Power Busses

The Power Busses section displays Current, Voltage, and Power for each power bus of both Primary and
Link.
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Power Shelf Global AC Sensors

The Power Shelf Global AC Sensors section provides aggregated AC input information for each power
shelf. It reports active power and cumulative active energy consumption.

Power Supplies

The Power Supplies section lists all individual power supply units (PSUs) within each power shelf. For
each PSU, it shows operational status, output power, and associated line connection.

Alerted Sensors

The Alerted Sensors area displays sensors currently reporting warning or critical states. If the section is
empty, no sensor-level issues require operator attention.

Alarms

The Alarms section lists active system alarms. When empty, the system is operating without reported
faults.

Power Bus History

The Power Bus History chart provides historical power usage data for selected power busses. Click
Download History to export a CSV file of readings.

Kllegrand’ "



250

Power Busses

Power Shelf Global AC Sensors

Power Shelf Current Voltage Power Power Shelf Active Power Active Energy
??)/ Power Shelf TU 000 A 48.00V ow My Power Shelf 1(1) 3.49 kw 3.99 MWh
My Power Shelf - 2 (2) 3.69 kW' 3.03 MWh
My Power Shelf -
0.000 A 48.00V aw
2(2)
Power Supplies
Name Power Shelfa Status Qutput Power Lines
Initrode PSU-1000+ (1) My Power Shelf- 2 (2) on OW/3kw L3, NEUTRAL
Initrode PSU-1000+ (2) My Power Shelf- 2 (2) on ow/3kw L2, NEUTRAL
Initrode PSU-1000+ (3) My Power Shelf- 2 (2) on oW/ 3kW L1, NEUTRAL
Initrode PSU-1000+ (4) My Power Shelf- 2 (2) on OW/ 3kwW 13, NEUTRAL
Initrode PSU-1000+ (5) My Power Shelf- 2 (2) on OW/3kw L2, NEUTRAL
Initrode PSU-1000+ (6) My Power Shelf- 2 (2) on ow/3kw L1, NEUTRAL
Initrode PSU-1000+ (1) My Power Shelf 1 (1) on OW/ 3kwW 13, NEUTRAL
Initrode PSU-1000+ (2) My Power Shelf 1 (1) on oW/ 3kW 12, NEUTRAL
Initrode PSU-1000+ (3) My Power Shelf 1 (1) on OW/ 3kwW L1, NEUTRAL
Initrode PSU-1000+ (4) My Power Shelf 1 (1) on OW/3kw L3, NEUTRAL
Initrode PSU-1000+ (5) My Power Shelf 1 (1) on ow/3kw L2, NEUTRAL
Initrode PSU-1000+ (6) My Power Shelf 1 (1) on OW/ 3kwW L1, NEUTRAL
Alerted Sensors Alarms
No Alerted Sensors No Alarms
Power Bus History
0w
08w
07 W
06 W
05W
04 W
03 W
02w
0w
0.0W
I N T
F X ¥ Q“v Ay @v NP SR S S Q“Q .QQ

S &S S
M o'

D My Power Shelf - 2 (2) Power Bus

S
Y
NG

& Download History
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» System page

The System page displays the details and settings for the selected unit (primary) and the other linked

units are displayed under Link Units section.

%+ My Power Shelf 1 (1)

Details
Firmware version 4.4.0.5-525061
Model SHF3-3316G2R
Serial number R1BZOE7DOF0

N 02:61:4a:65:14:7d (ETH1)

Active network interfaces 0205 1eea7?dd (ETH2)
Rating 346-415V, 24-32A(2), 28.8-46kVA, 50/60HZ
Data log Export as CSV

Link Units

] #a Name Host Model Status Firmware
2 My Power Shelf- 2 (2) 192.168.6.40 SHF3-3316G2R 0K 4.40.5-52561

TLS Certificate Add Link Unit

» Power Shelf page:

On the Power Shelf page, you will see the Primary unit first. Use the page control to change the view to
the Link unit. For example, you can swap between My Power Shelf 1 and My Power Shelf 2, as shown.

All sections and information are the same as when viewed using the Dashboard.

Kllegrand’
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a
v

My Power Shelf 1 (1)

Power Supplies ~
[ # Name Status Output Power Lines
1 Initrode PSU-1000+ (1) on OW/3kw L3, NEUTRAL
2 Initrode PSU-1000+ (2) on OW/3kw L2, NEUTRAL
3 Initrode PSU-1000+ (3) on OW/3kw L1, NEUTRAL
4 Initrode PSU-1000+ (4) on OW/3kw L3, NEUTRAL
5 Initrode PSU-1000+ (5) on oW/ 3kw L2, NEUTRAL
6 Initrode PSU-1000+ (6) on oW/ 3kw L1, NEUTRAL
Power Bus ~
Actual :
[ | sensora Value State E]
Current 0.000 A normal
Voltage 48.00V normal
Power ow normal
Energy 3000 Wh normal
Power Shelf Global AC Sensors fal
Actual :
[ | sensora Value State 2]
Active Power 2922w normal
Active Energy 3988914 Wh normal
Apparent Power 2880 VA normal
Apparent Energy 4032765 VAh normal
Power Supply Sensor History ~
09w
08w
07w
0.6W
05w
04w
03w
0zw
0w
0.0W-

© G
RO

I
QQQ QQ Q.QQQ

Input Active Power ¥ 4 Download History

["] Initrode PSU-1000+ (2) ["] Initrode PSU-1000+ (3) [ Initrode PSU-1000+ (4)

[ nitrode PSU-1000+ (5) ["] Initrode PSU-1000+ (6)
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» Inlets Page

On the Inlets page, the primary unit and link units are displayed together on the same page.

In this example, data for the single inlet of the primary "My PowerShelf (1)" Inlet A, and the inlet of the
link unit "PSU2 (2)" Inlet B, are shown together on the Inlets page.

IMy Power Shelf 1 (1) Inlet A I

2327w b
233.5w '10

Active Energy: 1.94 MWh
Apparent Energy: 1.96 MVAh
Power Factor: 0.99

Line Frequency: 50.0 Hz
Unbalanced Current: 199 %

L1-12:398V
L1-N:227V

IMy Power Shelf 1 (1) Inlet B I

835.9u ;
843.0.. 0.0uzn

Active Energy: 2.05 MWh
Apparent Energy: 2.07 MVAh
Power Factor: 0.99

Line Frequency: 50.0 Hz
Unbalanced Current: 193 %

L1-12:398V
L1-N:231V

IMy Power Shelf - 2 (2) Inlet A I

131, ;
1.32u Jou

Active Energy: 1.59 MWh
Apparent Energy: 1.61 MVAh
Power Factor: 0.99

Line Frequency: 50.0 Hz
Unbalanced Current: 34 %

L1-L2:398V
L1-N:230V

IMy Power Shelf - 2 (2) Inlet B I

2.24. .
2-26kVA 5-2A£32A

L1-12:398V
L1-N:230V

Active Energy: 1.44 MWh
Apparent Energy: 1.46 MvVAh
Power Factor: 0.99

Line Frequency: 50.0 Hz
Unbalanced Current: 59 %

OCPs Page

Overcurrent protectors from both primary and link units are displayed together on the same
Overcurrent Protectors page. If sensors are present on the units, sensor data for both primary and link

units will also appear on the page.

Kllegrand’

0.0A,’S?A

L2-13:398V
L2-N: 228 V

0.1 A/32A

L2-13:398V
L2-N: 228V

1 .7A.'32A
[ |

L2-13:398V
L2-N: 230V

1 .8A.’32A
[ ]

L2-13:398V
L2-N: 230V

L3

0.0A:SZA

L3-L1:398V
L3-N: 227V

L3

3.6;\62»‘1
[

L3-L1:398V
L3-N: 220V

L3

2.6;«‘32,%
[ ]

L3-L1:398V
L3-N: 231V

L3

2.9A«32A
[ ]

L3-L1:398V
L3N 231V
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Overcurrent Protectors

[ #a Name PDU Inlet Status RMS Current Protected Qutlets Lines
1 g’:;;:;:g m Power Shelf 1 (N]‘;’ "; ‘I}e‘:’i e osed 2074h/208 @ 1 L1, NEUTRAL
2 g:’;’;;gfzz x’)’ Fower Shelf 1 (Ng ":I ?E‘;"’z Shelf 1 osed 0.000 A/ 204 2 L2, NEUTRAL
3 g:’::g;gfg x’)’ Power Sfelf1 (r\:{; fe":i’r’hew ! closed 120747208 | 3 13, NEUTRAL
4 g;’;t's;gf& x’)’ Power Shelf1 m":l ‘I}e‘ﬁsmw 1 closed 0D.000 A/ 204 4 L1, NEUTRAL
5 g:::g;gfg x’)’ Power Shelf 1 (Ng"; f;zrshe\f T closed 0.009 A/ 204 5 L2, NEUTRAL
6 g:;t's;gfa m Power Shelf 1 (Ng "; ‘I}:g e osed 157647208 ) 6 L3, NEUTRAL
7 g:’uet';;:fg (NZ“)’ Power shelf-2 g{ﬁf;‘z‘r’hew' ? closed 313320 W 1 L1, NEUTRAL
8 g::t::gfg (Nz“)’ Power sheif-2 (’\g "; f;;r Shelf-2 osed s5053A/204 ([ 2 L2, NEUTRAL
9 grvnet’;;gfza ("2’)’ Power Shelf-2 ?g ":I fe:";' Shelf-2 osed 271747204 W 3 L3, NEUTRAL
10 g::t'g;gf& (Nz")’ Power Shelf-2 gﬁf;gs“ew' 2 osed 3198a/208 [ 4 L1, NEUTRAL
1 g:;t's;gfg (Nz‘;( Power Shelf-2 (’\g"; ‘I}e‘ﬁsw'g closed 166347208 5 L2, NEUTRAL
12 g:;t';;gfzﬁ (AQ)/ Power Shelf-2 ?g":l ‘I:;erhe\fr 2 dlosed 0.097 A/ 20A 6 13, NEUTRAL

Peripherals Page - OCP

The Peripherals Page defaults to show the peripheral devices connected to the primary unit. Use the

page control to swap to the link unit.

E}\ﬂy Power Shelf 1 (1) Peripheral Devices

My Power Shelf 1 (1)

My Power Shelf - 2 (2) gZut] Minimum Maximum State

D 1 Hall Effect 1 normal
[] 2 onoff1 normal
D 3 on/off 2 normal
[] a4  onoffs normal
[ s onsoffa normal
[ & onoffs normal

Device Information Page

Type

Magnetic
Contact

Serial Number Position

‘QLLO0oO0OT

Contact ClosureQLL0000001

Contact ClosureQLL0000001

Contact ClosureQLLO000001

Contact ClosureQLL000000T

Contact Closure QLLO000001

Port 1, Chain
position 1

Port 1, Chain
position 1,
Channel 1

Port 1, Chain
position 1,
Channel 2

Port 1, Chain
position 1,
Channel 3

Port 1, Chain
position 1,
Channel 4

Port 1, Chain
position 1,
Channel 5

The Device Information page shows the information about connected devices on the Link port. You can

see the primary and link units, link port information, and the link port status.
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» To display link port information:

1) Login to the primary link unit.
2) Click Maintenance > Device Information.

3) Expand Network section.

¥ PO e in on
Information L
Bioded SHFR-THRGR
Seriall namber R1EE0E TOOFD
Faiing BAL-AN SN, 24-38T 28 S-LANA, S0VB0HE
FirrTravane version 440552383
Board ID 18I500ED23
Board revision i)
PO A el
ASTE TMANAGENENT-MIB ey
Kbk i

Linking in the CLI

The CLl is disabled on link units. Access to the link unit via the CLI is available only through the primary
CLL. If any link units are configured, the CLI prompt includes the currently selected unit and Link ID, such
as My Unit (1) or My Unit (2).

Some commands are not available for link units:

e Authentication settings

e Security settings (login, role-based access control, user blocking, and strong passwords.)
e Server monitor

e User management

e Data logging

Linking CLI Commands

Commands for Linking begin with pdu.
» Ljst the Units in the Linked Chain

Displays the following information for each unit:

e LinkID
e Communication status (for link unit only)

e Device name
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Model name

Serial number
e Firmware version
# pdu list

Switch Unit

Switch between the primary and link units. The Link ID must be 1 (primary) or 2-8 (link units).
# pdu [id]

Add a New Link Unit

Add a link unit to a primary unit. Only available when ID 1 (primary) is selected. The command can be
used to re-establish a connection to an existing link unit if the Link ID and host match exactly. The
command requires admin privileges and prompts for the user’s password.

# pdu link [id] T[host] [login]
e id: New link ID (IDs 2-8)
e host: Host name or IP address

e |ogin: Name of user with admin privileges

Release a Link Unit

Release a link unit from a chain until the unit becomes standalone. The primary unit does not have
access to a released link unit. The command is only available when ID 1 (primary) is selected. The

command requires admin privileges, and prompts for confirmation unless the “/y” is specified.

# pdu release [id] {/y}
e id: Link ID of the unit to be released (IDs 2-8).

Setup Linking with a Connected Link Port Neighbor:

Supported only on models with Link Port.

After physically connecting a Primary and Expansion Units at the Link Port, use this command to
automatically create a linked configuration. This command can be used instead of the front panel

display when connecting supported PDUs at the Link Port.

# linkport link

Show Link Port Status
Supported only on models with Link Port.

Show the status of the link port. This command shows whether or not the link port is up, and if so,
shows the neighbor address and whether it's linked.
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# show linkport

» Reset to Factory Defaults:

You can reset the primary and all expansion units to factory default settings with a CLI command.

# reset factorydefaults all
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Using SNMP

This SNMP section guides you in configuring Legrand Power Shelf for integration with an SNMP
manager. Legrand Power Shelf can be set up to send traps or informs to the SNMP manager, enabling
real-time notifications. Additionally, it can receive GET and SET commands to retrieve status updates
and adjust basic settings efficiently.

In This Chapter

Enabling and Configuring SNMIP. . ... ... .. i i i i 258
SNMPV3 NOtifications. . . ..o vt e e e e 258
SNMPV2c Notifications. . . ..o vt e 260
Downloading SNMP MIB. . .. ..ot e e et 261
SNMP Gets and Sets. . ..ottt e 262

Enabling and Configuring SNMP

To enable communication with an SNMP manager, you must activate SNMP protocols on Legrand Power
Shelf. By default, SNMP functionality is disabled.

SNMP v3 protocol supports encrypted communication to enhance security. To utilize this feature,
configure users with SNMP v3 access permissions and specify both an Authentication Pass Phrase and a
Privacy Pass Phrase. These pass phrases serve as shared secrets between SNMP and Legrand Power
Shelf, ensuring secure communication.

Important: You must download the SNMP MIB for your Legrand Power Shelf to use
with your SNMP manager.

» To enable SNMP v1/v2c and/or v3 protocols:

1) Choose Device Settings > Network Services > SNMP.

2) Inthe SNMP Agent section, enable SNMP v1/v2c or SNMP v3, and configure related fields, such as
the community strings.

e |f SNMP v3 is enabled, you must determine which users shall have the SNMP v3 access permission.

» To configure users for SNMP v3 access:

1) Choose User Management > Users.
2) Create or modify users to enable their SNMP v3 access permission.

¢ |f authentication and privacy is enabled, configure the SNMP password(s) in the user settings.

SNMPv3 Notifications

1) Choose Device Settings > Network Services > SNMP.
2) Inthe SNMP Agent, make sure the Enable SNMP v1/v2c checkbox is selected.
3) Inthe SNMP Notifications section, make sure the 'Enable SNMP notifications' checkbox is selected.
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SHMP Notifications

Enabie SNMP notifcations L

Nnhﬁcm:nngm CRMPY infloemn L
Hast | reguingd |
Part 162

User IO | required |
Temeout 3 ]

Mumber of retries

i

Socurity bevel muthPriv v
Authentication peotaced SHA v
Authentication passphrane requined

Contim authenbicatan passphase

Privacy profocol AES T
Privacy passphrase required
Confiem privacy passphrase

4) Select 'SNMPv3 trap' or 'SNMPv3 inform' as the notification type.
5) For SNMP TRAPs, the engine ID is prepopulated.
6) Type values in the following fields.

Field Description

Host The IP address of the device(s) you want to access.

This is the address to which notifications are sent by the SNMP agent.
Port The port number used to access the device(s).

User ID User name for accessing the device.
e Make sure the user has the SNMP v3 access permission.
Timeout The interval of time, in seconds, after which a new inform communication is resent if the first
is not received.

® For example, resend a new inform communication once every 3 seconds.

Number of retries Specify the number of times you want to resend the inform communication if it fails.

e For example, inform communications are resent up to 5 times when the initial
communication fails.
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Field Description

Security level Three types are available.
® noAuthNoPriv - neither authentication nor privacy protocols are needed.
e authNoPriv - only authentication is required.

e authPriv - both authentication and privacy protocols are required.

Authentication The three fields are available when the security level is set to AuthNoPriv or authPriv.
protocol, e Select the authentication protocol - MD5 or SHA
Authentication e Enter the authentication passphrase
passphrase,
Confirm authentication
passphrase
Privacy protocol, The three fields are available when the security level is set to authPriv.
Privacy passphrase, e Select the Privacy Protocol - DES or AES
Confirm privacy e Enter the privacy passphrase and then confirm the privacy passphrase
passphrase
7) Click Save.

SNMPv2c Notifications

1) Choose Device Settings > Network Services > SNMP.
2) Inthe SNMP Agent, make sure the Enable SNMP v1/v2c checkbox is selected.
3) Inthe SNMP Notifications section, make sure the 'Enable SNMP notifications' checkbox is selected.

SNMP Notifications
Enabls SHMP notifications +
Natification type SHMPZ2e inform ¥
Timeout 3 3
Humbser of retries 3

¥ Host Part Coenmunity

1 162

2 162

E] 162

4) Select 'SNMPv2c trap' or 'SNMPv2c inform' as the notification type.
5) Type values in the following fields.
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Field Description

Timeout The interval of time, in seconds, after which a new inform
communication is resent if the first is not received.

® For example, resend a new inform communication once every 3

seconds.
Number of The number of times you want to resend the inform communication if
retries it fails.

® For example, inform communications are resent up to 5 times
when the initial communication fails.

Host The IP address of the device(s) you want to access. This is the address
to which notifications are sent by the SNMP agent.

You can specify up to 3 SNMP destinations.
Port The port number used to access the device(s).
Community The SNMP community string to access the device(s). The community

is the group representing the Legrand Power Shelf and all SNMP
management stations.

6) Click Save.

Downloading SNMP MIB

You must download an appropriate SNMP MIB file for successful SNMP communications. Always use the
latest SNMP MIB downloaded from the current firmware of your Legrand Power Shelf.

You can download the MIBs from two different pages of the web interface.

» MIB download via the SNMP page:

1) Choose Device Settings > Network Services > SNMP.
2) Click the Download MiIBs title bar.

Downlocad MIBs »

3) Select the desired MIB file to download.
e PDU2-MIB: The SNMP MIB file for Legrand Power Shelf management.
e ASSETMANAGEMENT-MIB: The SNMP MIB file for asset management.
4) Click Save to save the file onto your computer.
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» MIB download via the Device Information page:

1) Choose Maintenance > Device Information.

2) Inthe Information section, click the desired download link:
e PDU2-MIB
e ASSETMANAGEMENT-MIB

3) Click Save to save the file onto your computer.

SNMP Gets and Sets

In addition to sending notifications, the Legrand Power Shelf is able to receive SNMP get and set
requests from third-party SNMP managers.

e Get requests are used to retrieve information about the Legrand Power Shelf, such as the system
location, and the current on a specific outlet.

e Set requests are used to configure a subset of the information, such as the SNMP system name.

Note: The SNMP system name is the Legrand Power Shelf device name. When you change the SNMP
system name, the device name shown in the web interface is also changed.

The Legrand Power Shelf does NOT support configuring IPv6-related parameters using the SNMP set
requests.

Valid objects for these requests are limited to those found in the SNMP MIB-II System Group and the
custom Legrand Power Shelf MIB.

The MIB File
An SNMP MIB file describes the SNMP functions.

Opening the MIB reveals the custom objects that describe the Legrand Power Shelf system at the unit
level as well as at the individual-outlet level.

As standard, these objects are first presented at the beginning of the file, listed under their parent
group. The objects then appear again individually, defined and described in detail.
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For example, the measurementsGroup group contains objects for sensor readings of Legrand Power
Shelf as a whole. One object listed under this group, measurementsUnitSensorValue, is described later
in the MIB as "The sensor value". pduRatedCurrent, part of the configGroup group, describes the PDU
current rating.

SNMP Sets and Thresholds

Some objects can be configured from the SNMP manager using SNMP set commands. Objects that can
be configured have a MAX-ACCESS level of "read-write" in the MIB.

These objects include threshold objects, which cause the Legrand Power Shelf to generate a warning
and send an SNMP notification when certain parameters are exceeded. See Sensor Threshold Settings
for a description of how thresholds work.

Note: When configuring the thresholds via SNMP set commands, ensure the value of upper critical
threshold is higher than that of upper warning threshold.

Configuring NTP Server Settings

Using SNMP, you can change the following NTP server-related settings in the unitConfigurationTable:
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e Enable or disable synchronization of the device's date and time with NTP servers
(synchronizeWithNTPServer)

e Enable or disable the use of DHCP-assigned NTP servers if synchronization with NTP servers is
enabled (useDHCPProvidedNTPServer)

e Manually assign the primary NTP server if the use of DHCP-assigned NTP servers is disabled
(firstNTPServerAddressType and firstNTPServerAddress)

e Manually assign the secondary NTP server (optional) (secondNTPServerAddressType and
secondNTPServerAddress)

Tip: To specify the time zone, use the CLI or web interface instead.

When using the SNMP SET command to specify or change NTP servers, it is required that both the NTP
server's address type and address be set in the command line simultaneously.

For example, the SNMP command to change the primary NTP server's address from IPv4
(192.168.84.84) to host name looks similar to the following:

snmpset -v2c -c private 192.168.84.84 firstNTPServerAddressType = dns
firstNTPServerAddress = "angu.pep.com"

Retrieving Energy Usage

You can discover how much energy an IT device consumes by retrieving the Active Energy for the outlet
this IT device is plugged into. The Active Energy values are included in the
outletSensorMeasurementsTable, along with other outlet sensor readings.
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Using the Command Line Interface

In This Chapter

Logging into CLI. . . ..ot e 265
Tips forUsingthe CLL .. ... . it e e e 268
Showing Information. . ... ... .. i e 271
Configuring the Device and Network. . ...t 290
Actuator Control Operations. . . .....cii i e e 383
Network Troubleshooting in DiagnosticMode. .. ......................... 383

Logging into CLI

With HyperTerminal

You can use any terminal emulation programs for local access to the command line interface.

This section illustrates HyperTerminal, which is part of Windows operating systems prior to Windows
Vista.

» To log in using HyperTerminal:

1) Connect your computer to the product via a local connection.
2) Launch HyperTerminal on your computer and open a console window. When the window first
opens, it is blank.
Make sure the COM port settings use this configuration:
e Bits per second = 115200 (115.2Kbps)
e Data bits=8
e Stop bits=1
e Parity = None

Flow control = None

Tip: For a USB connection, you can determine the COM port by choosing Control Panel > System >
Hardware > Device Manager, and locating the "Device Serial Console" under the Ports group.

3) Inthe communications program, press Enter to send a carriage return to the Legrand Power Shelf.
The Username prompt appears.

4) Type a name and press Enter. The name is case sensitive. Then you are prompted to enter a
password.

5) Type a password and press Enter. The password is case sensitive.

After properly entering the password, the Legrand Power Shelf name appears at the prompt.
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Tip: The 'Last login' information, including the date and time, is also displayed if the same user account
was used to log in to this product's web interface or CLI.

6) You are now logged in to the command line interface and can begin using commands.

With SSH or Telnet

You can remotely log in to the command line interface (CLI) using an SSH or Telnet client, such as PuTTY.

Note: PUTTY is a free program you can download from the Internet. Refer to PuTTY's documentation for
details on configuration.

» To log in using SSH or Telnet:

1) Ensure SSH or Telnet has been enabled.

2) Launch an SSH or Telnet client and open a console window. A login prompt appears.

login a=: I

3) Type a name and press Enter. The name is case sensitive.

Note: If using the SSH client, the name must NOT exceed 25 characters. Otherwise, the login fails.

Then you are prompted to enter a password.

login as: admin

adminf192.1658.84.858"'s password: I

4) Type a password and press Enter. The password is case sensitive.

5) After properly entering the password, the Legrand Power Shelf name appears at the prompt.

Tip: The 'Last login' information, including the date and time, is also displayed if the same user account
was used to log in to this product's web interface or CLI.

6) You are now logged in to the command line interface and can begin administering this product.

Different CLI Modes and Prompts

Depending on the login name you use and the mode you enter, the system prompt in the CLI varies. The
device name appears with the prompt.
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e User Mode: When you log in as a normal user, who may not have full permissions to configure the
Legrand Power Shelf, the > prompt appears.

e Administrator Mode: When you log in as an administrator, who has full permissions to configure the
Legrand Power Shelf, the # prompt appears.

e Configuration Mode: You can enter the configuration mode from the administrator or user mode. In
this mode, the prompt changes to config:# or config:> and you can change Legrand Power Shelf
device and network configurations. See Configuring the Device and Network.

e Diagnostic Mode: You can enter the diagnostic mode from the administrator or user mode. In this
mode, the prompt changes to diag:# or diag:> and you can perform the network troubleshooting
commands, such as the ping command. See Network Troubleshooting in Diagnostic Mode.

Closing a Local Connection

Close the window or terminal emulation program when you finish accessing the Legrand Power Shelf
over the local connection.

When accessing or upgrading multiple Legrand Power Shelf devices, do not transfer the local
connection cable from one device to another without closing the local connection window first.

Logging out of CLI

After completing your tasks using the CLI, always log out of the CLI to prevent others from accessing the
CLI.

» To log out of the CLI:

1) Ensure you have entered administrator mode and the # prompt is displayed.

2) Type exit and press Enter.

Unblocking User

Once user is blocked, you can unblock the user via command line interface (CLI).

» To Unblock User:

1) Ensure you are logged in as administrator and the # prompt is displayed.
2) Type unblock admin and press Enter.
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Tips for Using the CLI

The ? Command for Showing Available Commands

When you are not familiar with CLI commands, you can press the ? key at anytime for one of the
following purposes.

e Show a list of main CLI commands available in the current mode.

e Show a list of available commands or parameters for the command you type.

In the administrator mode:

In the configuration mode:

config:# ?

In the diagnostic mode:
diag:# ?

Press Enter after pressing the ? command, and a list of main commands for the current mode is
displayed.

Querying Available Parameters for a Command

If you are not sure what commands or parameters are available for a particular type of CLI command or

its syntax, you can have the CLI show them by adding a space and the help command (?) or list

command (Is) to the end of that command. A list of available parameters and their descriptions will be

displayed.

The following shows a few query examples.

» To query available parameters for the "show" command:

268

# show ?
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» To query available parameters for the "show user" command:

# show user ?

» To query available role configuration parameters:

config:# role ?

» To query available parameters for the "role create” command:

config:# role create ?

Retrieving Previous Commands
If you would like to retrieve any command that was previously typed in the same connection session,

press the Up arrow ( 0 ) on the keyboard several times until the desired command is displayed.

Automatically Completing a Command

A CLI command always consists of several words. You can easily enter a command by typing first word(s)
or letter(s) and then pressing Tab or Ctrl+i instead of typing the whole command word by word.

» To have a command completed automatically:

1) Type initial letters or words of the desired command. Make sure the letters or words you typed are
unique so that the CLI can identify the command you want.

2) Press Tab or Ctrl+i until the complete command appears.

3) If there are more than one possible commands, a list of these commands is displayed. Then type the
full command.

» Examples:

e Example 1 (only one possible command):

a. Type the first word and the first letter of the second word of the "reset
factorydefaults" command -- thatis, reset f.

b. Then press Tab or Ctrl+i to complete the second word.
e Example 2 (only one possible command):

a. Type the first word and initial letters of the second word of the "security
strongPasswords" command -- that is, security str

b. Then press Tab or Ctrl+i to complete the second word.

e Example 3 (more than one possible commands):
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a. Type only the first two words of the "network ipv4 gateway xXXX.XXX.XXX.XXX'
command -- that is, network ipv4.

b. Then press Tab or Ctrl+i one or two times, a list of possible commands displays as shown
below.

gateway interface staticRoutes

C. Type the full command "network ipv4 gateway xxx.XxX.XxX.xXxxX', according
to the onscreen command list.

Multi-Command Syntax

To shorten the configuration time, you can combine various configuration commands in one command
to perform all of them at a time. All combined commands must belong to the same configuration type,
such as commands prefixed with network, user modify, sensor externalsensor and so on.

A multi-command syntax looks like this:

<configuration type> <setting 1> <value 1> <setting 2> <value 2>
<setting 3> <value 3>

» Example 1 - Combination of ETH1's Activation, Configuration Method and IP

The following multi-command syntax configures IPv4 address, configuration method and activation
status for ETH1's network connectivity simultaneously.

config:# network ipv4 interface ethl enabled true configMethod static
address 192.168.84.225/24

Results:

e The ETH1 interface is enabled.
e ETH1's configuration method is set to static IP address.
e ETH1's IPv4 address is set to 192.168.84.225/24.

» Example 2 - Combination of Upper Critical and Upper Warning Settings

The following multi-command syntax simultaneously configures Upper Critical and Upper Warning
thresholds for the RMS current of the 2nd overcurrent protector.

config:# sensor ocp 2 current upperCritical disable upperWarning 15
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Results:

e The Upper Critical threshold of the 2nd overcurrent protector's RMS current is disabled.

e The Upper Warning threshold of the 2nd overcurrent protector's RMS current is set to 15A and
enabled at the same time.

» Example 3 - Combination of SSID and PSK Parameters

This multi-command syntax configures both SSID and PSK parameters simultaneously for the wireless
feature.

config:# network wireless SSID myssid PSK encryp key

Results:

e The SSID value is set to myssid.

e The PSK value is set to encryp_key.
» Example 4 - Combination of Upper Critical, Upper Warning and Lower Warning Settings

The following multi-command syntax configures Upper Critical, Upper Warning and Lower Warning
thresholds for the outlet 5 RMS current simultaneously.

config:# sensor outlet 5 current upperCritical disable upperWarning enable
lowerWarning 1.0

Results:

e The Upper Critical threshold of outlet 5 RMS current is disabled.
e The Upper Warning threshold of outlet 5 RMS current is enabled.

e The Lower Warning threshold of outlet 5 RMS current is set to 1.0A and enabled at the same time.

Showing Information

You can use the show commands to view current settings or the status of the Legrand Power Shelf
device or part of it, such as the IP address, networking mode, firmware version, states or readings of
internal or external sensors, user profiles, and so on.

Some "show" commands have two formats: one with the parameter "details" and the other without.

The difference is that the command without the parameter "details" displays a shortened version of
information while the other displays in-depth information.

Actuator Information

This command syntax shows an actuator's information.
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# show actuators <n>

To show detailed information, add the parameter "details" to the end of the command.

# show actuators <n>details

Variables:
e <n>is one of the options: all, or a number.
Option Description

all Displays the information for all actuators.

Tip: You can also type the command without adding this
option "all" to get the same data.

A specific Displays the information for the specified actuator only.
actuator
number*

* The actuator number is the ID number assigned to the actuator. The ID number can be found using
the Legrand Power Shelf web interface or CLI. It is an integer starting at 1.

Displayed information:

e Without the parameter "details," only the actuator ID, type and state are displayed.

e With the parameter "details," more information is displayed in addition to the ID number and
actuator state, such as the serial number and X, Y, and Z coordinates.

Asset Strip Settings

This command shows the asset strip settings, such as the total number of rack units (tag ports), asset
strip state, numbering mode, orientation, available tags and LED color settings.

# show assetStrip <n>

Variables:
e <n>is one of the options: all, or a number.
Option Description

all Displays all asset strip information.

Tip: You can also type the command without adding this
option "all" to get the same data.
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Option Description

A specific Displays the settings of the asset strip connected to the specified
asset strip FEATURE port number.
number

For the Legrand Power Shelf device with only one FEATURE port,
the valid number is always 1.

Authentication Settings

» General authentication settings:

This command displays the authentication settings of the Legrand Power Shelf, including LDAP,
Radius,and TACACS+ settings.

# show authentication

» One LDAP server's settings:

To show the configuration of a specific LDAP server, assign the desired LDAP server with its sequential
number in the command. To get detailed information, add "details" to the end of the command.

# show authentication ldapServer <server num>
—-OR--

# show authentication ldapServer <server num> details

» One Radius server's settings:

To show the configuration of a specific Radius server, assign the desired Radius server with its
sequential number in the command. To get detailed information, add "details" to the end of the
command.

# show authentication radiusServer <server num>
- OR--

# show authentication radiusServer <server num> details
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» One TACACS+ server's settings:

To show the configuration of a specific TACACS+ server, assign the desired TACACS+ server with its
sequential number in the command. To get detailed information, add "details" to the end of the
command.

# show authentication tacplusServer <server num>
- OR--
# show authentication tacplusServer <server num> details

Variables:

e <server_num> is the sequential number of the specified authentication server on the LDAP or
Radius or TACACS+ server list.

Displayed information:

e Without specifying any server, Legrand Power Shelf shows the authentication type and a list of
LDAP, Radius, and TACACS+ servers that have been configured.

* When specifying a server, only that server's configuration is displayed. For LDAP server IP address/
hostname, server type, security, and port number are displayed, whereas Radius or TACCS+ servers
show their IP address/host name Authentication type and Port/s.

With the parameter "details" added, detailed information of the specified server is displayed, such as an
LDAP server's bind DN and the login name attribute. Whereas Radius and Tacacs+ servers show
accounting, timeout, retries, and shared secret values.

Blade Slot

This command shows the blade extension information,such as number of blade extensions connected
to the rack unit on the asset strip.

# show bladeSlot [<assetstrip>] [<rackunit>]
[<bladeslot>]

e assetstrip Asset strip index (1..99) [1]
e rackunit Rack unit index (1..99) [1]
e Dbladeslot Blade slot index (1..99 or all) [all]

Default Thresholds

This command shows the thresholds of the different sensors on the Legrand Power Shelf.

# show defaultThresholds
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To show detailed information, add the parameter "details" to the end of the command.

# show defaultThresholds details

Note: Range will be displayed if details is specified.

Disconnected Peripherals
This command shows the lists of peripheral devices that are assinged, but currently absent on the

Legrand Power Shelf.

# show disconnectedperipherals

Event Log

The command used to show the event log begins with show eventlog. You can add either the limit
or class parameters or both to show specific events.

» Show the last 30 entries:

# show eventlog

» Show a specific number of last entries in the event log:

# show eventlog limit <n>

» Show a specific type of events only:

# show eventlog class <event type>

» Show a specific number of last entries associated with a specific type of events only:
# show eventlog limit <n> class <event type>

Variables:

e <n>is one of the options: all or a number.

Option Description

all Displays all entries in the event log.
1 ®
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Option

An integer
number

Description

Displays the specified number of last entries in the event log.
The number ranges between 1 to 10,000.

e <event_type> is one of the following event types.

Event type
all

device

userAdministration

userActivity

sensor

serverMonitor

assetManagement

modem

timerEvent

webcam

cardReader

Description
All events.

Device-related events, such as system starting or firmware
upgrade event.

User management events, such as a new user profile or a new
role.

User activities, such as login or logout.

Internal or external sensor events, such as state changes of
any sensors.

Server-monitoring records, such as a server being declared
reachable or unreachable.

Asset management events, such as asset tag connections or
disconnections.

Modem-related events.

Scheduled action events.

Events for webcam management, if available.

Events for card reader management, if available.

Environmental Sensor Threshold Information

This command syntax shows the specified environmental sensor's threshold-related information.

# show sensor externalsensor <n>

To show detailed information, add the parameter "details" to the end of the command.

# show sensor externalsensor <n>details
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Variables:

e <n>is the environmental sensor number. The environmental sensor number is the ID number
assigned to the sensor, which can be found on the Peripherals page of the Legrand Power Shelf web
interface.

Displayed information:

e Without the parameter "details," only the reading, threshold, deassertion hysteresis and assertion
timeout settings of the specified environmental sensor are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.

Note: For a state sensor, the threshold-related and accuracy-related data is NOT available.

History

This command shows the command history for current connection session.

# show history
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Displayed information:
e Alist of commands that were previously entered in the current session is displayed.
Inlet Information
This command syntax shows the inlet information.
# show inlets <n>
To show detailed information, add the parameter "details" to the end of the command.

# show inlets <n>details

Variables:
e <n>is one of the options: all, or a number, or a label.
Option Description

all Displays the information for all inlets.

Tip: You can also type the command without adding this
option "all" to get the same data.

A specific Displays the information for the specified inlet only.

inlet number An inlet number needs to be specified only when there are more

than 1 inlet on your PDU.
Displayed information:

e Without the parameter "details," only the inlet's name and RMS current are displayed.

e With the parameter "details," more inlet information is displayed in addition to the inlet name and
RMS current, such as the inlet's RMS voltage, active power, active energy, plug type, rated current
and operating voltage.

Linking

This command syntax shows the PDU linking settings

# show linking

Network

This command shows all network configuration and all network interfaces' information, such as the IP
address, MAC address, the Ethernet interfaces' duplex mode, and the wireless interface's status/
settings.
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# show network

Network Diagnostics

This command shows the network diagnostics (Wi-Fi/802.1x) log.
# show network diagLog limit <limit>

Variable:
e <|imit> Number of log lines to display (1..10000 or all)
IP Configuration
This command shows the IP settings shared by all network interfaces, such as DNS and routes.
Information shown will include both IPv4 and IPv6 configuration.
# show network ip common
To show the IP settings of a specific network interface, use the following command.

# show network ip interface <ETH>

Variables:

e <ETH> is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your Legrand Power Shelf is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Show the IP-related configuration of the ETH1 interface.
eth2 Show the IP-related configuration of the ETH2 interface.
wireless  Show the IP-related configuration of the WIRELESS interface.

bridge Show the IP-related configuration of the BRIDGE interface.
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Interface Description

all Show the IP-related configuration of all interfaces.

Tip: You can also type the command without adding this
option "all" to get the same data. That is, show network ip
interface.

IPv4-Only or IPv6-Only Configuration

To show IPv4-only or IPv6-only configuration, use any of the following commands.

To show IPv4 settings shared by all network interfaces, such as DNS and routes:

# show network ipv4 common

To show IPv6 settings shared by all network interfaces, such as DNS and routes:

# show network ipv6 common

To show the IPv4 configuration of a specific network interface:

# show network ipv4 interface <ETH>

To show the IPv6 configuration of a specific network interface:
# show network ipvé6 interface <ETH>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your Legrand Power Shelf is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Show the IPv4 or IPv6 configuration of the ETH1 interface.
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Interface Description

eth2 Show the IPv4 or IPv6 configuration of the ETH2 interface.
wireless  Show the IPv4 or IPv6 configuration of the WIRELESS interface.
bridge Show the IPv4 or IPv6 configuration of the BRIDGE interface.

all Show the IPv4 or IPv6 configuration of all interfaces.

Tip: You can also type the command without adding this
option "all" to get the same data. That is, show network ipv4
interface.

Network Diagnostics

» Show network diagnostics log:

This command shows the network diagnostics (Wi-Fi/802.1x) log.

# show network diagLog

» Clear network diagnostics log:

This command clear the network diagnostics log.

# clear networkDiagLog

Network Interface Settings

This command shows the specified network interface's information which is NOT related to IP
configuration. For example, the Ethernet port's LAN interface speed and duplex mode, or the wireless
interface's SSID parameter and authentication protocol.

# show network interface <ETH>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your Legrand Power Shelf is set to the bridging mode.
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Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Show the ETH1 interface's non-IP settings.
eth2 Show the ETH2 interface's non-IP settings.
wireless  Show the WIRELESS interface's non-IP settings.
bridge Show the BRIDGE interface's non-IP settings.

all Show the non-IP settings of all interfaces.

Tip: You can also type the command without adding this
option "all" to get the same data. That is, show network
interface.

Network Service Settings

This command shows the network service settings only, including the Telnet setting, TCP ports for HTTP,
HTTPS, SSH and Modbus/TCP services, and SNMP settings.

# show network services <option>

Variables:

e <option>is one of the options: all, http, https, modbus, redfish, ssh, snmp, syslog, telnet and
zeroconfig.

Option  Description

all Displays the settings of all network services, including HTTP, HTTPS,
Telnet, SSH and SNMP.

Tip: You can also type the command without adding this option
"all" to get the same data.

http Only displays the TCP port for the HTTP service.
https Only displays the TCP port for the HTTPS service.
telnet Only displays the settings of the Telnet service.
ssh Only displays the settings of the SSH service.
snmp Only displays the SNMP settings.
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Option  Description

syslog Only displays the Syslog settings.

modbus  Only displays the settings of the Modbus/TCP service.
redfish Only displays the redfish service settings.

zeroconfig  Only displays the settings of the zero configuration advertising.

Pdu

This command shows Legrand Power Shelf information, including model and firmware version.
# show pdu

To show detailed information, add the parameter "details" to the end of the command.

# show pdudetails

With the parameter "details," more inlet information is displayed in addition to the model name and
firmware version, such as the serial number, board revision, active power and energy, power status,
sensor data and log capacity.

Peripheral Device Packages

This command shows thelLegrand Power Shelfattached peripheral device package information. the
following command shows the information of all connected environmental peripheral device packages,
each of which may contain more than one sensor or actuator.

# show peripheralDevicePackages

Peripheral Device Package 1
Serial Number: QLLO0O00001
Package Type: DX-D2C6
Position: Port 1, Chain Position 1
Package State: operational
Firmware Version: 0x40
Peripheral Device Package 2

Serial Number: QLLO0O00002
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Package Type: DX-D2C6
Position: Port 1, Chain Position 2
Package State: operational
Firmware Version: 0x40

Peripheral Devices Settings

This command shows peripheral devices settings, including Z coordinate format of external sensors,
device altitude, peripheral device auto management, maximum number of concurrently active powered
dry contacts, and muting of other door handle.

# show peripheralDevicesSetup

Power Supply

This command shows state of all six power supply units.

# show powersupply

Rack Unit Settings of an Asset Strip

A rack unit refers to a tag port on the asset strips. This command shows the settings of a specific rack
unit or all rack units on an asset strip, such as a rack unit's LED color and LED mode.

# show rackUnit <n> <rack unit>

Variables:

e <n>isthe number of the FEATURE port where the selected asset strip is physically connected. For
the Legrand Power Shelf device with only one FEATURE port, the number is always 1.

e <rack_unit> is one of the options: all or a specific rack unit's index number.
Option Description

all Displays the settings of all rack units on the specified asset strip.

Tip: You can also type the command without adding this
option "all" to get the same data.
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Option Description

A specific Displays the settings of the specified rack unit on the specified asset
number strip.

Use the index number to specify the rack unit. The index number is
available on the asset strip or the Asset Strip page of the web
interface.

Reliability

The command is used to show the reliability information, which begins with show reliability.
You can add either the data, errorlog or hwfailurs parameters to show specific details.

» Show the options:

# show reliability?

» Show the reliability data:

# show reliability data

» Show the errorlog:

# show reliability errorlog

» Show the current and past hardware failures:
# show reliability hwfailures
Roles
The command shows role information
# show roles

Role 'Admin’:
Description: System defined administrator role including all privileges.
Privileges: adminPrivilege

Role 'Operator':
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Description: Predefined operator role.
Privileges: acknowledgeAlarms
changePassword

viewEventSetup
changePduConfiguration

viewlLog

Security Settings

This command shows the security settings of the Legrand Power Shelf.

# show security

To show detailed information, add the parameter "details" to the end of the command.
# show securitydetails

Displayed information:

e Without the parameter "details," the information including IP access control, role-based access
control, password policy, HTTPS encryption is displayed and current FIPs mode status.

e With the parameter "details," more security information is displayed, such as user blocking time,
user idle timeout and front panel permissions (if supported by your model) and FIPs Mode status.

Sensor

This command syntax shows the available sensor commands, which provide further threshold details of
different sensors.

# show sensor?

Available commands:

externalsensor Shows external sensor threshold information
inlet Shows inlet sensor threshold information

inletline Shows inlet sensor threshold information

inletpole Shows inlet sensor threshold information

pdu Shows PDU sensor threshold information
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powerSupply Shows power supply sensor information

» Shows external sensor threshold information:

# show sensor externalsensor <n>

To show detailed information, add the parameter "details" to the end of the command.

# show sensor externalsensor <n>details

» Shows inlet threshold information:

# show sensor inlet <label><sensor> [details]

» Shows inletline threshold information:

# show sensor inletline <label><line> <sensor> [details]

» Shows inletpole threshold information:

# show sensor inletpole <label><pole><sensor> [details]

» Shows pdu threshold information:

# show sensor pdu <sensor>[details]

» Shows powersupply sensor information:

# show sensor powersupply <auxiliary> <input> <output>

» Shows powerBus information:

# show sensor powerBus <sensor> [details]
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Variables:

e <n>is the environmental sensor number. The environmental sensor number is the ID number
assigned to the sensor, which can be found on the Peripherals page of the Legrand Power Shelf web
interface.

Displayed information:

e Without the parameter "details," only the reading, threshold, deassertion hysteresis and assertion
timeout settings of the specified environmental sensor are displayed.

e With the parameter "details," more sensor information is displayed, including resolution and range.

Note: For a state sensor, the threshold-related and accuracy-related data is NOT available.

Server Reachability Information

This command shows all server reachability information with a list of monitored servers and status.

# show serverReachability

Server Reachability Information for a Specific Server

To show the server reachability information for a certain IT device only, use the following command.
# show serverReachability server <n>

To show detailed information, add the parameter "details" to the end of the command.

# show serverReachability server <n> details

Variables:

e <n>is a number representing the sequence of the IT device in the monitored server list.

You can find each IT device's sequence number using the CLI command of show
serverReachability as illustrated below.
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192.168.846.126 VYes Haiting for reliable connection
weiw . raritan.com Yes Haiting for reliable connection
Displayed information:

e Without the parameter "details," only the specified device's IP address, monitoring enabled/
disabled state and current status are displayed.

e With the parameter "details," more settings for the specified device are displayed, such as number
of pings and wait time prior to the next ping.

SX Port

This command shows serial access port parameters.
# show sxport [<sxportid>]

Variables:

e <sxportid> is one of the options: all, or a number.
Option Description

all Displays the information for all ports.

Tip: You can also type the command without adding this
option "all" to get the same data.

A specific sx Displays the information for the specified sx port only.

port id number ' An sx port number needs to be specified only when there are
more than 1 sx ports.

Time

This command shows the current date and time settings on the Legrand Power Shelf.
# show time
To show detailed information, add the parameter "details" to the end of the command.

# show time details

Note: If details is not specified, only the deviceTime, timeZone and setupMethod will be displayed.
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Unmanaged Peripherals

This command lists peripheral devices which are present, but not managed.

# show unmanagePeripherals

User

This command shows user information.

# show user

Configuring the Device and Network

To configure the device or network settings through the CLI, it is highly recommended to log in as the
administrator so that you have full permissions. If you enter configuration mode from user mode, you
may have limited permissions to make configuration changes.

To configure any settings, enter the configuration mode. Configuration commands are case sensitive.

» To enter configuration mode:

1) Ensure you have entered administrator mode and the # prompt is displayed.
2) Type config and press Enter.
3) The config:# prompt appears, indicating that you have entered configuration mode.

config:# _

4) Now you can type any configuration command and press Enter to change the settings.

Important: To apply new configuration settings, you must issue the "apply"
command before closing the terminal emulation program. Closing the program does
not save any configuration changes.

» To quit the configuration mode, use either "apply" or "cancel” command:

config:# apply
--OR --
config:# cancel

The # or > prompt appears after pressing Enter, indicating that you have entered the administrator or
user mode.
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Actuator Configuration Commands

An actuator configuration command begins with actuator. You can configure the name and location
parameters of an individual actuator.

You can configure various parameters for one actuator at a time.

» Change the name:

config:# actuator <n> name "<name>"

» Set the X coordinate:

config:# actuator <n> xlabel "<coordinate>"

» Set the Y coordinate:

config:# actuator <n> ylabel "<coordinate>"

» Set the Z coordinate:

config:# actuator <n> zlabel "<z label>"

» Modify the actuator's description:
config:# actuator <n> description "<description>"

Variables:

e <n>is the ID number assigned to the actuator. The ID number can be found using the web interface
or CLI. It is an integer starting at 1.

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

e <coordinate> is a string comprising up to 24 ASCII printable characters, and it must be enclosed in

quotes.
e There are two types of values for the <z_label> variable, depending on the Z coordinate format you
set:
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Type Description

Free form <coordinate> is a string comprising up to 24 ASCI| printable
characters, and it must be enclosed in quotes.

Rack units ' <coordinate> is an integer number in rack units.

e <description> is a string comprising up to 64 ASCII printable characters, and it must be enclosed in
guotes when it contains spaces.

Asset Strip

This command configures asset strip settings.

config:# assetStrip <index> [name <name>] [numberOfRackUnits
<rackunits>] [rackUnitNumberingMode <numberingmode>]
[rackUnitNumberingOffset <offset>]
[LEDColorForDisconnectedTags <disconnectedColor>]
[LEDColorForConnectedTags <connectedColor>]

Variables:

e <index> Asset strip index (1..99 or all)

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

e <rackunits> Rack unit count (8..64)

e <numberingmode> Rack unit numbering mode (topDown/bottomUp)
e <offset> Rack unit numbering offset (1..64)

e <disconnectedColor> Color of disconnected asset tags

e <connectedColor> Color of connected asset tags

Authentication Commands

An authentication configuration command begins with authentication.

Determining the Authentication Method

You can choose to set the authentication type only, or both set the authentication type and determine
whether to switch to local authentication in case the remote authentication is not available.

» Determine the authentication type only:

config:# authentication type <optionl>
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» Determine the authentication type and enable/disable the option of switching to local
authentication:

config:# authentication type <optionl> uselLocallfRemoteUnavailable
<option2>

Note: You cannot enable or disable the option of switching to local authentication without determining
the authentication type in the CLI. Therefore, always type "authentication type <option1>" when setting
up "uselocallfRemoteUnavailable".

Variables:

e <optionl>is one of the options: local , Idap or radius.

Option Description

local Enable Local authentication only.
Idap Enable LDAP authentication only.
radius Enable Radius authentication only.
tacplus Enable TACACS+ authentication only.

e <option2>is one of the options: true or false.

Option Description

true Remote authentication is the first priority. The device will switch to local
authentication when the remote authentication is not available.

false Always stick to remote authentication regardless of the availability of
remote authentication.

LDAP Settings
All LDAP-related commands begin with authentication Idap.

If you enable LDAP authentication, you must add at least one LDAP server. Later you can modify or
delete any existing LDAP server as needed.

Radius Settings

All Radius-related commands begin with authentication radius.

If you enable Radius authentication, you must add at least one Radius server. Later you can modify or
delete any existing Radius server as needed.
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TACACS+ Settings

All TACACS+ related commands begin with authentication tacplus.

If you enable TACACS+ authentication, you must add at least one TACACS+ server. Later you can modify
or delete any existing TACACS+ server as needed.

Blade Slot

This command configures asset strip blade slot settings.
config:# bladeSlot <assetstrip> <rackunit> <bladeslot> [assetID <id>]

e <assetstrip> Asset strip index (1..99 or all)
e <rackunit> Rack unit index (1..99 or all)

e <bladeslot> Blade slot index (1..99 or all)
e <assetlD> Asset Tag ID

Configuring Environmental Sensors' Default Thresholds

You can set the default values of upper and lower thresholds, deassertion hysteresis and assertion
timeout on a sensor type basis, including temperature, humidity, air pressure and air flow sensors. The
default thresholds automatically apply to all environmental sensors that are newly detected or added.

A default threshold configuration command begins with defaultThresholds.

You can configure various default threshold settings for the same sensor type at a time by combining
multiple commands.

» Set the Default Upper Critical Threshold for a specific sensor type:

config:# defaultThresholds <sensor type> upperCritical <value>

» Set the Default Upper Warning Threshold for a specific sensor type:

config:# defaultThresholds <sensor type> upperWarning <value>

» Set the Default Lower Critical Threshold for a specific sensor type:

config:# defaultThresholds <sensor type> lowerCritical <value>
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» Set the Default Lower Warning Threshold for a specific sensor type:

config:# defaultThresholds <sensor type> lowerWarning <value>

» Set the Default Deassertion Hysteresis for a specific sensor type:

config:# defaultThresholds <sensor type> hysteresis <hy value>

» Set the Default Assertion Timeout for a specific sensor type:

config:# defaultThresholds <sensor type> assertionTimeout <as_ value>

Variables:

e <sensor type> is one of the following numeric sensor types:

Sensor types

absoluteHumidity

relativeHumidity

temperature

airPressure

airFlow

vibration

Description

Absolute humidity sensors

Relative humidity sensors

Temperature sensors

Air pressure sensors

Air flow sensors

Vibration sensors

e <value> is the value for the specified threshold of the specified sensor type. Note that diverse
sensor types use different measurement units.

Sensor types
absoluteHumidity
relativeHumidity

temperature

airPressure

airFlow

Kllegrand’

Measurement units
g/m"3 (that is, g/m3)
%

Degrees Celsius (°C) or Fahrenheit (°F), depending on your
measurement unit settings.

Pascal (Pa) or psi, depending on your measurement unit settings.

m/s
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Sensor types Measurement units

vibration g

e <hy_value>is the deassertion hysteresis value applied to the specified sensor type.

e <as_value> is the assertion timeout value applied to the specified sensor type. It ranges from 0 to
100 (samples).

Example - Default Upper Thresholds for Temperature
It is assumed that your preferred measurement unit for temperature is set to degrees Celsius. Then the

C

a
following command sets the default Upper Warning threshold to 20 and Upper Critical threshold to

o
24 c for all temperature sensors.

config:# defaultThresholds temperature upperWarning 20
upperCritical 24

Environmental Sensor Configuration Commands

An environmental sensor configuration command begins with externalsensor. You can configure the
name and location parameters of an individual environmental sensor. Actuators are configured with
their own commands.

Changing the Sensor Name

This command names an environmental sensor.
config:# externalsensor <n> name "<name>"

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the web interface or using the command "show externalsensors <n>"inthe
CLI. It is an integer starting at 1.

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

Specifying the CC Sensor Type

Legrand contact closure sensors support the connection of diverse third-party. You must specify the
type of connected detector/switch for proper operation. Use this command when you need to specify
the sensor type.

config:# externalsensor <n> sensorSubType <sensor type>
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Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the Legrand Power Shelf web interface or using the command "show
externalsensors <n>"inthe CLIL Itis an integer starting at 1.

e <sensor_type> is one of these types: contact, smokeDetection, waterDetection or vibration.

Type Description

contact The connected detector/switch is for detection of door lock or
door closed/open status.

smokeDetection The connected detector/switch is for detection of the smoke
presence.

waterDetection The connected detector/switch is for detection of the water
presence.

vibration The connected detector/switch is for detection of the vibration.

Setting the X Coordinate

This command specifies the X coordinate of an environmental sensor.
config:# externalsensor <n> xlabel "<coordinate>"

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the Legrand Power Shelf web interface or using the command "show
externalsensors <n>"inthe CLIL Itis an integer starting at 1.

e <coordinate> is a string comprising up to 24 ASCII printable characters, and it must be enclosed in
quotes.

Setting the Y Coordinate

This command specifies the Y coordinate of an environmental sensor.

config:# externalsensor <n> ylabel "<coordinate>"
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Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the Legrand Power Shelf web interface or using the command "show
externalsensors <n>"inthe CLIL Itis an integer starting at 1.

e <coordinate> is a string comprising up to 24 ASCII printable characters, and it must be enclosed in
quotes.

Setting the Z Coordinate

This command specifies the Z coordinate of an environmental sensor.
config:# externalsensor <n> zlabel "<coordinate>"

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the web interface or using the command "show externalsensors <n>"inthe
CLI. It is an integer starting at 1.

e Depending on the Z coordinate format you set, there are two types of values for the <coordinate>
variable:

Type Description

Free form <coordinate> is a string comprising up to 24 ASCI| printable
characters, and it must be enclosed in quotes.

Rack units  <coordinate> is an integer number in rack units.

Changing the Sensor Description

This command provides a description for a specific environmental sensor.
config:# externalsensor <n> description "<description>"

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the web interface or using the command "show externalsensors <n>"inthe
CLL. It is an integer starting at 1.

e <description> is a string comprising up to 64 ASCII printable characters, and it must be enclosed in
guotes when it contains spaces.

Using Default Thresholds

This command determines whether default thresholds, including the deassertion hysteresis and
assertion timeout, are applied to a specific environmental sensor.
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config:# externalsensor <n> useDefaultThresholds <option>

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the Legrand Power Shelf web interface or using the command "show
externalsensors <n>"inthe CLIL Itis an integer starting at 1.

e <option>is one of the options: true or false.

Option Description

true Default thresholds are selected as the threshold option for the specified
sensor.
false Sensor-specific thresholds are selected as the threshold option for the

specified sensor.

Setting the Alarmed to Normal Delay for DX2-passive infrared sensor

This command determines the value of the Alarmed to Normal Delay setting for a Legrand presence
detector.

config:# externalsensor <n> alarmedToNormalDelay <time>

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the Legrand Power Shelf web interface or using the command "show
externalsensors <n>"inthe CLL Itis an integer starting at 1.

e <time> is an integer number in seconds, ranging between 0 and 300.

Inlet Configuration Commands

An inlet configuration command begins with inlet. You can configure an inlet by using the inlet
configuration command.

Changing the Inlet Name

This command syntax names an inlet.

config:# inlet <n> name "<name>"
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Variables:

e <n>is the number of the inlet that you want to configure. For a single-inlet PDU, <n> is always 1.
The value is an integer between 1 and 50.

e <name> is a string comprising up to 64 ASCII printable characters. The <name> variable must be
enclosed in quotes when it contains spaces.

Enabling or Disabling an Inlet (for Multi-Inlet PDUs)

Enabling or disabling an inlet takes effect on a multi-inlet PDU only.

This command enables or disables an inlet.

config:# inlet <n> enabled <option>

Variables:

e <n>is the number of the inlet that you want to configure. For a single-inlet PDU, <n> is always 1.
The value is an integer between 1 and 50.

e <option> is one of the options: true or false.

Option Description
true The specified inlet is enabled.
false The specified inlet is disabled.

Note: If performing this command causes all inlets to be disabled, a warning message appears,
prompting you to confirm. When this occurs, press y to confirm or n to cancel the operation.

Example - Inlet Naming

The following command assigns the name "AC source" to the inlet 1. If your Legrand Power Shelf
contains multiple inlets, this command names the 1st inlet.

config:# inlet 1 name "AC source"

Linking

Network Configuration Commands

A network configuration command begins with network. A number of network settings can be changed
through the CLI, such as the IP address, transmission speed, duplex mode, and so on.
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Configuring IPv4 Parameters

An IPv4 configuration command begins with network ipv4.

Setting the IPv4 Configuration Mode

This command determines the IP configuration mode.
config:# network ipv4 interface <ETH> configMethod <mode>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your Legrand Power Shelf is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv4 configuration mode of the ETH1 interface (wired
networking).

eth2 Determine the IPv4 configuration mode of the ETH2 interface (wired
networking).

wireless  Determine the IPv4 configuration mode of the WIRELESS interface
(that is, wireless networking).

bridge Determine the IPv4 configuration mode of the BRIDGE interface (that
is, bridging mode).

e <mode> is one of the modes: dhcp or static.

Mode  Description
dhcp The IPv4 configuration mode is set to DHCP.

static The IPv4 configuration mode is set to static IP address.

Setting the IPv4 Preferred Host Name
After selecting DHCP as the IPv4 configuration mode, you can specify the preferred host name, which is

optional. The following is the command:

config:# network ipv4 interface <ETH> preferredHostName <name>
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Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your Legrand Power Shelf is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv4 preferred host name of the ETH1 interface (that
is, wired networking).

eth2 Determine the IPv4 preferred host name of the ETH2 interface (that
is, wired networking).

wireless  Determine the IPv4 preferred host name of the WIRELESS interface
(that is, wireless networking).

bridge Determine the IPv4 preferred host name of the BRIDGE interface (that
is, bridging mode).
e <name> is a host name which:
e Consists of alphanumeric characters and/or hyphens
e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters

e Cannot contain punctuation marks, spaces, and other symbols
Setting the IPv4 Address

After selecting the static IP configuration mode, you can use this command to assign a permanent IP
address to the Legrand Power Shelf.

config:# network ipv4 interface <ETH> address <ip address>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your Legrand Power Shelf is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv4 address of the ETH1 interface (that is, wired
networking).
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Interface Description

eth2 Determine the IPv4 address of the ETH2 interface (that is, wired
networking).

wireless  Determine the IPv4 address of the WIRELESS interface (that is,
wireless networking).

bridge Determine the IPv4 address of the BRIDGE interface (that is, the
bridging mode).

e <jp address> is the IP address being assigned to your Legrand Power Shelf. Its format is "IP address/
prefix". For example, 192.168.84.99/24.

Setting the IPv4 Gateway

After selecting the static IP configuration mode, you can use this command to specify the gateway.

config:# network ipv4 interface ethl gateway <ip
address>

Variables:

e <ip address> is the IP address of the gateway. The value ranges from 0.0.0.0 to 255.255.255.255.

Interface Description

ethl Determine the IPv4 address of the ETH1 interface (that is, wired
networking).

eth2 Determine the IPv4 address of the ETH2 interface (that is, wired
networking).

wireless  Determine the IPv4 address of the WIRELESS interface (that is,
wireless networking).

bridge Determine the IPv4 address of the BRIDGE interface (that is, the
bridging mode).

Setting IPv4 Static Routes

If the IPv4 network mode is set to static IP and your local network contains two subnets, you can
configure static routes to enable or disable communications between the Legrand Power Shelf and
devices in the other subnet.

These commands are prefixed with network ipv4 staticRoutes.

Depending on whether the other network is directly reachable or not, there are two methods for
adding a static route. For further information, see Static Route Examples.
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Method 1: add a static route when the other network is NOT directly reachable:

config:# network ipv4 staticRoutes add <dest-1> nextHop <hop>

Method 2: add a static route when the other network is directly reachable:

config:# network ipv4 staticRoutes add <dest-1> interface <ETH>

Delete an existing static route:

config:# network ipv4 staticRoutes delete <route ID>

Modify an existing static route:

config:# network ipv4 staticRoutes modify <route ID> dest <dest-2> nextHop
<hop>

—-OR--

config:# network ipv4 staticRoutes modify <route ID> dest <dest-2>
interface <ETH>

Variables:

e <dest-1>is a combination of the IP address and subnet mask of the other subnet. The format is IP
address/subnet mask.

e <hop>is the IP address of the next hop router.

e <ETH>is one of the interfaces: ETH1/ETH2, WIRELESS and BRIDGE. Type "bridge" only when your
Legrand Power Shelf is in the bridging mode.

e <route_ID> is the ID number of the route setting which you want to delete or modify.

e <dest-2> is a modified route setting that will replace the original route setting. Its format is /P
address/subnet mask. You can modify either the IP address or the subnet mask or both.

Configuring IPv6 Parameters

IPv6 is enabled by default. To configure IPv6 settings, use commands that begin with network ipv6.

Note: IPv6 stable privacy addresses are disabled by default and will not automatically generate the
stable privacy IPv6 addresses unless you explicitly enable the feature.
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Setting the IPv6 Configuration Mode

This command determines the IP configuration mode.

config:# network ipvé interface <ETH> configMethod <mode>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your Legrand Power Shelf is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv6 configuration mode of the ETH1 interface (wired
networking).

eth2 Determine the IPv6 configuration mode of the ETH2 interface (wired
networking).

wireless  Determine the IPv6 configuration mode of the WIRELESS interface
(that is, wireless networking).

bridge Determine the IPv6 configuration mode of the BRIDGE interface (that
is, bridging mode).

e <mode> is one of the modes: automatic or static.

Mode Description

automatic*  The |Pv6 configuration mode is set to automatic.

static The IPv6 configuration mode is set to static IP address.

*You can configure the Legrand Power Shelf to either "Manual" or "Automatic" IPv6 settings. In manual
mode, you must specify the device's IP address, the default router, the DNS server etc. But when
Automatic mode is selected, the behavior of the Legrand Power Shelf depends on the configuration of
the Router Advertisement (RA) in the network's router. If the RA contains a Prefix Information that has
the "Autonomous address-configuration flag" set, the Legrand Power Shelf will use SLAAC and use an
IPv6 address based on that Prefix. The Legrand Power Shelf will create a stable privacy address
according to RFC 7217. If the RA has the "otherconf" flag set, the Legrand Power Shelf will also use
Stateless DHCP to retrieve information like a DNS server. If the "managed" flag is set in the RA, Stateful
Address Auto configuration is used via DHCPv6. Both modes (SLAAC and DHCPv6) can be used at the
same time.
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Setting the IPv6 Preferred Host Name

After selecting DHCP as the IPv6 configuration mode, you can specify the preferred host name, which is
optional. The following is the command:

config:# network ipv6é interface <ETH> preferredHostName <name>

Variables:

e <ETH>is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your Legrand Power Shelf is set to the bridging mode.

Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description

ethl Determine the IPv6 preferred host name of the ETH1 interface (wired
networking).

eth2 Determine the IPv6 preferred host name of the ETH2 interface (wired
networking).

wireless  Determine the IPv6 preferred host name of the WIRELESS interface
(that is, wireless networking).

bridge Determine the IPv6 preferred host name of the BRIDGE interface (that
is, bridging mode).
e <name> is a host name which:
e Consists of alphanumeric characters and/or hyphens
e Cannot begin or end with a hyphen
e Cannot contain more than 63 characters

e Cannot contain punctuation marks, spaces, and other symbols

Setting the IPv6 Address

After selecting the static IP configuration mode, you can use this command to assign a permanent IP
address to the Legrand Power Shelf.

config:# network ipv6 interface <ETH> address <ip
address>

Variables:

e <ETH> is one of the network interfaces: ETH1/ETH2, WIRELESS, or BRIDGE. Note that you must
choose/configure the bridge interface if your Legrand Power Shelf is set to the bridging mode.
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Note: In the bridging mode, only the IP parameters of the BRIDGE interface function. The IP
parameters of ETH1/ETH2 and WIRELESS interfaces do NOT function.

Interface Description
ethl Determine the IPv6 address of the ETH1 interface (wired networking).
eth2 Determine the IPv6 address of the ETH2 interface (wired networking).

wireless  Determine the IPv6 address of the WIRELESS interface (that is,
wireless networking).

bridge Determine the IPv6 address of the BRIDGE interface (that is, the
bridging mode).

e <ip address> is the IP address being assigned to your Legrand Power Shelf. This value uses the IPv6
address format. Note that you must add /xx, which indicates a prefix length of bits such as /64, to
the end of this IPv6 address.

Setting the IPv6 Gateway

After selecting the static IP configuration mode, you can use this command to specify the gateway.

config:# network ipvé interface gateway ethl <ip
address>

Variables:

e <ip address> is the IP address of the gateway. This value uses the IPv6 address format.

Interface Description

ethl Determine the IPv6 address of the ETH1 interface (that is, wired
networking).

eth2 Determine the IPv6 address of the ETH2 interface (that is, wired
networking).

wireless  Determine the IPv6 address of the WIRELESS interface (that is,
wireless networking).

bridge Determine the IPv6 address of the BRIDGE interface (that is, the
bridging mode).

Setting IPv6 Static Routes

If the IPv6 network mode is set to static IP and your local network contains two subnets, you can
configure static routes to enable or disable communications between the Legrand Power Shelf and
devices in the other subnet.

These commands are prefixed with network ipv6 staticRoutes.
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Depending on whether the other network is directly reachable or not, there are two methods for
adding a static route. For further information, see Static Route Examples.

» Method 1: add a static route when the other network is NOT directly reachable:

config:# network ipv6 staticRoutes add <dest-1> nextHop <hop>

» Method 2: add a static route when the other network is directly reachable:

config:# network ipv6 staticRoutes add <dest-1> interface <ETH>

» Delete an existing static route:

config:# network ipv6 staticRoutes delete <route ID>

» Modify an existing static route:

config:# network ipv6 staticRoutes modify <route ID> dest <dest-2>
nextHop <hop>

—-OR--

config:# network ipvé staticRoutes modify <route ID> dest <dest-2>
interface <ETH>

Variables:

e <dest-1> is the IP address and prefix length of the subnet where the Legrand Power Shelf belongs.
The format is IP address/prefix length.

e <hop> is the IP address of the next hop router.

e <ETH>is one of the interfaces: ETH1/ETH2, WIRELESS and BRIDGE. Type "bridge" only when your
Legrand Power Shelf is in the bridging mode.

e <route_ID> is the ID number of the route setting which you want to delete or modify.

e <dest-2> is a modified route setting that will replace the original route setting. Its format is /P
address/prefix length. You can modify either the IP address or the prefix length or both.

Configuring DNS Parameters

Use the following commands to configure static DNS-related settings.
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» Specify the primary DNS server:

config:# network dns firstServer <ip address>

» Specify the secondary DNS server:

config:# network dns secondServer <ip address>

» Specify the third DNS server:

config:# network dns thirdServer <ip address>

» Specify one or multiple optional DNS search suffixes:
config:# network dns searchSuffixes <suffixl>
--OR --

config:# network dns searchSuffixes
<suffixl>,<suffix2>,<suffix3>,...,<suffix6>

» Determine which IP address is used when the DNS server returns both IPv4 and IPv6 addresses:
config:# network dns resolverPreference <resolver>

Variables:

e <jp address> is the IP address of the DNS server.

e <suffix1>, <suffix2>, and the like are the DNS suffixes that automatically apply when searching for
any device via Legrand Power Shelf. For example, <suffix1> can be example.com, and <suffix2> can
be legrand.com. You can specify up to 6 suffixes by separating them with commas.

e <resolver>is one of the options: preferV4 or preferVeé.

Option Description
preferv4 Use the IPv4 addresses returned by the DNS server.

preferVé Use the IPv6 addresses returned by the DNS server.
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Setting LAN Interface Parameters

A LAN interface configuration command begins with network ethernet.

Enabling or Disabling the LAN Interface

This command enables or disables the LAN interface.
config:# network ethernet <ETH> enabled <option>

Variables:

e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <option>is one of the options: true or false.

Option Description
true The specified network interface is enabled.
false The specified network interface is disabled.

Changing the LAN Interface Speed

This command determines the LAN interface speed.
config:# network ethernet <ETH> speed <option>

Variables:

e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <option> is one of the options: auto, 10Mbps, 100Mbps or 1000Mbps.

Option Description

auto System determines the optimum LAN speed through auto-negotiation.
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Option Description
10Mbps The LAN speed is always 10 Mbps.
100Mbps | The LAN speed is always 100 Mbps.

1000Mbps The LAN speed is always 1000 Mbps.

Changing the LAN Duplex Mode

This command determines the LAN interface duplex mode.
config:# network ethernet <ETH> duplexMode <mode>

Variables:

e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <mode> is one of the modes: auto, half or full.

Option Description

auto The Legrand Power Shelf selects the optimum transmission mode
through auto-negotiation.

half Half duplex:

Data is transmitted in one direction (to or from the Legrand Power
Shelf) at a time.

full Full duplex:

Data is transmitted in both directions simultaneously.

Setting the LAN MTU

This command sets the MTU for the ethernet interface.

config:# network ethernet <ETH> mtu <mtu>
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Variables:

e <ETH>is one of the options -- eth1 or eth2.

e <mtu> is the Maximum Transfer Unit. Enter a value from 1280-1500.
Setting the Ethernet Authentication Method

Legrand Power Shelf supports 802.1X (EAP) Network Authentication. Enable the ethernet interface, and
then set the authentication method.

config:# network ethernet <interface> [enabled
<enabled>]

The following command sets the authentication method for the selected Ethernet interface to either
none or Extensible Authentication Protocol (EAP).

config:# network ethernet <ETH> authMethod <method>

Variables:

e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <method> is one of the authentication methods: NONE or EAP.

Method Description
NONE The authentication method is set to NONE.
EAP The authentication method is set to EAP.

Setting Ethernet EAP Parameters

When the selected Ethernet interface's authentication method is set to EAP, you must configure EAP
authentication parameters, including outer authentication, inner authentication, EAP identity, client
certificate, client private key, password, CA certificate, and RADIUS authentication server. For more
information, see Ethernet Interface Settings.

» Determine the outer authentication protocol:

config:# network ethernet <ETH> eapOuterAuthentication <outer auth>
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Determine the inner authentication protocol for authentication set to "EAP + PEAP":

config:# network ethernet <ETH> eapInnerAuthentication <inner auth>

Set the EAP identity:

config:# network ethernet <ETH> eapldentity <identity>
Set the EAP password:
config:# network ethernet <ETH> eapPassword

After performing the above command, the Legrand Power Shelf prompts you to enter the password.
Then type the password and press Enter.

Provide a client certificate for authentication set to "EAP + TLS" or "EAP + PEAP + TLS":

config:# network ethernet <ETH> eapClientCertificate

After performing any certificate or private key commands, including commands for the client certificate,
client private key, and CA certificate, the system prompts you to enter the contents of the wanted
certificate or key. For an example with detailed procedure, see EAP CA Certificate Example (on page
315).

Provide a client private key for authentication set to "EAP + TLS" or "EAP + PEAP + TLS":

config:# network ethernet <ETH> eapClientPrivateKey

Provide a CA TLS certificate for EAP:

config:# network ethernet <ETH> eapCACertificate

Eable or disable verification of the TLS certificate chain:

config:# network ethernet <ETH> enableCertVerification <optionl>
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» Allow expired and not yet valid TLS certificates:

config:# network ethernet <ETH> allowOffTimeRangeCerts <option2>

» Allow network connection with incorrect system time:

config:# network ethernet <ETH> allowConnectionWithIncorrectClock
<option3>

» Set the RADIUS authentication server for EAP:

config:# network ethernet <ETH> eapAuthServerName <FQDN>

Variables:

e <ETH>is one of the options -- eth1 or eth2.

Option Description
ethl ETH1 port
eth2 ETH2 port

e <outer_auth>is one of the options: PEAP or TLS.

Option Description

PEAP Outer authentication is set to Protected Extensible Authentication
Protocol (PEAP).

TLS Outer authentication is set to TLS.
e <inner_auth>is one of the options: MS-CHAPv2 or TLS.
Option Description

MSCHAPV2 Inner authentication is set to Microsoft's Challenge Authentication
Protocol Version 2 (MS-CHAPv2).

TLS Inner authentication is set to TLS.

e <jdentity> is your user name for the EAP authentication.

e <optionl>is one of the options: true or false.
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Option Description
true Enables the verification of the TLS certificate chain.

false Disables the verification of the TLS certificate chain.

e <option2>is one of the options: true or false.

Option Description

true Always make the network connection successful even though the TLS
certificate chain contains any certificate which is outdated or not valid yet.

false The network connection is NOT successfully established when the TLS
certificate chain contains any certificate which is outdated or not valid yet.

e <option3>is one of the options: true or false.
Option Description
true Make the network connection successful when the Legrand Power Shelf

system time is earlier than the firmware build before synchronizing with
the NTP server, causing the TLS certificate to become invalid.

false The network connection is NOT successfully established when the Legrand
Power Shelf finds that the TLS certificate is not valid due to incorrect
system time.

e <FQDN> is the name of the RADIUS server if it is present in the TLS certificate. The name must
match the fully qualified domain name (FQDN) of the host shown in the certificate.

EAP CA Certificate Example

This section provides a CA certificate example for the Ethernet interface "ETH1". Your CA certificate
contents should be different from the contents displayed in this example.

In addition, the procedure of uploading the client certificate and client private key in CLI is similar to the
following example, except for the CLI command.

» To provide a CA certificate:

1) Make sure you have entered the configuration mode.
2) Type the following command for ETH1 and press Enter.

config:# network ethernet ethl eapCACertificate

3) The system prompts you to enter the contents of the CA certificate.
4) Open a CA certificate using a text editor. You should see certificate contents similar to the following.

Kllegrand’ i



--- BEGIN CERTIFICATE ---

MIIC]TCCAfigAwIBAgIEMaY gRzALBgkghkiGew0BAQQWRTELMAKGAIUEBhMCWWMX
NjAOBgNVBAOTLUShdGIvbmFsIEFIcm9uy XW0aWNzIGFUZCBTcGFjZSBBZG 1pbmlz
dHIhdGhvbjAmFXESNjA1M]gxMzQ5MDUrMDgwMBCROTgwWNTI4MTMOOT ALKz A4MD Aw
ZzELMAKGA1UEBhMCWVVMxN]ADBgNVBA0TLUShdGIvbmFsIEFlcmauY XV 0aWNzIGFu
ZCBTcGFZSBBZG1pbmlzdHIhdGlvbjEgMAKGALUEBRMCMTY wEWYDWVQQDEWxTdGW2
ZSBTY2hwy2gwWDALBgkghkiG9wOBAQEDSQAwWRgIBALrAwyY dgxmzNP/ tsOUyfeBp
miJYktU/waNGE7ULaN4B5CnEZz 7k575903Y Y 3LecETgQLIQHmMkwIYDTL2fT gV fwOC
AQOjgaswgagw ZAYDVROZAQH/BFowWDBWMFQxCzAIBgNVBAY TANVTMT Y wNAY DVQQK
Ey10YXRpb25hbCBBZXIvbmF 1dGljcyBhbmQgU3BhY2UgQWRtaW5pc3Ry Y XRpb24x
DTALBgNVBAMTBENSTDEWFwYDVROBAQH/BADWC4AJODMyOTcwODEWMBgGA1UdAgQR
MABECTgzMik3IMDgyM4ACBSAwWDQYDVROKBAY wBAMCBkAwWCwY Ko ZIhvcNAQEEA4GE
AH2y1VCEwW/A4zaXzSYZITTUi3uawbbFiS2yxHvgf28+81s00HXk1H1w2d5qOHH21
XB2tZXd/01tG0g1T9usFFBDWYKB0O0ebgz/PSELINBL2+a3t0ObEUlY1ZZ0pBDWINRS
WKDNLCGITKCKpOFSEWINVDwh54NNevkCQRZita+z4IBO

--- END CERTIFICATE ---

5) Select and copy the contents as illustrated below, including the starting line containing "BEGIN
CERTIFICATE" and the ending line containing "END CERTIFICATE."

6) Paste the contents in the terminal.
7) Press Enter.

8) Verify whether the system shows the following command prompt, indicating the provided CA
certificate is valid.

config:#
Removing the Uploaded Certificate or Private Key

The procedures of removing an existing client certificate, client private key or CA certificate in CLl are
similar.

This section illustrates such a procedure for the Ethernet interface "ETH1."

» To remove a certificate or private key for ETH1:

1) Make sure you have entered the configuration mode.
2) Type the appropriate command, depending on which file you want to remove, and press Enter.

e (Client certificate:

config:# network ethernet ethl eapClientCertificate

e (Client private key:

config:# network ethernet ethl eapClientPrivateKey

e CA certificate:

config:# network ethernet ethl eapCACertificate

3) The system prompts you to enter the contents of the chosen certificate or private key.
4) Press Enter without typing any data.

5) Verify whether the system shows the following command prompt, indicating the existing certificate
or private key has been removed.

config:#

‘e L1legrand



Setting Wireless Parameters

You must configure wireless parameters, including Service Set Identifier (SSID), authentication method,
Pre-Shared Key (PSK), and Basic Service Set |dentifier (BSSID) after the wireless networking mode is
enabled.

A wireless configuration command begins with network wireless.

Note: If wireless networking mode is not enabled, the SSID, PSK and BSSID values are not applied until
the wireless networking mode is enabled. In addition, a message appears, indicating that the active
network interface is not wireless.

Setting the SSID

This command specifies the SSID string.
config:# network wireless SSID <ssid>

Variables:

e <ssid> is the name of the wireless access point, which consists of:
- Up to 32 ASCII characters
- No spaces
- ASCII codes 0x20 ~ 0x7E

Enabling or Disabling 802.11n High Throughput

This command enables or disables the 802.11n high throughput protocol.
config:# network wireless enableHT <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true 802.11nis enabled.
false 802.11n is disabled.

Setting the Wireless Authentication Method

This command sets the wireless authentication method to None, PSK, or Extensible Authentication
Protocol (EAP).

config:# network wireless authMethod <method>
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Variables:

e <method> is one of the authentication methods: PSK or EAP.

Method Description

PSK The authentication method is set to PSK.
EAP The authentication method is set to EAP.
None The authentication method is set to None.

Setting the PSK

If the Pre-Shared Key (PSK) authentication method is selected, you must assign a PSK passphrase by
using this command.

config:# network wireless PSK <psk>

Variables:

e <psk>is a string or passphrase that consists of:
- 8 to 63 characters
- No spaces
- ASCII codes 0x20 ~ 0x7E

Setting Wireless EAP Parameters

When the wireless authentication method is set to EAP, you must configure EAP authentication
parameters, including outer authentication, inner authentication, EAP identity, client certificate, client
private key, password, CA certificate, and RADIUS authentication server. For more information, see
Wireless Network Settings.

» Determine the outer authentication protocol:

config:# network wireless eapOuterAuthentication <outer auth>

» Determine the inner authentication protocol for authentication set to "EAP + PEAP":

config:# network wireless eapInnerAuthentication <inner auth>

» Set the EAP identity:

config:# network wireless eapIdentity <identity>
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Set the EAP password:

config:# network wireless eapPassword

After performing the above command, the Legrand Power Shelf prompts you to enter the password.
Then type the password and press Enter.

» Provide a Client Certificate for authentication set to "EAP + TLS" or "EAP + PEAP + TLS":
config:# network wireless eapClientCertificate
After performing any certificate or private key commands, including commands for the client certificate,
client private key, and CA certificate, the system prompts you to enter the contents of the wanted
certificate or key. For an example with detailed procedure, see EAP CA Certificate Example (on page
315).
» Provide a Client Private Key for authentication set to "EAP + TLS" or "EAP + PEAP + TLS":
config:# network wireless eapClientPrivateKey
» Provide a CA TLS certificate for EAP:
config:# network wireless eapCACertificate
» Eable or disable verification of the TLS certificate chain:
config:# network wireless enableCertVerification <optionl>
» Allow expired and not yet valid TLS certificates:
config:# network wireless allowOffTimeRangeCerts <option2>
» Allow wireless network connection with incorrect system time:
config:# network wireless allowConnectionWithIncorrectClock <option3>
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» Set the RADIUS authentication server for EAP:

config:# network wireless eapAuthServerName <FQDN>

Variables:

e <outer_auth>is one of the options: PEAP or TLS.

Option Description

PEAP Outer authentication is set to Protected Extensible Authentication
Protocol (PEAP).

TLS Outer authentication is set to TLS.
e <inner_auth>is one of the options: MS-CHAPv2 or TLS.
Option Description

MSCHAPV2 Inner authentication is set to Microsoft's Challenge Authentication
Protocol Version 2 (MS-CHAPv2).

TLS Inner authentication is set to TLS.

<identity> is your user name for the EAP authentication.

e <optionl>is one of the options: true or false.

Option Description
true Enables the verification of the TLS certificate chain.

false Disables the verification of the TLS certificate chain.

e <option2>is one of the options: true or false.

Option Description

true Always make the network connection successful even though the TLS
certificate chain contains any certificate which is outdated or not valid yet.

false The network connection is NOT successfully established when the TLS
certificate chain contains any certificate which is outdated or not valid yet.

e <option3>is one of the options: true or false.

Option Description

true Make the network connection successful when the Legrand Power Shelf
system time is earlier than the firmware build before synchronizing with
the NTP server, causing the TLS certificate to become invalid.
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Option Description

false The network connection is NOT successfully established when the Legrand
Power Shelf finds that the TLS certificate is not valid due to incorrect
system time.

e <FQDN> is the name of the RADIUS server if it is present in the TLS certificate. The name must
match the fully qualified domain name (FQDN) of the host shown in the certificate.

Setting the BSSID

This command specifies the BSSID.
config:# network wireless BSSID <bssid>

Variables:

e <bssid> is either the MAC address of the wireless access point or none for automatic selection.

Setting the Wireless MTU

This command sets the MTU for the wireless interface.
config:# network wireless mtu<mtu>

Variables:

e <mtu> is the Maximum Transfer Unit. Enter a value from 1280-1500.
Configuring the Cascading Mode

This command determines the cascading mode.

config:# network <mode> enabled <optionl>

Variables:

e <mode> is one of the following cascading modes.
Mode Description

bridge The Bridging mode, where each cascaded device is assigned a
unique IP address.
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Mode Description

portForwarding The Port Forwarding mode, where every cascaded device in the
chain shares the same IP address, with diverse port numbers
assigned.

Important: When enabling either cascading mode, you must make sure the other
cascading mode is disabled, or the preferred cascading mode may not be enabled
successfully.

e <optionl> is one of the following options:

Option Description
true The selected cascading mode is enabled.
false The selected cascading mode is disabled.

» If Port Forwarding mode is enabled, you must configure two more settings to finish the
configuration:

On ALL cascaded devices, you must configure the 'role' setting one by one.

config:# network portForwarding role <option2>

On the primary device, you must configure the 'downstream interface' setting.

config:# network portForwarding
primaryUnitDownstreamInterface <option3>

Variables:

e <option2> is one of the following cascading roles:

Role Description
primary The device is a primary device.
expansion The device is an expansion device.

e <option3>is one of the following options:
Option Description

ETH1/ETH2 ETH1/ETH2 port is the port where the 1st expansion device is
connected.

Usb USB port is the port where the 1st expansion device is connected.

Setting Network Service Parameters

A network service command begins with network services.
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Setting the HTTP Port

The commands used to configure the HTTP port settings begin with network services http.

» Change the HTTP port:

config:# network services http port <n>

» Enable or disable the HTTP port:

config:# network services http enabled <option>

» Enforce redirection from HTTP to HTTPS:

config:# network services http enforceHttps <option>

Variables:

e <n>isa TCP port number between 1 and 65535. The default HTTP port is 80.

e <option> is one of the options: true or false

Option Description
true e The HTTP port is enabled.
-OR-

e HTTP redirection to HTTPS is enabled.

false e The HTTP port is disabled.
-OR-
e HTTP redirection to HTTPS is disabled.

Setting the HTTPS Port

The commands used to configure the HTTPS port settings begin with network services https.

» Change the HTTPS port:

config:# network services https port <n>

» Enable or disable the HTTPS access:

config:# network services https enabled <option>

Kllegrand’

323



324

Variables:

e <n>isa TCP port number between 1 and 65535. The default HTTPS port is 443.

e <option> is one of the options: true or false.

Option Description

true Forces any access to the Legrand Power Shelf via HTTP to be redirected
to HTTPS.

false No HTTP access is redirected to HTTPS.

Changing the Telnet Configuration

You can enable or disable the Telnet service, or change its TCP port using the CLI commands.

A Telnet command begins with network services telnet.

Enabling or Disabling Telnet

This command enables or disables the Telnet service.
config:# network services telnet enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The Telnet service is enabled.
false The Telnet service is disabled.

Changing the Telnet Port

This command changes the Telnet port.
config:# network services telnet port <n>

Variables:

e <n>isa TCP port number between 1 and 65535. The default Telnet port is 23.

Changing the SSH Configuration

You can enable or disable the SSH service, or change its TCP port using the CLI commands.

An SSH command begins with network services ssh.
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» Enabling or Disabling SSH

This command enables or disables the SSH service.

config:# network services sshenabled <option>

Variables:

e <option>is one of the options: true or false.

Option Description
true The SSH service is enabled.
false The SSH service is disabled.

» Changing the SSH Port

This command changes the SSH port.
config:# network services ssh port <n>

Variables:

e <n>isa TCP port number between 1 and 65535. The default SSH port is 22.

» Determining the SSH Authentication Method

This command syntax determines the SSH authentication method.

config:# network services ssh authentication <auth method>

Variables:

e <option> is one of the options: passwordOnly, publicKeyOnly or passwordOrPublicKey.

Option Description
passwordOnly Enables the password-based login only.
publickeyOnly Enables the public key-based login only.
1 ®
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Option Description

passwordOrPublickey Enables both the password- and public key-based login.
This is the default.

If the public key authentication is selected, you must enter a valid SSH public key for each user profile to
log in over the SSH connection.

Setting the SNMP Notification

The command is used to configure SNMP system notification settings.

» Enable/Disable Notification:

Turn SNMP system notifications on or off

config:# network services snmp notifications enable/
disable

Once notification is on, you can set smnpv2 or v3 information or traps notifications.

Variables: <option> is the command for snmpv2 or v3 notification

config:# network services snmp notifications
<option>[argument]

Option Description

v2inform Configure SNMPv2 inform notification settings
v2trap Configure SNMPv2 trap notification settings
v3inform Configure SNMPv3 inform notification settings
v3trap Configure SNMPv3 trap notification settings

config:# network services snmp notifications
<v2inform/v3inform>[argument]

argument Description
timesouts SNMP inform timeout (s) (1..60)
retries SNMP inform retries (0..1440)
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host SNMP notification host

port SNMP notification port (1..65535)
community SNMP notification community
host2 SNMP notification host

port2 SNMP notification port (1..65535)
community2 SNMP notification community
host3 SNP notification host

port3 SNMP notification port (1..65535)
community3 SNMP notification community

config:# network services snmp notifications <v2trap/
v3trap>[argument]

argument Description

host SNMP notification host

port SNMP notification port (1..65535)

community SNMP notification community

host2 SNMP notification host

port2 SNMP notification port (1..65535)

community2 SNMP notification community

host3 SNP notification host

port3 SNMP notification port (1..65535)
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community3 SNMP notification community

Setting the SNMP Configuration

You can enable or disable the SNMP v1/v2c or v3 agent, configure the read and write community
strings, or set the MIB-Il parameters, such as sysContact, using the CLI commands.

An SNMP command begins with network services snmp.
» Enabling or Disabling SNMP v1/v2c

This command enables or disables the SNMP v1/v2c protocol.
config:# network services snmp v1/v2c <option>

Variables:

e <option>is one of the options: enable or disable.

Option Description
enable The SNMP v1/v2c protocol is enabled.
disable The SNMP v1/v2c protocol is disabled.

» Enabling or Disabling SNMP v3

This command enables or disables the SNMP v3 protocol.

config:# network services snmp v3 <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable The SNMP v3 protocol is enabled.
disable The SNMP v3 protocol is disabled.

» Setting the SNMP Read Community

This command sets the SNMP read-only community string.
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config:# network services snmp readCommunity <string>

Variables:

e <string> is a string comprising 4 to 64 ASCII printable characters.
e The string CANNOT include spaces.

» Setting the SNMP Write Community

This command sets the SNMP read/write community string.
config:# network services snmp writeCommunity <string>

Variables:

e <string> is a string comprising 4 to 64 ASCII printable characters.
e The string CANNOT include spaces.

» Setting the sysContact Value

This command sets the SNMP MIB-II sysContact value.
config:# network services snmp sysContact <value>

Variables:

e <value> is a string comprising 0 to 255 alphanumeric characters.
» Setting the sysName Value

This command sets the SNMP MIB-Il sysName value.
config:# network services snmp sysName <value>

Variables:

e <value> is a string comprising 0 to 255 alphanumeric characters.

» Setting the sysLocation Value

This command sets the SNMP MIB-II sysLocation value.

config:# network services snmp sysLocation <value>
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Variables:

<value> is a string comprising 0 to 255 alphanumeric characters.

Setting the Syslog Configuration

You can enable or disable the Syslog message notification, configure the Syslog server, set transport
protocol and port.

» Enabling or Disabling Syslog message notification:
config:# network services syslog enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The Syslog message notification is enabled.
false The Syslog message notification is disabled.

» Configure the Syslog server:

This command will set the syslog server.

config:# network services syslog server <ServerIP>

Variables:

e <ServerlP> is the ip address/Host name of syslog server.

» Configure the Transport protocol:

This command will set the transport protocol (UDP/TCP/TCP+TLS)

config:# network services syslog protocol <protocol>

Variables:

e <protocol> is either UDP/TCP or TCP+TLS.

Note: If TCP+TLS protocol is configured, you need to upload a CA certificate in PEM format.
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» Configure the Port:

This command will set the port to communicate.
config:# network services syslog port <portnumber>

Variables:

e <portnumber> is numeric value (1..65535).
Changing the Modbus Configuration

You can enable or disable the Modbus agent, configure its read-only capability, or change its TCP port.

A Modbus command begins with network services modbus.

» Enabling or Disabling Modbus

This command enables or disables the Modbus protocol.
config:# network services modbus enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The Modbus agent is enabled.
false The Modbus agent is disabled.

» Enabling or Disabling the Read-Only Mode

This command enables or disables the read-only mode for the Modbus agent.

config:# network services modbus readonly <option>

Variables:

e <option>is one of the options: true or false.

Option Description
true The read-only mode is enabled.
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Option Description

false The read-only mode is disabled.

» Changing the Modbus Port

This command changes the Modbus port.
config:# network services modbus port <n>

Variables:

e <n>isa TCP port number between 1 and 65535. The default Modbus port is 502.

Setting Redfish Service

You can enable or disable the redfish service.

» Enabling or Disabling Redfish service:
config:# network services redfish enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The redfish service is enabled.
false The redfish service is disabled.

Enabling or Disabling Service Advertising

This command enables or disables the zero configuration protocol, which enables advertising or auto
discovery of network services. See Enabling Service Advertising for details.

config:# network services zeroconfig <method> <option>

Variables:

e <method> is one of the options: mdns or limnr.

Option  Description

mdns Service advertisement via MDNS is enabled or disabled.
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Option  Description

llImnr Service advertisement via LLMNR is enabled or disabled.

e <option>is one of the options: enable or disable.

Option Description

enable | Service advertisement via the selected method (MDNS or LLMNR) is
enabled.

disable | Service advertisement via the selected method (MDNS or LLMNR) is
disabled.

Changing Your Own Password

Every user can change their own password via this command if they have the Change Own Password
privilege. Note that this command does not begin with user.

config:# password

After performing this command, the system prompts you to enter both current and new passwords
respectively.

Important: After the password is changed successfully, the new password is
effective immediately whether or not you type the command "apply" to save the

changes.

» Example
This procedure changes your own password:

1) Verify that you have entered the configuration mode.

2) Type the following command and press Enter.

config:# password

3) Type the existing password and press Enter when the following prompt appears.
Current password:
4) Type the new password and press Enter when the following prompt appears.

Enter new password:
5) Re-type the new password for confirmation and press Enter when the following prompt appears.

Re-type new password:

Peripheral Devices Configuration Commands

You can use the CLI to set the Z Coordinate format for external sensors, set the device altitude, enable/
disable device auto management, set the active powered dry contact limit, and enable/disable the
"mute other door handle" setting.

Kllegrand’ 3



Peripheral device configuration commands begin with:

config:# peripheralDevicesSetup

Field

Description

More Information

externalSensorsZCoordinateFormat

Keyword

Z coordinate refers to the height of sensors.

rackUnits / freeForm

Enter one of these
values

rackUnits: The height of the Z coordinate is measured
in standard rack units. Type a numeric value in the
rack unit to describe the Z coordinate.

freeForm: Any alphanumeric string can be used for
specifying the Z coordinate.

deviceAltitude

Keyword

Specifies the altitude of your PDU above sea
level (in meters). Must be set if a differential air
pressure sensor is attached because the device's
altitude is associated with the altitude
correction factor.

numberl

Enter an integer
number from -425 up
to 3000 when using
Meters.

Negative numbers indicate altitude below sea
level.

peripheralDeviceAutoManagement

Keyword

Enable or disable the automatic management
feature for sensors.

enable / disable

Enter one of these
values

activePoweredDryContactLimit

Keyword

You need either 'Change Peripheral Device
Configuration' privilege or 'Administrator
Privileges'.

number2 Enter an integer An "active" actuator is turned ON, or, if with a
number from 0 - 24. door handle connected, is OPENED.
muteOtherDoorHandle Keyword
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enable / disable Enter one of these
values

» Examples:
config:# peripheralDevicesSetup
externalSensorsZCoordinateFormat freeForm
deviceAltitude 3
peripheralDeviceAutoManagement enable
activePoweredDryContactLimit 2
muteOtherDoorHandle disable
Power Supply
powerSupply <command> [arguments...]
Available commands:
fanSpeed Configures shelf power supply fan speed override
[My PDU] config:# powerSupply fanSpeed
powerSupply fanSpeed <label> <override>
Configures shelf power supply fan speed override
label Power supply label

override Power supply fan override (1..100 or auto)

Rack Unit

Role Configuration Commands

A role configuration command begins with role.

Creating a Role

This command creates a new role, with a list of semicolon-separated privileges assigned to the role.

config:# role create <name> <privilegel>;<privilege2>;<privilege3>...
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If a specific privilege contains any arguments, that privilege should be followed by a colon and the

argument(s).

config:# role create <name> <privilegel>:<argumentl>,<argument2>...;
<privilege2>:<argumentl>, <argument2>...;
<privilege3>:<argumentl>, <argument2>...;

Variables:

e <name> is a string comprising up to 32 ASCII printable characters.

e <privilegel>, <privilege2>, <privilege3> and the like are names of the privileges assigned to the role.

Separate each privilege with a semi-colon.

e <argumentl>, <argument2> and the like are arguments set for a particular privilege. Separate a
privilege and its argument(s) with a colon, and separate arguments with a comma if there are more
than one argument for a privilege.

All Privileges

This table lists all privileges. Note that available privileges vary according to the model you purchased.
For example, a PDU without the outlet switching function does not have the privilege "switchOutlet."

Privilege

acknowledgeAlarms

adminPrivilege
changeAssetStripConfiguration
changeAuthSettings
changeDataTimeSettings
changeExternalSensorsConfiguration
changeModemConfiguration
changeNetworkSettings
changePassword

changePduConfiguration

changeSecuritySettings
changeSnmpSettings
changeUserSettings

changeWebcamSettings

Description

Acknowledge Alarms

Administrator Privileges

Change Asset Strip Configuration
Change Authentication Settings

Change Date/Time Settings

Change Peripheral Device Configuration
Change Modem Configuration

Change Network Settings

Change Own Password

Change Pdu, Inlet, Outlet & Overcurrent
Protector Configuration

Change Security Settings
Change SNMP Settings
Change Local User Management

Change Webcam Configuration
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Privilege

clearLog
firmwareUpdate
performReset
switchActuator*
switchOutlet**
switchOutletGroup***
viewAuthSettings
viewEventSetup
viewEverything
viewlLog
viewSecuritySettings

viewSnmpSettings

viewUserSettings

viewWebcamSettings

Description

Clear Local Event Log
Firmware Update

Reset (Warm Start)

Switch Actuator

Switch Outlet

Switch Outlet Group

View Authentication Settings
View Event Settings
Unrestricted View Privileges
View Local Event Log

View Security Settings

View SNMP Settings

View Local User Management

View Webcam Snapshots and Configuration

* The "switchActuator" privilege requires an argument that is separated with a colon. The argument

could be:

e All actuators, that is,

switchActuator:all

e Anactuator's ID number. For example:

switchActuator:1
switchActuator:2

switchActuator:3

e Alist of comma-separated ID numbers of different actuators. For example:

switchActuator:1,3,6

Note: The ID number of each actuator is shown in the Legrand Power Shelf web interface. It is an

integer.

** The "switchOutlet" privilege requires an argument that is separated with a colon. The argument

could be:

e All outlets, that is,
switchOutlet:all

e An outlet number. For example:
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switchOutlet:1
switchOutlet:2
switchOutlet:3
e Alist of comma-separated outlets. For example:
switchOutlet:1,3,5,7,8,9

*** The "switchOutletGroup" privilege requires an argument that is separated with a colon. The
argument could be:

e All outlet groups, that is,
switchOutletGroup:all

e An outlet group number. For example:
switchOutletGroup:1
switchOutletGroup:2
switchOutletGroup:3

e Alist of comma-separated outlet groups. For example:
switchOutletGroup:1,3,5,7,8,9

Modifying a Role

You can modify diverse parameters of an existing role, including its privileges.

» Modify a role's description:

config:# role modify <name> description "<description>"

» Add more privileges to a specific role:

config:# role modify <name> addPrivileges
<privilegel>;<privilege2>;<privilege3>...
If a specific privilege contains any arguments, add a colon and the argument(s) after that privilege.

config:# role modify <name> addPrivileges
<privilegel>:<argumentl>, <argument2>...;
<privilege2>:<argumentl>, <argument2>...;
<privilege3>:<argumentl>, <argument2>...;

» Remove specific privileges from a role:

config:# role modify <name> removePrivileges
<privilegel>;<privilege2>;<privilege3>...

If a specific privilege contains any arguments, add a colon and the argument(s) after that privilege.
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config:# role modify <name> removePrivileges
<privilegel>:<argumentl>, <argument2>...;
<privilege2>:<argumentl>, <argument2>...;
<privilege3>:<argumentl>, <argument2>...;

Note: When removing privileges from a role, make sure the specified privileges and arguments (if any)
exactly match those assigned to the role. Otherwise, the command fails to remove specified privileges
that are not available.

Variables:

e <name> is a string comprising up to 32 ASCII printable characters.

e <description> is a description comprising alphanumeric characters. The <description> variable must
be enclosed in quotes when it contains spaces.

e <privilegel>, <privilege2>, <privilege3> and the like are names of the privileges assigned to the role.
Separate each privilege with a semi-colon. See All Privileges (on page ).

e <argumentl>, <argument2> and the like are arguments set for a particular privilege. Separate a
privilege and its argument(s) with a colon, and separate arguments with a comma if there are more
than one argument for a privilege. For arguments syntax, see All Privileges (on page ).

Deleting a Role

This command deletes an existing role.

config:# role delete <name>

Example - Creating a Role

The following command creates a new role and assigns privileges to the role.
config:# role create tester firmwareUpdate;viewEventSetup

Results:

e Anew role "tester" is created.

e Two privileges are assigned to the role: firmwareUpdate (Firmware Update) and viewEventSetup
(View Event Settings).

Security Configuration Commands

A security configuration command begins with security.
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Firewall Control

You can manage firewall control features through the CLI. The firewall control lets you set up rules that
permit or disallow access to the Legrand Power Shelf from a specific or a range of IP addresses.

e An IPv4 firewall configuration command begins with security ipAccessControl ipv4.

® An IPv6 firewall configuration command begins with security ipAccessControl ipvé.
Modifying Firewall Control Parameters

There are different commands for modifying firewall control parameters.

e |Pv4 commands

» Enable or disable the IPv4 firewall control feature:

config:# security ipAccessControl ipv4 enabled <option>

» Determine the default IPv4 firewall control policy for inbound traffic:

config:# security ipAccessControl ipv4 defaultPolicyIn <policy>

» Determine the default IPv4 firewall control policy for outbound traffic:
config:# security ipAccessControl ipv4 defaultPolicyOut <policy>

e |Pv6 commands

» Enable or disable the IPv6 firewall control feature:

config:# security ipAccessControl ipv6 enabled <option>

» Determine the default IPv6 firewall control policy for inbound traffic:

config:# security ipAccessControl ipv6 defaultPolicyIn <policy>

» Determine the default IPv6 firewall control policy for outbound traffic:

config:# security ipAccessControl ipv6 defaultPolicyOut <policy>
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Variables:

e <option>is one of the options: true or false.

Option Description
true Enables the IP access control feature.
false Disables the IP access control feature.

e <policy>is one of the options: accept, drop or reject.

Option Description
accept | Accepts traffic from all IP addresses.

drop Discards traffic from all IP addresses, without sending any failure
notification to the source host.

reject  Discards traffic from all IP addresses, and an ICMP message is sent to
the source host for failure notification.

Managing Firewall Rules

You can add, delete or modify firewall rules using the CLI commands.

e An IPv4 firewall control rule command begins with security ipAccessControl ipv4 rule.

e An IPv6 firewall control rule command begins with security ipAccessControl ipvé rule.

Adding a Firewall Rule

Depending on where you want to add a new firewall rule in the list, the command for adding a rule
varies.

e |Pv4 commands

» Add a new rule to the bottom of the IPv4 rules list:

config:# security ipAccessControl ipvé4 rule add <direction> <ip mask>
<policy>

» Add a new IPv4 rule by inserting it above or below a specific rule:

config:# security ipAccessControl ipvé4 rule add <direction> <ip mask>
<policy> <insert> <rule number>

—-OR --
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config:# security ipAccessControl ipv4 rule add <direction> <insert>
<rule number> <ip mask> <policy>

e |Pv6 commands

» Add a new rule to the bottom of the IPv6 rules list:

config:# security ipAccessControl ipv6 rule add <direction> <ip mask>
<policy>

» Add a new IPV6 rule by inserting it above or below a specific rule:

config:# security ipAccessControl ipv6 rule add <direction> <ip mask>
<policy> <insert> <rule number>

—-OR --

config:# security ipAccessControl ipv6 rule add <direction> <insert>
<rule number> <ip mask> <policy>

Variables:

e <direction> is one of the options: in or out.

Direction Description
in Inbound traffic.
out Outbound traffic.

e <ip_mask> is the combination of the IP address and subnet mask values (or prefix length), which are
separated with a slash. For example, an IPv4 combination looks like this: 192.168.94.222/24.

e <policy>is one of the options: accept, drop or reject.

Policy Description
accept Accepts traffic from/to the specified IP address(es).

drop  Discards traffic from/to the specified IP address(es), without sending any
failure notification to the source or destination host.

reject Discards traffic from/to the specified IP address(es), and an ICMP
message is sent to the source or destination host for failure notification.

e <insert> is one of the options: insertAbove or insertBelow.
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Option Description

insertAbove | Inserts the new rule above the specified rule number. Then

new rule's number = the specified rule number

insertBelow | Inserts the new rule below the specified rule number. Then:

new rule's number = the specified rule number + 1

e <rule_number> is the number of the existing rule which you want to insert the new rule above or
below.

Modifying a Firewall Rule

Depending on what to modify in an existing rule, the command varies.

e |Pv4 commands

» Modify an IPv4 rule's IP address and/or subnet mask:

config:# security ipAccessControl ipv4 rule modify <direction>
<rule number> ipMask <ip mask>

» Modify an IPv4 rule's policy:

config:# security ipAccessControl ipv4 rule modify <direction>
<rule number> policy <policy>

» Modify all contents of an existing IPv4 rule:

config:# security ipAccessControl ipv4 rule modify <direction>
<rule number> ipMask <ip mask> policy <policy>

e |Pv6 commands

» Modify an IPv6 rule's IP address and/or prefix length:

config:# security ipAccessControl ipv6 rule modify <direction>
<rule number> ipMask <ip mask>
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» Modify an IPv6 rule's policy:

config:# security ipAccessControl ipv6 rule modify <direction>
<rule number> policy <policy>

» Modify all contents of an IPv6 existing rule:

config:# security ipAccessControl ipv6 rule modify <direction>
<rule number> ipMask <ip mask> policy <policy>

Variables:

e <direction> is one of the options: in or out.

Direction Description
in Inbound traffic.
out Outbound traffic.

e <rule_number> is the number of the existing rule that you want to modify.

e <ip_mask> is the combination of the IP address and subnet mask values (or prefix length), which are
separated with a slash. For example, an IPv4 combination looks like this: 192.168.94.222/24.

e <policy>is one of the options: accept, drop or reject.

Option Description
accept | Accepts traffic from/to the specified IP address(es).

drop Discards traffic from/to the specified IP address(es), without sending
any failure notification to the source or destination host.

reject  Discards traffic from/to the specified IP address(es), and an ICMP
message is sent to the source or destination host for failure notification.

Deleting a Firewall Rule

The following commands remove a specific IPv4 or IPv6 rule from the list.

» IPv4 commands

config:# security ipAccessControl ipv4 rule delete <direction>
<rule number>
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» |Pv6 commands

config:# security ipAccessControl ipv6 rule delete <direction>
<rule number>

Variables:

e <direction> is one of the options: in or out.

Direction Description
in Inbound traffic.
out Outbound traffic.

e <rule_number> is the number of the existing rule that you want to remove.

FIPS

You can configure FIPS mode through the CLI. This command begins with security fips [enabled] and
sets the mode accordingly for the next reboot.

» Configure FIPS mode:

config:# security fips <option> <optionl>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enabled Enables the FIPS.

e <optionl> is one of the options: true or false.

Option Description
true Enables the FIPS mode on next reboot
false Disables the FIPS mode on next reboot

Restricted Service Agreement

The CLI command used to set the Restricted Service Agreement feature begins with security
restrictedServiceAgreement,
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Enabling or Disabling the Restricted Service Agreement

This command activates or deactivates the Restricted Service Agreement.
config:# security restrictedServiceAgreement enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true Enables the Restricted Service Agreement feature.

false Disables the Restricted Service Agreement feature.

After the Restricted Service Agreement feature is enabled, the agreement's content is displayed on the
login screen.

Linauthorized ac rohibited; all access and

thorzed by management are
monitoned and logged.
feam. Linauthorized
access and activi inal activity will be
reporied to appropriate authorities

1 understand and accepl the restricled senice
agresment

Do either of the following, or the login fails:

* Inthe web interface, select the checkbox labeled "l understand and accept the restricted service
agreement."

Tip: To select the agreement checkbox using the keyboard, first press Tab to go to the checkbox and
then Enter.

e Inthe CLI, type y when the confirmation message "l understand and accept the restricted service
agreement" is displayed.

Specifying the Agreement Contents

This command allows you to create or modify contents of the Restricted Service Agreement.
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config:# security restrictedServiceAgreement bannerContent

After performing the above command, do the following:

1) Type the text comprising up to 10,000 ASCII characters when the CLI prompts you to enter the
content.

2) To end the content:
a. Press Enter.
b. Type —--END-- to indicate the end of the content.
C. Press Enter again.

If the content is successfully entered, the CLI displays this message "Successfully entered Restricted
Service Agreement" followed by the total number of entered characters in parentheses.

Note: The new content of Restricted Service Agreement is saved only after typing the apply
command.

Login Limitation

The login limitation feature controls login-related limitations, such as password aging, simultaneous
logins using the same user name, and the idle time permitted before forcing a user to log out.

A login limitation command begins with security loginLimits.

Single Login Limitation
This command enables or disables the single login feature, which controls whether multiple logins using
the same login name simultaneously is permitted.

config:# security loginLimits singleLogin <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable Enables the single login feature.
disable Disables the single login feature.

Password Aging

This command enables or disables the password aging feature, which controls whether the password
should be changed at a regular interval:

config:# security loginlimits passwordAging <option>
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Variables:

e <option> is one of the options: enable or disable.

Option Description
enable Enables the password aging feature.
disable Disables the password aging feature.

Password Aging Interval

This command determines how often the password should be changed.

config:# security loginLimits passwordAgingInterval <value>

Variables:

e <value> is a numeric value in days set for the password aging interval. The interval ranges from 7 to
365 days.

Idle Timeout

This command determines how long a user can remain idle before that user is forced to log out of the
Legrand Power Shelf web interface or CLI.

config:# security loginLimits idleTimeout <value>

Variables:

e <value> is a numeric value in minutes set for the idle timeout. The timeout ranges from 1 to 1440
minutes (24 hours).

User Blocking

There are different commands for changing different user blocking parameters. These commands begin
with security userBlocking.

» Determine the maximum number of failed logins before blocking a user:

config:# security userBlocking maximumNumberOfFailedLogins <valuel>

» Determine how long a user is blocked:

config:# security userBlocking blockTime <value2>
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Variables:

e <valuel>is an integer between 3 and 10, or unlimited, which sets no limit on the maximum number
of failed logins and thus disables the user blocking function.

e <value2>is a numeric value ranging from 1 to 1440 minutes (one day), or infinite, which blocks the
user all the time until the user is unblocked manually.

Strong Passwords

The strong password commands determine whether a strong password is required for login, and what a
strong password should contain at least.

A strong password command begins with security strongPasswords.

Enabling or Disabling Strong Passwords

This command enables or disables the strong password feature.
config:# security strongPasswords enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true Enables the strong password feature.
false Disables the strong password feature.

Minimum Password Length

This command determines the minimum length of the password.
config:# security strongPasswords minimumLength <value>

Variables:

e <value> is an integer between 8 and 32.

Maximum Password Length

This command determines the maximum length of the password.

config:# security strongPasswords maximumLength <value>
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Variables:

e <value> is an integer between 16 and 64.

Lowercase Character Requirement

This command determines whether a strong password includes at least a lowercase character.

config:# security strongPasswords enforceAtLeastOnelowerCaseCharacter
<option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable At least one lowercase character is required.
disable No lowercase character is required.

Uppercase Character Requirement

This command determines whether a strong password includes at least a uppercase character.

config:# security strongPasswords enforceAtLeastOneUpperCaseCharacter
<option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable At least one uppercase character is required.
disable No uppercase character is required.

Numeric Character Requirement

This command determines whether a strong password includes at least a numeric character.

config:# security strongPasswords enforceAtLeastOneNumericCharacter
<option>

Variables:

e <option> is one of the options: enable or disable.
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Option Description
enable At least one numeric character is required.

disable No numeric character is required.

Special Character Requirement

This command determines whether a strong password includes at least a special character.

config:# security strongPasswords enforceAtLeastOneSpecialCharacter
<option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable At least one special character is required.
disable No special character is required.

Maximum Password History

This command determines the number of previous passwords that CANNOT be repeated when
changing the password.

config:# security strongPasswords passwordHistoryDepth <value>
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Variables:
e <value>is an integer between 1 and 12.

Role-Based Access Control

In addition to firewall access control based on IP addresses, you can configure other access control rules
that are based on both IP addresses and users' roles.

® An IPv4 role-based access control command begins with security roleBasedAccessControl ipv4.

® An IPv6 role-based access control command begins with security roleBasedAccessControl ipv6.
Modifying Role-Based Access Control Parameters

There are different commands for modifying role-based access control parameters.

e |Pv4 commands

» Enable or disable the IPv4 role-based access control feature:

config:# security roleBasedAccessControl ipv4 enabled <option>

» Determine the IPv4 role-based access control policy:
config:# security roleBasedAccessControl ipv4 defaultPolicy <policy>

e |Pv6 commands

» Enable or disable the IPv6 role-based access control feature:

config:# security roleBasedAccessControl ipvé6 enabled <option>

» Determine the IPv6 role-based access control policy:
config:# security roleBasedAccessControl ipvé6 defaultPolicy <policy>

Variables:

e <option> is one of the options: true or false.

Option Description

true Enables the role-based access control feature.
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Option Description
false Disables the role-based access control feature.

e <policy>is one of the options: allow or deny.

Policy Description
allow | Accepts traffic from all IP addresses regardless of the user's role.

deny Drops traffic from all IP addresses regardless of the user's role.

Tip: You can combine both commands to modify all role-based access control parameters at a time.

Managing Role-Based Access Control Rules

You can add, delete or modify role-based access control rules.

® An IPv4 role-based access control command for managing rules begins with security
roleBasedAccessControl ipv4 rule.

® An IPv6 role-based access control command for managing rules begins with security
roleBasedAccessControl ipvé rule.

Adding a Role-Based Access Control Rule

Depending on where you want to add a new rule in the list, the command syntax for adding a rule
varies.

e |Pv4 commands

» Add a new rule to the bottom of the IPv4 rules list:

config:# security roleBasedAccessControl ipv4 rule add <start ip> <end ip>
<role> <policy>
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» Add a new IPv4 rule by inserting it above or below a specific rule:

config:# security roleBasedAccessControl ipv4 rule add <start ip> <end ip>
<role>
<policy> <insert> <rule number>

e |Pv6 commands

» Add a new rule to the bottom of the IPv6 rules list:

config:# security roleBasedAccessControl ipv6 rule add <start ip> <end ip>
<role> <policy>

» Add a new IPv6 rule by inserting it above or below a specific rule:

config:# security roleBasedAccessControl ipvé rule add <start ip> <end ip>
<role>
<policy> <insert> <rule number>

Variables:

e <start_ip>is the starting IP address.
e <end_ip> is the ending IP address.
e <role> is the role for which you want to create an access control rule.

e <policy>is one of the options: allow or deny.

Policy Description

allow  Accepts traffic from the specified IP address range when the user is a
member of the specified role

deny  Drops traffic from the specified IP address range when the user is a
member of the specified role

e <insert> is one of the options: insertAbove or insertBelow.
Option Description
insertAbove | Inserts the new rule above the specified rule number. Then:
new rule's number = the specified rule number

insertBelow | Inserts the new rule below the specified rule number. Then:

new rule's number = the specified rule number + 1

e <rule_number> is the number of the existing rule which you want to insert the new rule above or
below.
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Modifying a Role-Based Access Control Rule

Depending on what to modify in an existing rule, the command syntax varies.

e |Pv4 commands

» Modify a rule's IPv4 address range:

config:# security roleBasedAccessControl ipv4 rule modify <rule number>
startIpAddress <start ip> endIpAddress <end ip>

» Modify an IPv4 rule's role:

config:# security roleBasedAccessControl ipv4 rule modify <rule number>
role <role>

» Modify an IPv4 rule's policy:

config:# security roleBasedAccessControl ipv4 rule modify <rule number>
policy <policy>

» Modify all contents of an existing IPv4 rule:

config:# security roleBasedAccessControl ipv4 rule modify <rule number>
startIpAddress <start ip> endIpAddress <end ip> role <role>
policy <policy>

e |Pv6 commands

» Modify a rule's IPv6 address range:

config:# security roleBasedAccessControl ipvé rule modify <rule number>
startIpAddress <start ip> endIpAddress <end ip>

» Modify an IPv6 rule's role:

config:# security roleBasedAccessControl ipvé rule modify <rule number>
role <role>
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» Modify an IPv6 rule's policy:

config:# security roleBasedAccessControl ipv6 rule modify <rule number>
policy <policy>

» Modify all contents of an existing IPv6 rule:

config:# security roleBasedAccessControl ipv6 rule modify <rule number>
startIpAddress <start ip> endIpAddress <end ip> role <role>
policy <policy>

Variables:

e <rule_number> is the number of the existing rule that you want to modify.
e <start_ip>is the starting IP address.

e <end_ip>is the ending IP address.

e <role>is one of the existing roles.

e <policy> is one of the options: allow or deny.

Policy Description

allow  Accepts traffic from the specified IP address range when the user is a
member of the specified role

deny  Drops traffic from the specified IP address range when the user is a
member of the specified role

Deleting a Role-Based Access Control Rule

These commands remove a specific rule from the list.

» |Pv4 commands

config:# security roleBasedAccessControl ipv4 rule delete <rule number>

» IPv6 commands

config:# security roleBasedAccessControl ipvé rule delete <rule number>
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Variables:
e <rule_number> is the number of the existing rule that you want to remove.

Enabling or Disabling Front Panel Outlet Switching

This section applies to outlet-switching capable models only.

The following CLI commands control whether you can turn on or off an outlet by operating the front
panel display.

» To enable the front panel outlet control feature:

config:# security frontPanelPermissions add switchOutlet

» To disable the front panel outlet control feature:

config:# security frontPanelPermissions remove switchOutlet

Tip: If your Legrand Power Shelf supports multiple front panel permissions, you can combine them into
one command by adding a semicolon (;) between different permissions. For example, the following CLI
command enables both front panel actuator control and outlet switching functions simultaneously.
security frontPanelPermissions add switchActuator;switchOutlet

Enabling or Disabling Front Panel Actuator Control

The following CLI commands control whether you can turn on or off connected actuator(s) by operating
the front panel LCD display.

» To enable the front panel actuator control feature:

config:# security frontPanelPermissions add switchActuator

» To disable the front panel actuator control feature:

config:# security frontPanelPermissions remove switchActuator
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Tip: If your Legrand Power Shelf supports multiple front panel permissions, you can combine them into
one command by adding a semicolon (;) between different permissions. For example, the following CLI
command enables both front panel actuator control and the internal beeper-muting functions
simultaneously.

security frontPanelPermissions add switchActuator;muteBeeper

Enabling or Disabling Front Panel Beeper-Sound Control

The following CLI commands control whether you can mute the internal beeper by operating the front
panel LCD display when the beeper sounds.

» To enable the front panel beeper sound control feature:

config:# security frontPanelPermissions add muteBeeper

» To disable the front panel actuator control feature:

config:# security frontPanelPermissions remove muteBeeper

Tip: If your Legrand Power Shelf supports multiple front panel permissions, you can combine them into
one command by adding a semicolon (;) between different permissions. For example, the following CLI
command enables both front panel actuator control and the the internal beeper-muting functions
simultaneously.

security frontPanelPermissions add switchActuator;muteBeeper

Sensor

A sensor configuration command begins with sensor. You can use the commands to configure the
threshold, hysteresis and assertion timeout values for any sensor associated with the following items.

e Inlets

e Inlet poles (for three-phase PDUs only)
e Overcurrent protectors

e Environmental sensors

It is permitted to assign a new value to the threshold at any time regardless of whether the threshold
has been enabled.

Note: Your Xerus product may not support all commands.

Commands for Environmental Sensors

A sensor threshold configuration command for environmental sensors begins with sensor
externalsensor.
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You can configure various environmental sensor threshold settings at a time by combining multiple
commands.

» Set the Upper Critical threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> upperCritical <option>

» Set the Upper Warning threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> upperWarning <option>

» Set the Lower Critical threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> lowerCritical <option>

» Set the Lower Warning threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> lowerWarning <option>

» Set the deassertion hysteresis for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> hysteresis <hy value>

» Set the assertion timeout for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> assertionTimeout
<as_value>

Variables:

e <n>is the ID number of the environmental sensor that you want to configure. The ID number is
available in the web interface or using the command "show externalsensors <n>"inthe
CLI. It is an integer starting at 1.

e <sensor type> is one of the following numeric sensor types:

Sensor types Description
absoluteHumidity Absolute humidity sensors
1 ®
L1legrand

359



Sensor types

relativeHumidity

temperature

airPressure

airFlow

vibration

Description

Relative humidity sensors
Temperature sensors

Air pressure sensors

Air flow sensors

Vibration sensors

Note: If the specified sensor type does not match the type of the specified environmental sensor, this

error message appears: "Specified sensor type 'XXX' does not match the sensor's type (<sensortype>),

"

where XXX is the specified sensor type, and <sensortype> is the correct sensor type.

e <option>is one of the options: enable, disable or a numeric value.

Option

enable

disable

A numeric
value

Description

Enables the specified threshold for a specific environmental
sensor.

Disables the specified threshold for a specific environmental
sensor.

Sets a value for the specified threshold of a specific
environmental sensor and enables this threshold at the same
time.

e <hy_value>is a numeric value that is assigned to the hysteresis for the specified environmental

sensor.

e <as_value>is a number in samples that is assigned to the assertion timeout for the specified
environmental sensor. It ranges between 1 and 100.

Commands for Inlet Sensors

A sensor configuration command for inlets begins with sensor inlet.

You can configure various inlet sensor threshold settings at a time by combining multiple commands.

» Set the Upper Critical threshold for an inlet sensor:

360

config:# sensor inlet <n> <sensor type> upperCritical <option>
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» Set the Upper Warning threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> upperWarning <option>

» Set the Lower Critical threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> lowerCritical <option>

» Set the Lower Warning threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> lowerWarning <option>

» Set the deassertion hysteresis for an inlet sensor:

config:# sensor inlet <n> <sensor type> hysteresis <hy value>

» Set the assertion timeout for an inlet sensor:

config:# sensor inlet <n> <sensor type> assertionTimeout <as_ value>

Variables:

e <n>is the number of the inlet that you want to configure. For a single-inlet PDU, <n> is always 1.

e <sensor type> is one of the following sensor types:

Sensor type
current

voltage
activePower
apparentPower
powerFactor
activeEnergy
unbalancedCurrent

lineFrequency

Kllegrand’

Description

Current sensor

Voltage sensor

Active power sensor
Apparent power sensor
Power factor sensor
Active energy sensor
Unbalanced load sensor

Line frequency sensor
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Sensor type Description

phaseAngle Inlet phase angle sensor

Note: If the requested sensor type is not supported, the "Sensor is not available" message is displayed.

e <option> is one of the options: enable, disable or a numeric value.

Option Description
enable Enables the specified threshold for a specific inlet sensor.
disable Disables the specified threshold for a specific inlet sensor.

A numeric value | Sets a value for the specified threshold of a specific inlet sensor
and enables this threshold at the same time.

e <hy_value>is a numeric value that is assigned to the hysteresis for the specified inlet sensor.

e <as_value>is a numeric value that is assigned to the assertion timeout for the specified inlet sensor.

Commands for Inlet Pole Sensors

A sensor configuration command for inlet poles begins with sensor inletpole. This type of command is
available on a three-phase PDU only.

You can configure various inlet pole sensor threshold settings at a time by combining multiple
commands.

» Set the Upper Critical Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type> upperCritical <option>

» Set the Upper Warning Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type> upperWarning <option>

» Set the Lower Critical Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type> lowerCritical <option>

» Set the Lower Warning Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type> lowerWarning <option>
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» Set the Inlet Pole's Deassertion Hysteresis:

config:# sensor inletpole <n> <p> <sensor type> hysteresis <hy value>

» Set the Inlet Pole's Assertion Timeout:

config:# sensor inletpole <n> <p> <sensor type> assertionTimeout
<as_value>

Variables:

e <n>is the number of the inlet whose pole sensors you want to configure. For a single-inlet PDU, <n>
is always 1.

e <p>isthe label of the inlet pole that you want to configure.

Pole Label Current sensor Voltage sensor
<p>

1 L1 L1 L1-12

2 L2 L2 L2-13

3 L3 L3 L3-11

e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor
activePower Active power sensor
apparentEnergy Apparent Energy sensor
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor

L-L Voltage Voltage is measured per line

Note: If the requested sensor type is not supported, the "Sensor is not available" message is displayed.

e <option>is one of the options: enable, disable or a numeric value.
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Option Description

enable Enables the specified threshold for the specified inlet pole
sensor.

disable Disables the specified threshold for the specified inlet pole
sensor.

A numeric Sets a value for the specified threshold of the specified inlet

value pole sensor and enables this threshold at the same time.

e <hy value>is a numeric value that is assigned to the hysteresis for the specified inlet pole sensor.

e <as_value>is a number in samples that is assigned to the assertion timeout for the specified inlet
pole sensor.

» Additional sensors supported by specific models:

Specific models support some or all of the following sensors. The CLI command(s) listed above can be
also applied to the following sensors. Note that the measurement unit of current values in CLl is A, not

mA.
Sensor type Description
peakCurrent Peak current sensor Supported on PXC and Legrand
PDU only
e three-phase models also
support pole-level peak
current
e models with metered
breakers also support
breaker-level peak current
reactivePower Reactive power sensor

displacementPowerFactor Displacement power factor sensor

residualCurrent RCM current sensor

e For Type A, it is the sensor that detects residual AC
current.

e For Type B, it is the sensor that detects both
residual AC and DC current.

residualDCCurrent RCM DC current sensor - detects residual DC current
only.

Available only on PDUs with RCM Type B.

Commands for Inlet Line Sensors

A sensor configuration command for inlet line begins with sensor inletline. This type of command is
available on a three-phase PDU only.
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You can configure various inlet line sensor threshold settings at a time by combining multiple

commands.

» Set the Upper Critical Threshold for an Inlet line:

config:# sensor inletline <n> <p> <sensor type>

» Set the Upper Warning Threshold for an Inlet line:

config:# sensor inletline <n> <p> <sensor type>

» Set the Lower Critical Threshold for an Inlet line:

config:# sensor inletline <n> <p> <sensor type>

» Set the Lower Warning Threshold for an Inlet line:

config:# sensor inletline <n> <p> <sensor type>

» Set the Inlet line's Deassertion Hysteresis:

config:# sensor inletline <n> <p> <sensor type>

» Set the Inlet line's Assertion Timeout:

upperCritical <option>

upperWarning <option>

lowerCritical <option>

lowerWarning <option>

hysteresis <hy value>

config:# sensor inletline <n> <p> <sensor type> assertionTimeout

<as_value>

Variables:

e <n>is the number of the inlet whose line sensors you want to configure. For a single-inlet PDU, <n>

is always 1.
e <p>isthe label of the inlet line that you want to configure

e <sensor type> is voltage.

Label <n> Line <p>

1 L1-12
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Label <n> Line <p>

2 L2-13

3 L3-L1

e <option>is one of the options: enable, disable or a numeric value.

Option Description
enable Enables the specified threshold for the specified inlet line
sensor.
disable Disables the specified threshold for the specified inlet line
sensor.
A numeric Sets a value for the specified threshold of the specified inlet line
value sensor and enables this threshold at the same time.
PDU
Power Supply

Server Reachability Configuration Commands

You can use the CLI to add or delete an IT device, such as a server, from the server reachability list, or
modify the settings for a monitored IT device. A server reachability configuration command begins with
serverReachability.

Adding a Monitored Device

This command adds a new IT device to the server reachability list.

config:# serverReachability add <IP host> <enable> <succ ping>
<fail ping> <succ wait> <fail wait> <resume> <disable count>

Variables:

e <IP_host> is the IP address or host name of the IT device that you want to add.

e <enable> is one of the options: true or false.

Option Description
true Enables the ping monitoring feature for the newly added device.

false Disables the ping monitoring feature for the newly added device.

e <succ_ping> is the number of successful pings for declaring the monitored device "Reachable." Valid
range is 0 to 200.
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e <fail_ping> is the number of consecutive unsuccessful pings for declaring the monitored device
"Unreachable." Valid range is 1 to 100.

e <succ_wait> is the wait time to send the next ping after a successful ping. Valid range is 5 to 600
(seconds).

e <fail_wait> is the wait time to send the next ping after an unsuccessful ping. Valid range is 3 to 600
(seconds).

e <resume> is the wait time before the Legrand Power Shelf resumes pinging after declaring the
monitored device "Unreachable." Valid range is 5 to 120 (seconds).

e <disable_count> is the number of consecutive "Unreachable" declarations before the Legrand
Power Shelf disables the ping monitoring feature for the monitored device and returns to the
"Waiting for reliable connection" state. Valid range is 1 to 100 or unlimited.

Deleting a Monitored Device
This command removes a monitored IT device from the server reachability list.

config:# serverReachability delete <n>

Variables:

e <n>is anumber representing the sequence of the IT device in the monitored server list.

You can find each IT device's sequence number using the CLI command of show
serverReachability as illustrated below.

i IP address Enabled Status
192.168.86.126  VYes Haiting for reliable connection
weiw. raritan.com Yes Haiting for reliable connection

Modifying a Monitored Device's Settings

The command to modify a monitored IT device's settings begins with serverReachability modify.

You can modify various settings for a monitored device at a time.

» Modify a device's IP address or host name:

config:# serverReachability modify <n> ipAddress <IP_host>

» Enable or disable the ping monitoring feature for the device:

config:# serverReachability modify <n> pingMonitoringEnabled <option>
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» Modify the number of successful pings for declaring "Reachable":

config:# serverReachability modify <n> numberOfSuccessfulPingsToEnable
<succ_number>

» Modify the number of unsuccessful pings for declaring "Unreachable":

config:# serverReachability modify <n> numberOfUnsuccessfulPingsForFailure
<fail number>

» Modify the wait time after a successful ping:

config:# serverReachability modify <n> waitTimeAfterSuccessfulPing
<succ_wait>

» Modify the wait time after an unsuccessful ping:

config:# serverReachability modify <n> waitTimeAfterUnsuccessfulPing
<fail wait>

» Modify the wait time before resuming pinging after declaring "Unreachable":

config:# serverReachability modify <n> waitTimeBeforeResumingPinging
<resume>

» Modify the number of consecutive "Unreachable" declarations before disabling the ping
monitoring feature:

config:# serverReachability modify <n> numberOfFailuresToDisable
<disable count>

Variables:

e <n>is a number representing the sequence of the IT device in the server monitoring list.
e <IP_host> is the IP address or host name of the IT device whose settings you want to modify.

e <option> is one of the options: true or false
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Option Description
true Enables the ping monitoring feature for the monitored device.

false Disables the ping monitoring feature for the monitored device.

e <succ_number> is the number of successful pings for declaring the monitored device "Reachable."
Valid range is 0 to 200.

e <fail_number> is the number of consecutive unsuccessful pings for declaring the monitored device
"Unreachable." Valid range is 1 to 100.

e <succ_wait> is the wait time to send the next ping after a successful ping. Valid range is 5 to 600
(seconds).

e <fail_wait> is the wait time to send the next ping after an unsuccessful ping. Valid range is 3 to 600
(seconds).

e <resume> is the wait time before the system resumes pinging after declaring the monitored device
"Unreachable." Valid range is 5 to 120 (seconds).

e <disable_count> is the number of consecutive "Unreachable" declarations before disabling the ping
monitoring feature for the monitored device and returns to the "Waiting for reliable connection"
state. Valid range is 1 to 100 or unlimited.

Example - Server Settings Changed

The following command modifies several ping monitoring settings for the second server in the server
reachability list.

config:# serverReachability modify 2 numberOfSuccessfulPingsToEnable 10
numberOfUnsuccessfulPingsForFailure 8
waitTimeAfterSuccessfulPing 30

Serial Port Configuration Commands

A serial port configuration command begins with serial.

Forcing the Device Detection Mode

This command forces the serial port on the Legrand Power Shelf to enter a specific device detection
mode.

config:# serial deviceDetectionType <mode>

Variables:

e <mode> is one of the detection modes: automatic, forceConsole, forceAnalogModem, or
forceGsmModem.
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Option Description
automatic The Legrand Power Shelf automatically detects the type of

the device connected to the serial port.

Select this option unless your Legrand Power Shelf cannot
correctly detect the device type.

forceConsole The Legrand Power Shelf attempts to recognize that the
connected device is set for the console mode.

forceAnalogModem The Legrand Power Shelf attempts to recognize that the
connected device is an analog modem.

forceGsmModem  The Legrand Power Shelf attempts to recognize that the
connected device is a GSM modem.

Example - Baud Rate

The following command sets the CONSOLE baud rate of the Legrand Power Shelf device's serial port to
9600 bps.

config:# serial consoleBaudRate 9600

Time Configuration Commands

A time configuration command begins with time.
» Determining the Time Setup Method

This command determines the method to configure the system date and time.
config:# time method <method>

Variables:

e <method> is one of the time setup options: manual or ntp.

Mode Description
manual | The date and time settings are customized.

ntp The date and time settings synchronize with a specified NTP server.

» Setting NTP Parameters

A time configuration command for NTP-related parameters begins with time ntp.
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» Specify the primary time server:

config:# time ntp firstServer <first server>

» Specify the secondary time server:

config:# time ntp secondServer <second server>

» To delete the primary time server:

config:# time ntp firstServer ""

» To delete the secondary time server:

config:# time ntp secondServer ""

Variables:

e The <first_server> is the IP address or host name of the primary NTP server.

e The <second_server> is the IP address or host name of the secondary NTP server.

» Customizing the Date and Time

To manually configure the date and time, use the following CLI commands to specify them.

Note: You shall set the time configuration method to "manual" prior to customizing the date and time.

» Assign the date:

config:# time set date <yyyy-mm-dd>

» Assign the time:
config:# time set time <hh:mm:ss>

Variables:
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Variable Description

<yyyy-mm-dd> | Type the date in the format of yyyy-mm-dd.
For example, type 2015-11-30 for November 30, 2015.

<hh:mm:ss> Type the time in the format of hh:mm:ss in the 24-hour format.

For example, type 13:50:20 for 1:50:20 pm.

Setting the Time Zone

The CLI has a list of time zones to configure the date and time for Legrand Power Shelf.
config:# time zone

After a list of time zones is displayed, type the index number of the time zone or press Enter to cancel.

» To set the time zone:

1) Type the time zone command as shown below and press Enter.

config:# time zone

2) The system shows a list of time zones. Type the index number of the desired time zone and press
Enter.
3) Type apply for the selected time zone to take effect.

Setting the Automatic Daylight Savings Time

This command determines whether the daylight saving time is applied to the time settings.
config:# time autoDST <option>

Variables:

e <option> is one of the options: enable or disable.

Mode Description
enable Daylight savings time is enabled.
disable Daylight savings time is disabled.

Checking the Accessibility of NTP Servers

This command verifies the accessibility of NTP servers specified manually and then shows the result.
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To perform this command successfully, you must:

e Own the "Change Date/Time Settings" permission.

® Customize NTP servers.

This command is available either in the administrator/user mode or in the configuration mode.

» In the administrator/user mode:

# check ntp

» In the configuration mode:

config# check ntp

Example -Time Configuration

This section illustrates several time configuration examples.

» Example 1 - Time Setup Method

The following command sets the date and time settings by using the NTP servers.

config:# time method ntp

» Example 2 - Primary NTP Server

The following command sets the primary time server to 192.168.80.66.
config:# time ntp firstServer 192.168.80.66

User Configuration Commands

Most user configuration commands begin with user except for the password change command.

Creating a User Profile

This command creates a new user profile.

config:# user create <name> <option> <roles>
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After performing the user creation command, the Legrand Power Shelf prompts you to assign a
password to the newly-created user. Then:

1) Type the password and press Enter.
2) Re-type the same password for confirmation and press Enter.

Variables:

e <name> is a string comprising up to 32 ASCII printable characters. The <name> variable CANNOT
contain spaces.

e <option> is one of the options: enable or disable.

Option Description
enable Enables the newly-created user profile.
disable Disables the newly-created user profile.

e <roles>is arole or a list of comma-separated roles assigned to the specified user profile.

Modifying a User Profile

A user profile contains various parameters that you can modify.

Tip: You can combine all commands to modify the parameters of a specific user profile at a time.

Changing a User's Password

This command allows you to change an existing user's password if you have the Administrator
Privileges.

config:# user modify <name> password

After performing the above command, you are prompted to enter a new password. Then:

1) Type a new password and press Enter.
2) Re-type the new password for confirmation and press Enter.

Variables:

e <name> is the name of the user whose settings you want to change.

» Example
The following procedure illustrates how to change the password of the user "May."

1) Verify that you have entered the configuration mode.

2) Type the following command to change the password for the user profile "May."
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config:# user modify May password

3) Type a new password when prompted, and press Enter.
4) Type the same new password and press Enter.
5) If the password change is completed successfully, the config:# prompt appears.

Modifying a User's Personal Data

You can change a user's personal data, including the user's full name, telephone number, and email
address.

Various commands can be combined to modify the parameters of a specific user profile at a time.

» Change a user's full name:

config:# user modify <name> fullName "<full name>"

» Change a user's telephone number:

config:# user modify <name> telephoneNumber "<phone number>"

» Change a user's email address:
config:# user modify <name> eMailAddress <email address>

Variables:

e <name> is the name of the user whose settings you want to change.

e <full_name> is a string comprising up to 64 ASCII printable characters. The <full_name> variable
must be enclosed in quotes when it contains spaces.

e <phone_number> is the phone number that can reach the specified user. The <phone_number>
variable must be enclosed in quotes when it contains spaces.

e <email_address> is the email address of the specified user.

Enabling or Disabling a User Profile

This command enables or disables a user profile. A user can log in to the Legrand Power Shelf only after
that user's user profile is enabled.

config:# user modify <name> enabled <option>

Variables:

e <name> is the name of the user whose settings you want to change.

e <option>is one of the options: true or false.
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Option Description
true Enables the specified user profile.

false Disables the specified user profile.

Forcing a Password Change

This command determines whether the password change is forced when a user logs in to the specified
user profile next time.

config:# user modify <name> forcePasswordChangeOnNextLogin <option>

Variables:

e <name> is the name of the user whose settings you want to change.

e <option>is one of the options: true or false.

Option | Description
true A password change is forced on the user's next login.

false No password change is forced on the user's next login.

Modifying SNMPv3 Settings

There are different commands to modify the SNMPv3 parameters of a specific user profile. You can
combine all of the following commands to modify the SNMPv3 parameters at a time.

» Enable or disable the SNMP v3 access to Legrand Power Shelf for the specified user:

config:# user modify <name> snmpV3Access <optionl>

» Determine the security level:

config:# user modify <name> securitylevel <option2>

» Determine whether the authentication passphrase is identical to the password:

config:# user modify <name> userPasswordAsAuthenticationPassphrase
<option3>
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Determine the authentication passphrase:

config:# user modify <name> authenticationPassPhrase

After performing the above command, the system prompts you to enter the authentication passphrase.

Determine whether the privacy passphrase is identical to the authentication passphrase:

config:# user modify <name> useAuthenticationPassPhraseAsPrivacyPassPhrase
<optionéd>

Determine the privacy passphrase:

config:# user modify <name> privacyPassPhrase

After performing the above command, the system prompts you to enter the privacy passphrase.

Determine the authentication protocol:

config:# user modify <name> authenticationProtocol <optionb5>

Determine the privacy protocol:

config:# user modify <name> privacyProtocol <optioné6>

Variables:

e <name> is the name of the user whose settings you want to change.

e <optionl>is one of the options: enable or disable.

Option Description
enable Enables the SNMP v3 access permission for the specified user.

disable  Disables the SNMP v3 access permission for the specified user.

e <option2>is one of the options: noAuthNoPriv, authNoPriv or authPriv.

Option Description

noAuthNoPriv No authentication and no privacy.
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Option

authNoPriv

authPriv

Description

Authentication and no privacy.

Authentication and privacy.

e <option3>is one of the options: true or false.

Option

true

false

Description

Authentication passphrase is identical to the password.

Authentication passphrase is different from the password.

e <option4> is one of the options: true or false.

Option Description

true

false

Privacy passphrase is identical to the authentication passphrase.

Privacy passphrase is different from the authentication passphrase.

e <option5> is one of the following options:

Option

MD5

SHA-1

SHA-224

SHA-256

SHA-384

SHA-512

Description

MDS5 authentication protocol is applied.

SHA-1 authentication protocol is applied.

SHA-224 authentication protocol is applied.

SHA-256 authentication protocol is applied.

SHA-384 authentication protocol is applied.

SHA-512 authentication protocol is applied.

e <option6> is one of the following options:

Option

DES

AES-128

AES-192
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Description

DES privacy protocol is applied.

AES-128 privacy protocol is applied.

AES-192 privacy protocol is applied.
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Option Description

AES-256 AES-256 privacy protocol is applied.
AES-192 (3DES key extension) AES-192 privacy protocol is applied.
AES-256 (3DES key extension) AES-256 privacy protocol is applied.

® An authentication or privacy passphrase is a string comprising 8 to 32 ASCII printable characters.
Changing the Role(s)

This command changes the role(s) of a specific user.
config:# user modify <name> roles <roles>

Variables:

e <name> is the name of the user whose settings you want to change.

e <roles>is arole or a list of comma-separated roles assigned to the specified user profile.
Changing Measurement Units

You can change the measurement units displayed for temperatures, length, and pressure for a specific
user profile. Different measurement unit commands can be combined so that you can set all
measurement units at a time.

Note: The measurement unit change only applies to the web interface and command line interface.

» Set the preferred temperature unit:

config:# user modify <name> preferredTemperatureUnit <optionl>

» Set the preferred length unit:

config:# user modify <name> preferredLengthUnit <option2>

» Set the preferred pressure unit:
config:# user modify <name> preferredPressureUnit <option3>

Variables:
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e <name> is the name of the user whose settings you want to change.

e <optionl> is one of the options: Cor F.

Option Description
C This option displays the temperature in Celsius.
F This option displays the temperature in Fahrenheit.
e <option2> is one of the options: meter or feet.
Option Description
meter This option displays the length or height in meters.
feet This option displays the length or height in feet.
e <option3>is one of the options: pascal or psi.
Option Description
pascal This option displays the pressure value in Pascals (Pa).

psi This option displays the pressure value in psi.

Specifying the SSH Public Key
If the SSH key-based authentication is enabled, specify the SSH public key for each user profile using the
following procedure.

» To specify or change the SSH public key for a specific user:

1) Type the SSH public key command as shown below and press Enter.

config:# user modify <name> sshPublicKey

2) The system prompts you to enter the contents of the SSH public key. Do the following to input the
contents:
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Open your SSH public key with a text editor.
Copy all contents in the text editor.

Paste the contents into the terminal.

a0 oo

Press Enter.
» To remove an existing SSH public key:

1) Type the same command as shown above.

2) When the system prompts you to input the contents, press Enter without typing or pasting anything.
» Example

The following procedure illustrates how to change the SSH public key for the user "assistant."

1) Verify that you have entered the configuration mode.

2) Type the following command and press Enter.

config:# user modify assistant sshPublicKey

3) You are prompted to enter a new SSH public key.
4) Type the new key and press Enter.

Deleting a User Profile

This command deletes an existing user profile.

config:# user delete <name>

Changing Your Own Password

Every user can change their own password via this command if they have the Change Own Password
privilege. Note that this command does not begin with user.

config:# password

After performing this command, the system prompts you to enter both current and new passwords
respectively.

Important: After the password is changed successfully, the new password is
effective immediately whether or not you type the command "apply" to save the
changes.

» Example

This procedure changes your own password:
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1) Verify that you have entered the configuration mode.
2) Type the following command and press Enter.

config:# password

3) Type the existing password and press Enter when the following prompt appears.

Current password:

4) Type the new password and press Enter when the following prompt appears.
Enter new password:
5) Re-type the new password for confirmation and press Enter when the following prompt appears.

Re-type new password:

Setting Default Measurement Units

Default measurement units, including temperature, length, and pressure units, apply to the user
interfaces across all users except for those whose preferred measurement units are set differently by
themselves or the administrator. Diverse measurement unit commands can be combined so that you
can set all default measurement units at a time.

Note: The measurement unit change only applies to the web interface and command line interface.

Set the default temperature unit:

config:# user defaultpreferences preferredTemperatureUnit <optionl>

Set the default length unit:

config:# wuser defaultpreferences preferredLengthUnit <option2>

Set the default pressure unit:

config:# wuser defaultpreferences preferredPressureUnit <option3>

Variables:

e <optionl>is one of the options: C or F.

Option Description
C This option displays the temperature in Celsius.

F This option displays the temperature in Fahrenheit.

e <option2> is one of the options: meter or feet.
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Option Description
meter This option displays the length or height in meters.

feet This option displays the length or height in feet.

e <option3>is one of the options: pascal or psi.

Option Description
pascal This option displays the pressure value in Pascals (Pa).

psi This option displays the pressure value in psi.

Unblocking a User

If any user is blocked from accessing, you can unblock them at the local console.

» To unblock a user:

1) Access the CLl interface using any terminal program via a local connection.

2) When the Username prompt appears, type unblock and press Enter.

Username: unblock

3) When the "Username to unblock" prompt appears, type the name of the blocked user and press
Enter.

Username to unblock:

4) A message appears, indicating that the specified user was unblocked successfully.
Actuator Control Operations

An actuator, which is connected to a dry contact signal channel of a sensor package, can control a

mechanism or system. You can switch on or off that mechanism or system through the actuator control
command in the CLI.

Perform these commands in the administrator or user mode.

Network Troubleshooting in Diagnostic Mode

Querying DNS Servers

This command syntax queries Internet domain name server (DNS) information of a network host.
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diag> nslookup <host>

Variables:

e <host>is the name or IP address of the host whose DNS information you want to query.

Showing Network Connections

This command syntax displays network connections and/or status of ports.
diag> netstat <option>

Variables:

e <option>is one of the options: ports or connections.

Option Description
ports Shows TCP/UDP ports.
connections Shows network connections.

Testing the Network Connectivity

This ping command sends the ICMP ECHO_REQUEST message to a network host for checking its
network connectivity. If the output shows the host is responding properly, the network connectivity is
good. If not, either the host is shut down or it is not being properly connected to the network.

diag> ping <host>

Variables:

e <host>is the host name or IP address whose networking connectivity you want to check.
Options:
e You can include any or all of additional options listed below in the ping command.

Options Description

count <numberl> Determines the number of messages to be sent. <number1>
is an integer number between 1 and 100.

size <number2> Determines the packet size. <number2> is an integer number
in bytes between 1 and 65468.
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Options Description

timeout Determines the waiting period before timeout. <number3> is
<number3> an integer number in seconds ranging from 1 to 600.

The command looks like the following when it includes all options:

diag> ping <host> count <numberl> size <number2> timeout <number3>

Tracing the Route

This command syntax traces the network route between your Legrand Power Shelf and a network host.
diag> traceroute <host> <useICMP> <timeout>

Variables:

e <host>is the name or IP address of the host you want to trace.

e <uselCMP> is optional. It has only one value -- use ICMP. Type useICMP in the end of this
command only when you want to use ICMP packets rather than UDP packets.

e <timeout> is the maximum amount of time (in seconds) until traceroute will be terminated (1..900).

Example - Ping Command

The following command checks the network connectivity of the host 192.168.84.222 by sending the
ICMP ECHO_REQUEST message to the host for 5 times. You can also use ipv6 address to check the
connectivity.

diag> ping 192.168.84.222 count 5

ping £d07:a47c:0000:823e:3b02:0000:982b:0463
count 5

Example: Ping Monitoring and SNMP Notifications

In this illustration, it is assumed that a significant PDU (IP address: 192.168.84.95) shall be monitored by
your Legrand Power Shelf to make sure that PDU is properly operating all the time, and the Legrand
Power Shelf must send out SNMP notifications (trap or inform) if that PDU is declared unreachable due
to power or network failure. The prerequisite for this example is that the power sources are different
between your Legrand Power Shelf and the monitored PDU.

This requires the following two steps.
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» Step 1: Set up the ping monitoring for the target PDU

1) Choose Device Settings > Server Reachability.

2 Click == Monitor New Server

3) Ensure the "Enable ping monitoring for this server" checkbox is selected.
4) Enter the data shown below.

e Enter the server's data.
Field Data entered

IP address/hosthname 192.168.84.95

¢ To make the Legrand Power Shelf declare the accessibility of the monitored PDU every 15 seconds
(3 pings * 5 seconds) when that PDU is accessible, enter the following data.

Field Data entered
Number of successful pings to enable feature 3
Wait time after successful ping 5

¢ To make the Legrand Power Shelf declare the inaccessibility of the monitored PDU when that PDU
becomes inaccessible for around 12 seconds (4 seconds * 3 pings), enter the following data.

Field Data entered
Wait time after unsuccessful ping 4
Number of consecutive unsuccessful pings for failure 3

¢ To make the Legrand Power Shelf stop pinging the target PDU for 60 seconds (1 minute) after the
PDU inaccessibility is declared, enter the following data. After 60 seconds, the Legrand Power Shelf
will re-ping the target PDU,

Field Data entered

Wait time before resuming pinging after failure 60

e The "Number of consecutive failures before disabling feature (0 = unlimited)" can be set to any
value you want.

5) Click Create.
» Step 2: Create an event rule to send SNMP notifications for the target PDU

1) Choose Device Settings > Event Rules.

2 Click 4= New Rule

3) Select the Enabled checkbox to enable this new rule.

4) Configure the following.
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Field/setting  Data specified

Rule name Send SNMP notifications for PDU (192.168.84.95)
inaccessibility

Event Choose Server Monitoring > 192.168.84.95 > Unreachable

Trigger condition ' Select the Unreachable radio button

This will make the Legrand Power Shelf react only when the target PDU becomes inaccessible.
5) Select the System SNMP Notification Action.
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